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This is designed to be modified - that is, you can have the NFS-root in syslinux pointing to one of the
LTSP servers or change the DHCP next-server option (stored in LDAP) to have clients directly boot via PXE
from the terminal server.
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3.1.3 BITEERS B[ LHIRS

With the exception of the control of the thin clients, all services are initially set up on one central computer
(the main server). For performance reasons, the LTSP server(s) should be separate (though it is possible to
install both the Main Server and LTSP Server profiles on the same machine). All services are allocated a
dedicated DNS-name and are offered exclusively over IPv4. The allocated DNS name makes it easy to move
individual services from the main server to a different machine, by simply stopping the service on the main
server, and changing the DNS configuration to point to the new location of the service (which should be set
up on that machine first, of course).

BT M LEE AR RZ encrypted RIEFTEZEELT S, IHESEEREEREIZTENXXRELTMNELIEX,

BATFRTE Skolelinux MLEHRERE IR ERIARS REEZ—RSHI DNS BIFRIFIR, WBEFIGEMBEENX
TR (TR ) XEKFRSTRZTFRATHEENNE (RENEBCH DNS 5) HEE
IFT{ERRRY 1P Hbtik,

iFEEIES

AR5 1R TR DNS 5 &%
FREE rsyslog syslog
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IEHSEEIZESS DHCP bootps
NET NTP ntp
B MEXHFRFEHERR SMB / NFS homes
B R IMAP (Dovecot) postoffice
EE3ES OpenLDAP Idap
FAFEE GOsa? -
Web AR%5 28 Apache/PHP www
FRER sl-backup, slbackup-php backup
Web £7F Proxy (Squid) webcache
FTED CUPS ipp
TRMIEE R OpenSSH ssh
BoiicE Cfengine cfengine
(&T)LTSP IR LTSP Itsp
MZERIZ E RS ER NBD

| IERIRRE EMAZEAARSS,
#1 Web EBY Status 5[A%E, Munin, Icinga I Sitesummary | sitesummary
B FEMF IR SR
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et 1ER BBV EE M ] LAFEVEREI X 4, NeJFRIF R FRIARS 28, BT NFS 89 Unix B iR, SMB
#J Windows # Macintosh & Fimig £ FEGERK,

By default email is set up for local delivery (i.e. within the school) only, though email delivery to the wider
Internet may be set up if the school has a permanent Internet connection. Clients are set up to deliver mail
to the server (using 'smarthost’), and users can access their personal mail through IMAP.
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FRERSERR — AP RIMBETUHEAN, SETHRAFPLEENBIEFZEN,

R web fCIRFEARL (Squid) IMEXEHEZE LM ER AL, T RIRAINE L — RS H
EBRBIHY web i85 T EAM 3] AY#=H,

Network configuration on the clients is done automatically using DHCP. All types of clients can be con-
nected to the private 10.0.0.0/8 subnet and will get according IP addresses; LTSP clients should be connected
to the corresponding LTSP server via the separate subnet 192.168.0.0/24 (this is to ensure that the network
traffic of the LTSP clients doesn’t interfere with the rest of the network services).

FRAGERFABINRLAZAEERIRZEMRE. HERSIREN HERMNANEEIRIER,
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ZEBEEEAEMmERAFES, VREVATRIGERS R FEMRMGS REM= B ERMELE,

BRBAMAFPHEIRGEEZEN web, FIREBHMERIIRAE, 7E Skolelinux FILBM web XBTZEH RIFITIF,
RRZIRNANAFPAFPAEREEEERAIEES,

AT ESG NFS FEAMER, MEZRERHMARRCIE, RIS ARV RFZE S, Skolelinux Ak
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FTENVUE T &R, R EREDEW, B EERRSEE, TIFAINEL LTSP BkSE8. FTENVIRGER
BIF BRRAY A P IR BB AT B RI= M X145 B FTENL AY{3E AR PRERMA (£ A=l R 2,

3.1.4 LTSP AR%28

A Skolelinux network can have many LTSP servers (which we called "thin client servers” in releases before
Stretch), which are installed by selecting the LTSP Server profile.

LTSP fRSBIRERWRBEEZ iRl LIFIAMES, AREXLEREPFRASTERE.,

HIE: ERXPRERARS SR LRENER, TRETFILERTRERSEM LTSP chroot FRER,
EPImRNERAR NBD (MEHRIRE ) R, 880X LTSP chroot Z/5HHXH) NBD EIRFEREHN
4hY; £ LTSP BR$588 £iB1T 1tsp-update-image,

3.1.5 EEPFiF

EEFRRIBEBZBEBNATENEREES (X) LinkINEE, IBEREZVNBNRENEERNRSEERAN
& PROM (B0 PXE) 3|EMAMERAHEFIHRIVER KN, BEEXFIRIREEAIRZ Linux LIRS
B (LTSP),

Thin clients are a good way to make use of older, weaker machines as they effectively run all programs
on the LTSP server. This works as follows: the service uses DHCP and TFTP to connect to the network
and boot from the network. Next, the file system is mounted from the LTSP server using NBD, and finally
the X Window System is started. The display manager (LDM) connects to the LTSP server via SSH with
X-forwarding. This way all data is encrypted on the network. For very old thin clients which are too slow for

the encryption this can be set to the behavior from former versions, which is to use a direct X connection via
XDMCP.
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3.2 EiE

All the Linux machines that are installed with the Skolelinux installer will be administrable from a central
computer, most likely the server. It will be possible to log in to all machines via SSH (by default, root is not
allowed to log in with password), and thereby have full access to the machines.
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HitRFAIARINEE, MY BEEEMAFNE RLMBRN A DMNNXXHE, F-INHERE
EMRFER L HNESHIEMAIXHENEE, BFENRMIIAEEHNREESMEABTSTEMEEESM
HithBBENMARTFITIRAF, (BBEMNEEFIN ).

4 FKR

XRIRE Skolelinux HRIARETGE, ERJMEZERE—SREMNANNATEN L, SFAFSFERIE
ERODREBERTS R, IMREUERIE T MBS, RSB[INEFiRISRORARENEE,

4.1 WEHFX
A[E profile BYEBITE network architecture EHRERE,
WMRITXIER LTSP, FEEF LTSP FEHFE N wiki T1H,
= JZ1T Debian Edu / Skolelinux BJH EHMLABERZ 32 fiL ( Debian 3244'i386', BFkIAMEZ FHHIALIE
232 686 4 ) XFE 64 {iI (Debian Z2#9'amd64’ ) x86 ALIEEE,
= At least 12 GiB RAM for 30 thin clients and 20 GiB RAM for 50-60 thin clients are recommended for
the main and LTSP server profiles.
» EEFIREETENE 256 MiB RAM AR 400 MHz B94LIE2E, (BfEFRAESH RAM FIFERAGALIE
2%
- 7 LTSP EF R4 ERIZIRERBIHNN; RIRXKNZE 512 MiB, MUIRIFFEEEKRTLAE
1T 4m4E tiener fRS528 LY /etc/1tsp/nbdswapd. conf 1R E SIZE THERIFE,
- MRENELE TIFLBERIRINE, BIEREIEREMEZIRIRADIIRIREK,



https://wiki.debian.org/LTSP/Ltsp%20Hardware%20Requirements

5 MBIREFNK 4.2 PRI TAERIRE(F

= For workstations, diskless workstations and standalone systems, 1000 MHz and 512 MiB RAM are the
absolute minimum requirements. For running modern webbrowsers and LibreOffice at least 1024 MiB
RAM is recommended.

- BINAEFR TEBINRIZIREE B AN FE LibreOffice IHEREMELR, NRXEELR
SR MHAREERERAHERE,

» RIRFREMHEZT BT RBURTFILERR profile:
- HEEMRSEE + LTSP ARSSES: 70 GiB, BiBE —#H#EXRS R EMMETE, "M T,
— LTSP BR$528: 50 GiB,
- TYEULSIMI R4 : 30 GiB,
» LTSP RSB BEFERAHREMERZMNEZH M| :
— eth0 EEFERM (10.0.0.0/8),
— ethl BT LTSP EFIHHIARS (192.168.0.0/24 {EJ9fiRE ), 1B others are possible.

» ZEiCAHERENBHNNIFG, BEEei18EIFiE—HFER,

4.2 FrE0 TYERVREM

£ http://wiki.debian.org/DebianEdu/Hardware/ IRt—MEHFMIXTIR, XNIIRERTE
http://wiki.debian.org/InstallingDebianOn @—NE{FINFEIE—LEAKEGF LLR, BEME
FA Debian X#EM—NMER, ERIRER L E B MBS NFEMBENENRNEGTRERS
EAY,
—MAFERY Debian PRz HRVMEHBURREETEL T http://knuto. jp/debian/hcl/,

5 MLBIZEFNK
51 REIRE
HEAERARIMLELEAAT, XLEEHNER
» REEMIERERSEE, tiener,
» {REEM_EFTAE LB TF,
» EEMERUBITS LTSP RS 8; BNDARFMZE LDAP RIS ER (DNS, DHCP), if

BERINEZS,
= BN LTSP BRS32EMLE LRI AE EBRVEE Fintl /s & T1Fih,
= AIBE EERNEMYESEFRRE IP HilkRSE,
= ATLRIERMREZE—NEHE/MX (S8 TH ).

5.2 HEXMEIEH

/WX, EINERIEOHEREI G FEM LR 255.0.0.0 #9 IP ik 10.0.0.1 WAEREOIET, BE
EREEEERW,

EEHEAIETT DHCP BRE 23, ERIETT DNS fRS:E, EXRAETENMEBASWER.,

EELBEBAREBLAREFTERTEE (ATRAREARRY) BOERT, WRLRNRZ Debian Edu
‘BN EE, WEBAIMNEEONRATTESTHMX,

TRZE:

» 8% /etc/network/interfaces X4,
» FEVBKAERA “gateway”,
= 7910.0.0.0/8 MEEF IP &% NAT,



http://wiki.debian.org/DebianEdu/Hardware/
http://wiki.debian.org/InstallingDebianOn
http://kmuto.jp/debian/hcl/

6 TRITHIEMN

= ERENEI, Er] AR RPAIEN /R EEH T A,

#!/bin/sh

# Turn a system with profile 'Minimal' into a gateway/firewall.
#

sed -i 's/auto ethO/auto ethO ethl/' /etc/network/interfaces
sed -i '/ethl/ s/dhcp/static/' /etc/network/interfaces

echo 'address 10.0.0.1' >> /etc/network/interfaces

echo 'nmetmask 255.0.0.0' >> /etc/network/interfaces

hostname -b gateway

hostname > /etc/hostname

service networking stop

service networking start

sed -i 's#NAT=#NAT="10.0.0.0/8"#' /etc/default/enable-nat
service enable-nat restart

# You might want a firewall (shorewall or ufw) and traffic shaping.
#apt update

#apt install shorewall

# or

#apt install ufw

#apt install wondershaper

In case you are looking for a complete router firewall solution capable of running on an old PC, we
recommend [PCop or floppyfw.

If you need something for an embedded router or accesspoint we recommend using OpenWRT, though of
course you can also use the original firmware. Using the original firmware is easier; using OpenWRT gives you
more choices and control. Check the OpenWRT webpages for a list of supported hardware.

BEMERARRRIMLEIRE (R documented procedure FTfif ), {BINRIFARLA—NMFIERIMLEEREH
fhamEM, BATRITARAR A MARIREFFREIRSH WBELEM,

6 ZHIRFM FEHEIN

6.1 FEMEHEIZINIER

BATBWNERABER — M REFERANR K ZRIFIEHZE LV EE Debian Stretch £1T/E18, B4 Debian
Edu/Skolelinux —MNEid, ERFEMRIE, =
A EREDEAFMOLEE, BR, BAHBHESE—RNTER,

BBEZXTF Debian Stretch Z1ThREVE SR AER LR FMPIRE.

6.2 T % Debian Edu 9+4edul X5 Stretch FILREEK

6.2.1 386, amd64 ML L% CD HK

MELEE CD, aJABTM USB INFRE, EE5%K2 i386 F1 amdos HIHLEE, EAXNBHIBNE
B, TREFEEGEMIA, ERIUFEE

= debian-edu-9+edu0-CD.iso

rsync -v —--progress ftp.skolelinux.org::skolelinux-cd/debian-edu-9+edu0-CD.iso ./debian-edu-9

6.2.2 386 1 amd64 7 USB JXz/1E8 ISO H1%

The multi-architecture ISO image is 5.5 GiB large and can be used for installation of amd64 and i386 machines.
Like the netinstall image it can be installed on USB flash drives or disk media of sufficient size. Please note
that internet access is needed during installation if the 'LTSP Server’ profile is chosen. Like the others it can
be downloaded over HTTP or rsync via:

= debian-edu-9+edu0-USB.iso

rsync -v --progress ftp.skolelinux.org::skolelinux-cd/debian-edu-9+edu0-USB.iso ./debian-edu-



http://www.ipcop.org
http://www.zelow.no/floppyfw
http://openwrt.org
http://wiki.openwrt.org/toh/start
http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
http://www.debian.org/releases/stretch/releasenotes
http://www.debian.org/releases/stretch/installmanual
http://ftp.skolelinux.org/skolelinux-cd/debian-edu-9+edu0-CD.iso
http://ftp.skolelinux.org/skolelinux-cd/debian-edu-9+edu0-USB.iso

6 RRMTFHIED 6.3 CABBHFIEX CD / DVD

6.2.3 JRHG
RICTE R AMIBEE LB Debian BEFKS.

6.3 CAMR{HEK CD / DVD

For those without a fast Internet connection, we can offer a CD or DVD sent for the cost of the CD or DVD
and shipping. Just send an email to cd@skolelinux.no and we will discuss the payment details (for shipping

and media). % IEBEREMEE CD 5 DVD MR FHEHE S L,

6.4 ZZ Debian Edu
E{REE Debian Edu B, fRE—LEEFEED, FERE; BARSB, HNEHFHHRIFRE Z 3808 K
BAYM Debian IS Zett, FTCiEUNMA, Debian Edu 52 Debian, M{RIIRFEZXEFHIT 52,000 MREE
SRERFZAR BRI, WFRIMASHAF, BINWREEESEESSHEN,

6.4.1 FIRFRFNIEIN

£ 64 MBI EMNERIEFSISHE

Debian GHU-/Linux installer boot menn

Graphical install
Install

Advanced options
J2—bit inmstall options

Help
Imstall with speech synthesis

Graphical install fFBER SR E & &RIZFMIRA] AR BT,
ERANFRALR,

FEFMED > 4FE S IFMETRIE RN FHRE,

32 L FRE > RIFE 64 IRIREM Li#1T 32 (IR,
Help 8 FATERMNZRIEFN—LERTR; SBUTHRERRE,



mailto:cd@skolelinux.no

6 LTRINTFEHEIN 6.4 L% Debian Edu

Advanced options

Back..
Graphical expert install
Graphical rescue mode

Graphical awtomated install

Expert install

Rescue mode

nutomated install

speech—enabled advanced options >

Back.. iIREIZIFEFE,

Graphical expert install EEF AR PLE FiLOIFAERIIORE, 1&HRT.
Graphical rescue mode iEIXNLRN RN ZSESHIBIEE,
Graphical automated install EE preseed X4,

Expert install £5Fi5R1EXX AR A,

Rescue mode X AR ; ILXNMNEENRMA A EESHRIER,
Automated install XA&E; EEME X,

7 32 (U LR RIEFEMEISXHE




6 LTRINTFEHEIN 6.4 L% Debian Edu

Debian GHU-Linux i386 installer menn

Imstall (32-bit)
Advanced options

Help
J2=bit speech install

5 64 (IrEMHRYIHBEAZEAL,
Help screen
Welcome to Debian GNU/Linuxt

his is a Debhian 9 (stretch) installation CD-ROM.
[t was built 20161105-06:27: d-i 20161105-00:34.

ELP INDEX
EY TOPIC

This page, the help index.

Preregquisites for installing Debian.

Boot methods for special ways of using this CD-ROM
fidditional boot methods: rescue mode.

Special boot parameters, overview.

Special boot parameters for special machines.

Special boot parameters for selected disk controllers.
Special boot parameters for the install system.

How to get help.

Copyrights and warranties.

>
>
>
>
>
>
>
>
>

ress FZ through F10 for details, or ENTER to boot:

BIWFRERACIAAFEREE LM <F>-BRFESABBREPIAT,

Add or change boot parameters for installations

In both cases, boot options can be edited by pressing the TAB key in the boot menu; the screenshot shows
the command line for Graphical install.

10



6 LTRINTFEHEIN 6.4 L% Debian Edu

_Debian GNU-Linux installer boot menuw

Graphical install

Im=tall

Advanced options

32=bit install options

Help

Install with speech sunthesis

install  amd-uml inuz desktop=kde wga=7¥88 initrd=-install.amd-gtk-initrd.gz -
— quiet =

» {RE]AERMLE EFER HTTP RIBIRSZRINMM CD TR EPRSE 25 profile /Al mirror/http/proxy=http://1
1E RTINS IS S5,

» MIRFE—EBNBLEEBLRIFIIERSEE profile, FEMNTRAZBITL PXE 5T, MXIFED)
EREMRSBENE,

= To install the GNOME desktop instead of the default KDE Plasma desktop, replace kde with gnome
in the desktop=kde parameter.

= To install the LXDE desktop instead, use desktop=1xde. (Recommended if LTSP is intended to be
used.)

» BRER Xfce £E, {#A desktop=xfce,
» M AEZE MATE £H, {#/ desktop=mate,

6.4.2 ZTKidIE
IBEMRFTHHNRE—A LTSP RBBARAT RKIFHBRELER AWML (NIC),
s ER-MES (WTAZRRRLZREHRE ).
- ER—ANXEBERRIREEHT,
- ERBEME (REVUXBEERI ),
= MBATRFURAESE profile:
- EMRSR

* This is the main server (tjener) for your school providing all services pre-configured to work
out of the box. You must install only one main server per school! This profile does not include
a graphical user interface. If you want a graphical user interface, then select Workstation or
LTSP Server in addition to this one.

- Tfrif

11
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6 LTRINTFEHEIN 6.4 L Debian Edu

* —BTEVNENAMERRNEESS, HREN— &8 EMNITENAIRENEIT2ER
%, ARHERS[BNERAFER, BEBEERFIIXEFER profile,
=y R
* BEFIEiLBaea2ERNE ZIRIAE, BRX]AEZRIMIMERER, BRI EF
profile IRIFIEAMIER ., WFE—RIFF notebook F laptop FEF BRI A R EINA
TR TR, s “MER,
LTSP AR$388

* A thin client (and diskless workstation) server, is called an LTSP server. Clients without hard
drives boot and run software from this server. This computer needs two network interfaces, a
lot of memory, and ideally more than one processor or core. See the chapter about networked
clients for more information on this subject. Choosing this profile also enables the workstation
profile (even if it is not selected) - an LTSP server can always be used as a workstation, too.

- BITRR
* HBERTEVAIAARUERS BRE% (BR, EXFEEMEH ), BIEFEILE,
- RIVRR

* XA profile RERRMGEFHECEZNIZZRIA Debian Edu ML, (ERBEMRSFINA.
ERFNERSBFIBLE-—RSNTEE,

The Main Server, Workstation and LTSP Server profiles are preselected. These profiles can be
installed on one machine together if you want to install a so called combined main server. This means
the main server will be an LTSP server and also be used as a workstation. This is the default choice,
since we assume most people will install via PXE afterwards. Please note that you must have 2 network
cards installed in a machine which is going to be installed as a combined main server or as an LTSP
server to become useful after the installation.

» WEHHKE ‘" HE ‘N, BERIRFIG ‘B7 FERERIRNBR LHSHKIE | i ‘R &
EES TF - FERIIFENSXEZEYHBERBA,

= iBX http://popcon.skolelinux.org/ i “B" RAVFHAIGHNREBRIRITEFIERREBEF
RERARH, REFRANZXFE, XA IRFTSEEINERTE,

= Wait. If the selected profiles include LTSP Server then the installer will spend quite some time at the
end, "Finishing the installation - Running debian-edu-profile-udeb...”

= 25U root BEBZJE, REWEEICIE “EEIRES" WEMAFIKS, X2 Debian Edu FFEEE
B S : (REERAXMKSEIR Skolelinux 4,
A ZRPHZAMBEUABTEED 5 MEFNKE - TNESRFSWIA (EERENEBIR
RIEFTIER ).

= fiER

6.4.3 —LEBHAVEERE
6.4.3.1 ZiCARER
REBMEEAN “BRIFI" polile (BBLHE ), EMEMBRIEREFELN (BESHLERA—

LEEOMNYES ) ABEERIED (BLBBETEZE, NMRMEBERFNECSRNEH URZLDE
FI B ERRY I BZEER ).

6.4.3.2 ZZeH) USB INFR / BEAXBRBLRINER

EIRMZ58M) USB (NTFR | XA BRBELRZIG, /etc/apt/sources.list ARBZRBBRKRIIR.
MRMRBEBRMER, HMEMNENA TREIMEZENREEHRMEREFRMMNTRIT:

deb http://ftp.debian.org/debian/ stretch main
deb http://security.debian.org/ stretch/updates main

12
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6 LTRINTFEHEIN 6.4 L% Debian Edu

6.4.3.3 CD TZEMNIR

MeEZER (BRI CD ARMIETRER ) M CD HEEH—LERAEBMERIMAM EEE. KM
LRGSR BERE M profile B profile MBLELEFFEIRT gigabyte (FRIFMFIER T RMB ] AR
i), —BEfEXRTERSH (ERLEANERSB[HASRSBZAMOD ), HENRERESEAEBS
ROCIESRE 2 AW _E 20X T SRR AR L

6.4.3.4 NBTEZXFIHN LTSP REBLEMEIZEM

Providing the kernel boot parameter edu-skip-1tsp-make-client makes it possible to skip one step which
converts the LTSP chroot from a thin-client chroot into a combined thin-client/diskless workstation chroot.
REATREANRL, PINMNREFE - BAREEF IR chroot HISIMRES — RS/ LEFTNTE
chroot, ABEICAKEIL, FHXLEARGITIX L =D HE S B RET(E],
FEESCIEAESE chroot FRTRKITREEINEEIRE, BRI LHRETH,

6.4.4 ZTXRERA USB [AFRZAZIREK CD / HEHAE

BM Squeeze K AREEHE EHIZEH| CD/DVD/HEAAE . iso BIKRT USB NFIRENEE (tBFRME “USB
B") HFIENESIS, ERMBRITRIMN—IGHS, UER RS ENXEIRENZERM:

sudo dd if=debian-edu-amd64-i386-XXX.iso of=/dev/sdX bs=1024

EURFARERE THNMER, USB INEFRMB[ERMEIMK CD SHFEALE,

6.4.5 BIIMELR (PXE) H3|ISEEEFIH

WFEXNERAERBTFREIITERS R, SEFPmMBTIEMNS| SN, BR—1NELREFMEISE
MiEHE PXE &8, MNRE—MEIREEER XXX.bin XEXRILT PXE LM, IBHEJENEE P iH
MR EHIEB BEH, EXMIBERF Debian LRIZFHY initrd HERIEDY, XPJLAERSZE LMITHS:
/usr/share/debian-edu-config/tools/pxe-addfirmware 3RFEA¥,

XRINEEARSZEE profile PXE EBEFRNHIHEF:

Boot from local harddrive

Instal IS Edn-iEEe Umatke)
Insbal NS amd o Umarhe

e Ml

s

Press ENTER tol boot or TAB to) edit a menw entry

This is how the PXE menu looks with the Main Server and LTSP Server profiles:

13



6 LTRINTFEHEIN 6.4 L% Debian Edu

Boot from local harddrive

IFlsERdiSkKlESsS orkstat ion
IR Efdn el dene

ezl L BelusT5EHE CnE=0)
ppzzianll |l Eﬁamﬂﬁ‘l Lmaite)

ez Ll

Press ENTER| tof boot or TAbN to edit a menu entry

EETRMZENEKEIMEMAREIAL, % tab BARBAZSISIE (KRLEX),

EMEEBMATEETFILMEZFIREEN E#H5S, NMRI(EUL, TEITFIEREA GOsa? #iR
I0Z| LDAP, {BeJLA, ARFINRIFEZEITENR,.

FEZ X TNEEFPIHIEEFBATE Network clients HowTo EFR#EILE,

6.4.5.1 {84 PXE &%

PXE L3R fEF debian RRIZF preseed X, BRI AIEL KDL EE S HVIREGE,
EUUMERR—1THEERME tjener:/etc/debian-edu/www/debian-edu-install.dat

d-i pkgsel/include string my-extra-package(s)

PXE &R /var/1ib/tftpboot/debian-edu/install.cfg FI{E /etc/debian-edu/www/debian-edu-install
BHY presseeding X {4, iX L 4 R] BAR N T R Z HERTE L RETHY presseding, KRBT MELRNES
BB IBl, B — N/ ERTE /etc/debian-edu/pxeinstall. conf Fll /etc/debian-edu/www/debian-edu-install.dat.]
RMAMIINIZEFIBIT /usr/sbin/debian-edu-pxeinstall REFHE LRI,

H—THIRREFLATE Debian LR FHHIE,

B2 B E@EIT PXE ZREUIERIEA, 7E tjener: /etc/debian-edu/www/debian-edu-install.dat
A EE mirror/http/proxy, mirror/ftp/proxy # preseed/early_command FIEITEEW T, B
LTRENIENER, ERVBITHRERE # , A ANEKREBFR "export http_proxy="http://webcache:3128";
" BB,

BT preseeding X W TEH ZBIEFTE—LIRE P AR preseeded, XLEFEAZER PXElinux EZAH
SIS EBEI I /var/lib/tftproot/debian-edu/install.cfg 52, 1B, REMBIREE LRIK
ERILA,

6.4.6 EMHIHEE

BIEES| CD, DVD SREXAZEFRNVER Debian TEEMBUTS, BERERMIRTREME AN,
Preseeding SBVFRTE X [ & IEF 1= [0]8Y[a) 2],

R EEEMMI R AMRMIEZE (XANFE Debian TEEFFMIIM R ERA ) F1 remaster the
CD/DVD BlIE— preseeding X {4,

14
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6 TRITHIEMN 6.5 REREIME

6.5 FERIREIL

XAHZAMERZXEHERRINGE - N2IMIAE, BFEARNERERBRTININE, BATEREAHF
BEHA, RERBEFEANEGERME, ISEERANMERTE,

So here is a screenshot tour through a graphical 64-bit Main Server + Workstation + LTSP Server
installation and how it looks at the first boot of the main server, a PXE boot on the workstation network and
on the LTSP client network:

Debian GHU-/Linux installer boot menn

Graphical install
Install

Advanced options
J2—bit inmstall options

Help
Imstall with speech sunthesis

15



6 TRITHIEMN 6.5 REREIME

i

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - S(@E#) (]
Chinese (Traditional) - =3z(%g8)

Croatian - Hrvatski ||
Czech - Cestina

Danish - Dansk 3
Dutch - HNederlands | |
Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - Jotogemo

German - Deutsch ||
Graal ElLlnwiw i b

[ Go Back H CnntinuTe l

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:

Hong Kong E
India
Ireland
Israel '
MNew Zealand
Migeria
Philippines
singapore
South Africa
United Kingdom

United States

Zambia

Zimbabwe
other <l

Go Back H Continue !
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6 TRITHIEMN 6.5 REREIME

Configure the keyboard

Keymap to use:

American English (-]

Albanian

Arabic

Asturian

Bangladesh ]
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English

Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Multilingual
Catalan

rhinaca b

[ Go Back H Continue ].

Detect and mount CD-ROM

Detecting hardware to find CD-ROM drives

Loading module 'usb-storage' for 'USB storage'...

17



6 TRITHIEMN 6.5 REREIME

Load installer components from CD

— Loading additional components

Retrieving partman-auto-raid

Detect network hardware

Detecting network hardware

Detecting hardware, please wait...

18



Choose Debian Edu profile

Profiles determine how the machine can be used out-of-the-box:

- Main Server: reserved for the Debian Edu server. It does not
include any GUI (Graphical User Interface). There
should only be one such server on a Debian Edu
network.

- Workstation: for normal machines on the Debian Edu network.

- Roaming Workstation: for single user machines on the Debian Edu
network which some times travel outside the network.

- LTSP Server:
includes 'Workstation' and requires two network
cards.

- Standalone: for machines meant to be used outsidl the Debian Edu
network. It includes a GUI and conflicts with other
profiles.

-Minimal: fully integrated into the Debian Edu network but
contains only a basic system without any GUI.

Profile(s) to apply to this machine:

Main Server
Workstation

[] Roaming Workstation
LTSP Server

[] standalone

] Minimal

Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD
DISKS IN THE MACHINE! If you have important data that are not backed up, you may want to stop now in
order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

@ No

) Yes

Continue
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6 TRITHIEMN 6.5 BRI

o,

i

Really use the automatic partitioning tool?

This will destroy the partition table on all disks in the machine. REPEAT: THIS WILL WIPE CLEAN ALL HARD
DISKS IN THE MACHINE! If you have important data that are not backed up, you may want to stop now in
order to do a backup. In that case, you'll have to restart the installation later.

Really use the automatic partitioning tool?

) No

Participate in the package usage survey?

The system may anonymously supply the distribution developers with statistics about the most used

packages on this system. This information influences decisions such as which packages should go on the
first distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics
to the distribution developers. The collected statistics can be viewed on http://popcon.debian.org/.

This choice can be later moedified by running "dpkg-reconfigure popularity-contest".
Participate in the package usage survey?

@ No

) Yes

Continue
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AnAud,

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is

not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password!:

(esssssee

] Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter passward to verify:

(esscceee

] Show Password in Clear

::Screenshnt [ Go Back ” Continue ]

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for

emails sent by this user as well as any program which displays or uses the user's real name. Your full
name is a reasonable choice.

Full name for the new user:

John Doe

Go Back H Continue
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6.5 [FREMRIEWLE

i

Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should
start with a lower-case letter, which can be followed by any combination of nhumbers and more lower-
case letters.

Username for your account:

[fohny

Screenshot

[ Go Back H Continue l

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

eesccssce

] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

sesccssee

[] Sshow Password in Clear

Go Back H Continue
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6 TRITHIEMN 6.5 REREIME

Partition disks

i gelipap the partitioner

Scanning disks...

Install the base system

_ Installing the base system

Extracting coreutils...

23



6 TRITHIEMN 6.5 REREIME

Select and install software

- Select and install software

Retrieving file 101 of 253 (385 remaining)

Select and install software

_ Select and install software

Retrieving file 2250 of 2406 (3min 245 remaining)
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6.5 [FREMRIEWLE

Build LTSP chroot

Building thin client sy[id:]; R

Install the GRUB boot loader on a hard disk

Installing GRUB boot loader

Retrieving file 3 of 3

25



6.5 [FREMRIEWLE

Finish the installation

Running debian-edu-profile-udeb...

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.

Go Back H Continue
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6.5 [FREMRIEWLE

GMU GRUB wersion 2.827heta3-3

wDebian GHUAL inux
Adwvanced options for Debian GHUSLinus
Memory test (memtestBe+)
Memaory test (memtestBe+, serial console 1152880
Memaory test (memtestBe+, experimental multiboot)
Memaory test (memtestBe+, serial console 115288, experimental multiboot)

Use the T and | keys to select which entry iz highlizghted.
Fress enter to boot the selected 05, e' to edit the commands

before hooting or c' for a command-line.

tiener.intern Wed, 06:46 B en Usutfe @ O

Enter your

Cancel




6.5 FEWR

BRI

wwe: Info page for a Debian Edu installation - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| Welcome to «www»: Info p.. % | +

(O | http://www (= HQ Search

%" m @ 3 &

[catala] [dansk] [Deutsch] [English] [espafiol] [francais]
[Indonesial [Italiano] [norsk] [Nederlands] [Portuguésl
[Portugués do Brasil] [Roméana] [Pycckui] [F3L] [HAEE]

debianedu

Skolelinux

Welcome to Debian Edu / Skolelinux

If you can see this, it means the installation of your Debian
Edu server was successful. Congratulations, and welcome.
To change the content of this page, edit fetc/debian-
edu/www/index.html.en, in your favorite editor.

On the right side for this page you see some links that can be
helpful for you in your work, administrating a Debian Edu network.

s The links under Local services are links to services running on
this server. These tocls can assist you in your daily work with
the Debian Edu solution.

{K ' Welcome to «www: Info page for ...

LocAL SERVICES

« Documentation

« GOsa? LDAP
administration

« Printer administration

« Backup

« Icinga

* Munin

* Sitesummary

DEeBIaN EDuU

« Web page

= Wiki page

« Email lists

« Collected package
usage

» The Linux Signpost

» Donate to the project

OB ~18:12 =

@@ E e - 1806 =

28



6.5 [FREMRIEWLE

Boot from local harddrive

IFlsERdiSkKlESsS orkstat ion
IR Efdn el dene

ezl L BelusT5EHE CnE=0)
izl L Belusagel el DpinE e

ez Ll

Press ENTER| tof boot or TAbN to edit a menu entry




6’ Recent Applications » “* Astronomy
- Recent Documents i Chemistry I
Development » | @ Development »
i lEducation Y » ] @ Economy »
Games ) » |} Electricity »
Graphics » | @& Geography b
Internet » @ Graphics »
Multimedia » | S Kids »
Office » | & Languages b
Science & Maths b JX Mathematics »
System b M Miscellaneous b
Utilities » | 7 Music b
K-\ Power / Session » | i Physics »
O Search... © science
&K O¢mw 1812 =

7 &%

7.1 EPHRETRE

FTREBLENEEIETE MRS, EREXFRXMKERER “GRAP” #IER, XK
=1E%E, EREB Samba S ( FJLAEIE GOsa? KRl ), EFBHRAIFIZRE R 700 ( BBH#FEZE chmod
o+x ~ RIENMAMTIRI LA SR ), ME eI AER sudo AL root,

ERMAFPENHES B X Debian Edu EENXXH R A IAOLEENEE,

TRZE, FRERFPNTEEMNE—HERE:

1. BRAARSEE - A root kSRR EEERFEE R,
2. £ GOsa2 RN,
3. BA GOsa? RN LAFih - EEFIHMEAE TN UERERMARXIN TR,

EFEFRBARIMAFRMIFL, SRBRIZXE, SFNAEREITIEROSRUR, 81MA
KBS FEMEEMAT L,

EX—FMOEMEBOEILUREHZIIIEE: BB RBRIENARIE Stretch FEVFTFIEX
—&, MYFUEMNEFBREH, —EEZAZEMNX—&,
A NREBEY DNS R BFAE(RHIIBRETHIREEERE MEER DNS RS EREREHMEN, 17
FESXA DNS RSB[IFAHER “HRIBE" KEMX—RSH.

XE HowTo —BiHREH T B S HRRMIXIT AR —LE2E 1 0] K i/a) =T,
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7 BF 7.2 GOsa? &t

® T @iE e ~18:06 =

7.1.1 BITEERS R LIRS
A RAEIE — 1 web BERFREEEGITHEEIEMRS R LOLNRS. BRNSETENRE -,

7.2 GOsa2 Ef

GOsa2 B2 —MNEJCABSENEIR{/RAY Debian Edu IREMN—LEEIHNHIET web MEETH, {FF GOsa?
{ReICAEEIE (7ANA, f82Y, sEMIRR ) XLEEMy4E:

- AFEE

- HEIE

= NIS MLZAEIER
- TENERE

= DNS EIE

« DHCP B

7T Vile) GOsa? RFEE Skolelinux ERRSFBEFN—NE web MBIEHT (B ) RE, MUMREIER
MIFESARSS2E (EMRSEE + LTSP BRSB3E8 + TIFUAECE ) RERMAIURERSBEES, NMRELER
HMeEeE, BEH: EERSE LLRERIMERER GOsa%

M= web RIBTBEREMIX A URL https://www/gosa Kifla] GOsa?, HEAERFER.,

» WIRIREEFRIZFHY Debian Edu Stretch THE&HL, ZMISIEB RN 5281151,

= B, RIFWEIRX SSLIERRIRMNBEIRAR. MRMFIMERZMBAEMIIMNG L, sEIRXIEEE
FEHBEEB,

WF 2R LR GOsa2 (EE21ESF: https://oss.gonicus.de/labs/gosa/wiki/documentation,
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7 &% 7.3 {EF GOsa2 BEIEAF

7.2.1 GOsa? EFFNEELT
! @Dsa x |\ 9 - &8 X
P a A BOERIRBIN = & ||+ Gooa A 8 A =

. You're logged in as John Doe [jdoe] | Debian Edu (0]

Administration M Welcome to GOsa My account | Change password
Direclnn,r structure
Administration
Users
Groups & Directory structure ' Users = ™ Groups {7} Access control
Access control [® Manage organization Manage aspects of use Manage aspects of groups e ntrol access b
Object groups
Suda rules o s i
NIS Metgroups Object groups Sudo rules ‘g HIS Netgroups |; Systems
Systems ﬁ ects to make use of ” ] ": - _I-_]— ma il“ s --:I'.. pes o
Preferences
Addons
LDAP tools

» Preferences « LDAPF tools

—_
-

£ GOsa? ERZGIREEE GOsa2 Kb TimE,

BTIR, RealERERERE - MISTEESRITEPSHEMESENR. BT EM, HITBIE
BRBEEMMNEE, ERREERENS GOsa? FTiRHMEIEIEF,

7 Debian Edu H7, Mk, 4H, HIRREEREE— LDAP BRE, IMBUEARAXBTERSEE, M
BHATFMERN (L2 ) TIFiL, LTSP BRSZ2EFN Windows #1288, XF24E, HH, SHMKAEEN
FTEMA—IR, Z/5H LDAP RIHEE, TEEA Skolelinux MERIFIBRAKBIZES,

GOsa? B—{EF LDAP REMBEHEEHRESEMESBIEMWEIETE, ReJLi s “88717 A
IEREMF,, A, R4, MEAE, FF, BURTRATIRITTAVLEM, {ReJLAR GOsa2/LDAP AHAVERI 14
NI IRIILBLRLERIFE N Debian Edu ERRZ 22T LDAP BRI,

ZIEEKIARY Debian Edu FRRSZZBERIRMEAA “E81717: FAFIZ4AE, 0L LDAP WMIEME, F45£
M PIgTERIA “FE” 177, BUBIMA “BUF” 207; R4 (BRS8E, Skolelinux TEUL, Windows Hl
22, ITENNSE ) BRIMMAREME, RGBS ERIXMNMEMINAR, ((Rel KB —MIFEERKES
SIEA PR, EEAFRY HowTo/BAEE—EFENTEMANEEFER. )

RIBRELENES (BEEF, B84, BEBR%SE ), GOsa? REFIES] (HEME) LEM
REHIHE,

7.3 {#HMA GOsa2 EIEAF

Bk, REEASMXETH ‘AP, FRAMNSEAER—NE “F4£" M “BUA" MKk GOsa2 B
EER (PE—MWEENAF,) KPP, EEXMNRAPIRE]ABE]— MR Base WFERM ARSI S8
WARBFIRGREEH (BN XIFEBNRMEIRZEM — P TARE ) A RFBEMIRFE (FIIRM—
AP) &R EERE,

7.3.1 ARMAF

BTRFRIUEMKSMIMBERER “BF° X2, EX - LEABHFHNBES - N FREENEFE
L EEHPR “QIE”, MER "RAF7. fEHAFIZESKES,

» REZNRRIMER CRFESIHRN) FRNAFNER (WE ),
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7 &% 7.3 {EF GOsa2 BEIEAF

= SRIRFEESA, RIFEE GOsa? RIBESMURBMEMAF R, ERMER— M RAFENAF
B, BLBEHEEERNZEAPAREA, FEWREBPEEIE ASCI F75 GOsa? AJRELERM T
HAF R,

 MRBAEREMEFR, e]JAETHEPEFEEMEFRR, BEREQSEFLEERIE
B, (NRMTMEEEHRERNMWAFRR, B—1 4982381 TH /etc/gosa/gosa.conf FiHRM
allowUIDProposalModification="true" {E i INEINZ" location definition”, )

» EASEME, RISBRIFAPNYRE GOsa? FR., EA LIRMNRERELTFER,

SIBAFE (EEEEXFE, ASUAEBLZAT) SEETAN “RAE” &,

ERRE—%, GOsa’> 2MEHAFNEE, BAMAZESEETAN “88ZR", A Fizy
BRI BEAR SLIFIE A BB —EB 5

MR—NIRE, FIERIERFIIRPEBRFAF, RIESEUIRANAF a5 RIFRIMEPEIE
1] Skolelinux M1.28,

7.3.2 E=R, EXHMERAF

List of users
@ Q @ © Base /Students J  Actions - W o

~ Datault filter
] Surmname Given name L Properties Actions
0 Hirsch Harry Show templates L ADLeRED
O — MewStudent MewStudent Show POSIK uzers ,} » F B

Show SAMBA users
Show mail users
~ Search in subtrees

A4 Edit filters....

SRR, £/ GOsa? JREMRINRATRIAFIIR, EFEPEBIMEBITH “TR" &, —
NH GOsa? RIHIERT R, WREAEMRIIAF K ESREHPIAIGIE, %E GOsa?/LDAP
WHEAEFU “EFHPER" ETRCE R,

HfERA “TiEER" BN, SREUMHAERBIIRUETHIXENRE, 8—TRK—IAPKS
MESTRZNT B 2HIRIRER/NER: HNcE, EFicK, HERF, BiEK,, REZE, K
BA (AAIR) MBKRAF.

BRER—HHE, Fe]UMEBEEREREXAFPNER, EXAFPNZEEIIERAFMENA
HR,
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7 &% 7.3 {EF GOsa2 BEIEAF

Generic | POSIK | Samba | ACL | References

Personal information

Last name’

King Address
First nama’ Harry
Login® rhir
P g harhir Priivate
F. Personal title phane
Homepage
- Academic title
Fassword ssha j
Date of bith = storage
Cenmificates  edit certificates...
Sex j
c_ha“ge picture... Frelemed language ﬂ Restrict login to
Base JStudents

IP or network Add
Organizational infarmation
Organization Room Mo Location
Department Fhone State
Department Mo Maobile Address
Employee No Fager
Employee type Fax
Kanager i

QK Apply Cancel

7.3.3 1ZEZG

FERILMERB AP RER GOsa? RENBCHEN, ARERA (RRAIRE ) XREHNZT
15B]#Y GOsa2 A, #iA Gosa, — M EERMNFESWERE—MR/IIRAR) GOsa?2 B, XAAVFIE]
XNMFEB KPP RIERBURIREZGITIEE,

MECHAFPBERNBINE GOsa> RERIRIINIR, ERESH GOsa? ¥XE, FrI B KA
BEEKFHRN, XNZIFEEESFERIAE,

MNEEAN AP IRERED

1. BREERMAF, LEmA
2. REAFBMETENHRRNS
3. ERERRHMIITTE £, R]ARE B CiEFErHED

M User

t Change passwand
To change the user password use the fields below. The changes take effect immediately. Please memorize the new password, because the user wouldn® be able to login without it
Hew passward Ml

Repeat new password

Strengih

Set password | Cancel

EMESSTRNZBHNELE !

734 RSHNAFPERE

BILOEIEER CSV XA GOsa> KECIZAF, TUAMEREMIFMB FRIERME (F19, localc ).
B, HHEERMNFERBMARE: uid, &, BFMNERL, WEE uid FERTEEEEMICR, HEENZ
KMEEEHR LDAP HELZ1FAER uid iEx (HEMBLITHMIT getent passwd | grep tjener/home |
cut -d":" -f1 M52 ),

£ CSV XHHETIEIR ( GOsa? W ZHEARE ):

« ERA N FAFERDRA
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7.4 P GOsa? BB

- NEFERASIS

= CSV XA B E—MIRT (B8
s XLEFESMIARF R AR, JBATE GOsa? #tE S NHAEHKE X

HESANTRERE:

[Ey

- REFEREAMN “SA” RE

BEEEHEMINR)

REEMSHMFERRA “LDAP EIEE" HiE

2
3. MEAMEEE, FEEESANBRAFIIRN CSV XF
4. EERETEHES AERE N AT ARAFENR (90 NewTeacher 3% NewStudent )

REETAEN “SA7 &

o

BAM—ENAR—MFER, RIFERTE/LNEMAFE CSV X, THERTCARER,

7.4 B GOsa2 EIEFAF4H

# | Croups | class_22_2013

Generic | Statmenu = ACL | References

Group nane’ class_22_2013
Description Class 22 Start]2013
Base’

O Force & 1004

[ samba group =| indomain | SKOLELIMUX =|

System trust

Trust mode  disabled =l

List of groups
@ O O © base 4 Actions «

O Name ~

= Students [all students]
9 Teachers [all teachers]
B admins

B clags_22 2013

f domain-admins

B domain-users

f gosa-admins

H jradmins

2 nonetblk

oooooOo@Eo

B petra

HEBSAPEEESEL

Group members

Add

Description

All system adminisiratars in the institution

Class 22 Start 2013

SAMBA Damain Administrators

SAMBA Domain Users

G0sa® Administrators

All junior admins in the institution

Usars that should be unaffected by network blocking

Group of user petra

Properties

TN

L ]

TR R R R

R A A B MBRI R ARFIHEA, MREECIZMANIER LADP BREMIKFEME,
BIAT, NEEEIESIENY Samba B, WNRIRFELEEIERBHE TIEE Samba HEIN, "JMEZEIENX

%,

Apply Cancel

Actions
el '(‘_‘l—im
AD4BEe
AD/EE0
#5230
A f:d
#2008
AD/BEae
AlLE38

ANAFRFEEMNASTFIRROAFIR, RREFERERTRBEREKRAF. hREE LDAP

DS

EEEPIMANAHRENMN unix 2, BTG ENRT PR,
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7 BE 7.5 F GOsa2 EIEH 28

7.4.1 HYTLEREAER

# List existing group mapping between UNIX and Windows groups.
net groupmap list

# Add your new or otherwise missing groups:
net groupmap add unixgroup=NEW_GROUP type=domain ntgroup="NEW_GROUP"\
comment="DESCRIPTION OF NEW GROUP"

7.5 F GOsa2 EIE]28

NREEREAR ERIFIREIE Debian Edu MERIIFMBEEMIZRE, £ GOsa? ixilZ| LDAP HRHES
MEBEBE—NENSE, —4IP sk, — MAC titFl—MHERE GEER “WEE" ). FTEEH Debian Edu 45
MPEASARFRIENE —E,

HEREEMER, TRITFLTER IR IE, NEBHMENTIFLEZER GOsa? 7,
{BRTERYERE] M,

ZRMNEE, BfEMA GOsa®> T8, K%, R, RETUAMIEE =S8 10.0.0.0/8 FERA—1
IP it/ FEH B, BEIRERMEXEEHHE: 10.0.2.2 (tjener) F1 10.0.0.1 (M%), M 10.0.16.20 3|
10.0.31.254 ( HE&MY 10.0.16.0/20 BN 4000 F#1 ) Hutits DHCP FIFIAHEIREE.

B GOsa2 HNEEE MAC itk 7y 52:54:00:12:34:10 B9 —ERS IP HHHREEH A MAC it
it, ENBFME IP; HISKETUAREEIN ip FRHEE 10.0.0.0/8 RERE—NEHMNEE AL, TR
XMANRINE—EVEE, KREFTENR 10.0.0.2, MRIFEEGRRIIME: FUREHIRSEMER
x>10 FI x<50 #9 10.0.0.x, M¥FILIFlL x>100, AEZREBESERRINNERS. BRERSIZZINR
BRABEINE — MEXHIERT,

MENEES I SIEREEF i/ TR TN B EREFANERE XHRER, FIUER sitesummary2ldapdhcp
MIABENRMMNEZR GOsa2, W FREIEN NI T, WFLFRBE— ML mac HisitRIYLEEEF
HIEE—1, sitesummary2ldapdhcp -h RRAEES., BER, sitesummary2ldapdhcp RHIEFE
REY 1P Ml EF NS 1P SEE, XERATUMERIESESHRIING : EGBEMNIRS, BUE DHCP
:ﬂ DNS, LRIMNEZEMMELE, REEHS|ISZE%. MENREREERELMTFERNIEEH
)

rootQ@tjener:~# sitesummary2ldapdhcp -a -i ether-00:04:76:d3:28:b7 -t workstations
info: Create GOsa machine for auto-mac-00-04-76-d3-28-b7.intern [10.0.16.21] id <
ether-00:04:76:d3:28:b7.

Enter password if you want to activate these changes, and “c to abort.

Connecting to LDAP as cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no
enter password:
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7 &y 7.5 P GOsa? BEIEH1 28

o GOsa - Systems - icewsasel NS
Ble Edit wiew Higtory Boakmarks Iools Help |
G0sa - Systems |-|- |

My aceount | Change password
Durscteny structure
Users List of systems
Groups O 00 O Base d Adtenss T, L
A trod
CEwth Con O Hame ™ Descriplion Release Actions
Object groupe B9 Students [ail students]
Suda rules B9 Teachers [all teachers]
HIS Het - -00-04-76-03-28- =T
Qroups O auto-mac-00-04-T6-03-28-67 LAl /238
Systems O L gatewsy : =" ]
T el
m} tjener Main Server; madity onty If 100% sure f Fi=
Preterences .- AR

LDAP tools

W > 9,0

A& | Systems | auto-mac-00-04-76-d3-28-b7 My account | Changes password

Generic | IS Metgroup | ACL ~ References

Properties

Workstation name"Ia._,m_mac_ug_u.;_?s.dg.m Mode Activated =]

Description Syslog SUVer | dafault =

Lacation

" Inhrit time sener attributes NTP sener
Base' N Atp
tjener j Add Delete

Hetwork setlings

IP-address | 10.0.16.21 Propose P [ Enable DNS for this devce
MAC-address’ g0:04:76:d3:28:07 Auto detect

[ Enable DHCP for this devica ©
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7 BE 7.5 P GOsa2 EIBH] 23

% Systems  auto-mac-00-04.76-d43-28-b7 My account | Change passward

Generlc | MIS Netgroup = ACL | References

Properties
Workstation name’ 501 intern Mode Activated |
Dascription Syslog sener  dofault |
Lacation Basemant
. Inherit time server attributes NTP sener
Base

! ntp

[

tjerer »|  Add | Delete

Hebwork setlings

IP-address Enable DMS for this desice
10.:0.0.2
3 Zone ERIER =
MAC-address’ 90:04:76:d3:28:b7 Auto detect TIEMERfintern =
TTL
Enable DHCP for this device & DMS recerds Add
Farentnode (tjener) dhep | | Edit settings
o | Systems | wsOl | unce nfigured My account | Change password

Please select the desired NIS Netgroups

G QO QO O sasel|s = 7.}
] COmmon name ~ Description
P

5 Students [all students]

5 Teachers [all teachers)
[ & all-hosts All netgroup members
[0 & cups-queue-autoflush-hests Flush CUPS print queues autematically every night
[0 &# cups-queve-autoreenable-hosts Re-enable CUPS print queuves automatically every hour
& lsautoresize-hosis Run deblan-edu-fsautoresize automatically
O & lisp-server-hosts All LTSP-semvers

&4 netblock-hests Hosts where network blocking should be enabled

9

[0 & printer-hosts All machines with a printer
[0 & sewerhosts All servers
[ o# shutdown-atnight-hosts Enable shutdewn-at-night automatically
L] &4 winstation-hosts All M5 Windows workstations
o workstation-hosts All workstations

cronjob ¥ DNS #/NEHIZIT—IX; su -c 1dap2bind B]FAFzhfd & FEH#,

7.5.1 EERIMPERYLZE
ERAPEFY R SEAFBERAFAIEERMU, ALEXERABEERER.

7.5.2 {EXUINBHEE/MEAEIE

€M GOsa? iRINI—EHI2EEI LDAP W Z)E, Fe]MEREBHERERINEHETENBM LSS
(SRR ),

BXLERFHFEBRILMUT—MIBEENERBFRFRBMREN, BELTXEFERERAENE
15,

a0, AFH2RRME] NetGroup MECRZN EBRNE RENZNBRMIAR PRI TGR)E L MITIER; M
R PRBIH 28 =T AFEERR S5 28 EERRIARSS.

RNZRREHEM A

= cups-queue-autoflush-hosts

= cups-queue-autoreenable-hosts
= fsautoresize-hosts

= |tsp-server-hosts

= netblock-hosts

= printer-hosts
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9 HHET

= server-hosts

= shutdown-at-night-hosts
= winstation-hosts

= workstation-hosts

B &l NetGroup INEERATE
= NFS,

- TEFHERSB[ASLBITIFIEMN LTSP fRSZ2FERH. ATREERE, (XRITIFWEEN, Itsp Bk
SR ENFRS B ENAERRIENMEATAERS HIIHZ NFS, IBAICHETE LDAP KiFh
FTEC B iXLEIF RN B3R LA ECE M LDAP EFTERARERS IP it 2B HEEM,

A iRER GOsa? IERHERE THEIAF LTSP FRSEE, BNIRHIMAPELHAEMIINERR.
ZETFBNEZFIRAER NFS, BAENANREREE.

» fs-autoresize
- X—4A) Debian Edu #2813 EENARIZITZEIAER LVM 53K K/N,
TREGR AL
— iX—4HRY Debian Edu HEFTERAE B ENK AT HEETR,

CUPS (cups-queue-autoflush-hosts [ cups-queue-autoreenable-hosts)

— IXLELHY AR Debian Edu Y2215 8 XME_ EBIRIFFAEITENRNGI, HEB/NNEHBREM
B ARFTENRATY,

netblock-hosts

— IX4AHA] Debian Edu HlERHF RIBAVFEERI AN LAIVIZE, 455 web RIEFRBINHAE
Ei{ HAiE,

MBEBENS —ANEEEHHR “Samba EH” & (F “FNEE" XiF), WARMRITKIRMNM
BHY Windows R4 E! Skolelinux Samba 1%, {REZEIRM Windows EH1ZE| LDAP HiFig B eEE 1%
Windows EN 21X —IHAIRE, BRARM Windows EHZE| Skolelinux MK EZEESEANFMM
HowTo/NetworkClients —,

8 FTENNIEIR

For Printer Management point your web browser to https://www:631 and accept the self-signed certificate.
This is the normal CUPS management interface where you can add/delete/modify your printers and can
clean up the printing queue. By default only root is allowed but this can be changed: Open /etc/cups/cups-
files.conf with an editor and add one or more valid group names matching your site policy to the line containing
SystemGroup lpadmin. Existing GOsa? groups that might be used are gosa-admins and printer-admins
(both with the first user as member), teachers and jradmins (no members after installation).

9 BHWES

Debian Edu RHIEIAECE HRISETEN2E LRI $ES, BRERYER, NTP BTFEHHIE, 2AE
ST, RHIESNERIRETES, NREERNEER, XRENSERFINNEZITH,
A NRISERKSS ISON , BRAMNE, EEEENSRERIARE.

BEERA5HNBRHNES, FEERERSBANFAEZ iR LTSP chroot £EAY /etc/ntp.conf X
., 1& server ICRALMDER ("#") #Ric. XZ/G, NTP RSB EFEZELL root IBIT /etc/init.d/ntp
restart REF, MRV BFERIMNBETHREZEMIRL, 1BIT ntpq -c 1lpeer,
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11 tfdp

10 FRABHIX

HF B2 XelEHIMEIR, RRERESXTREANR 7. B 7R XE5 X, BA root 1IB1T debian-edu-fsautoresize
-n, SBRIIEESETHIA “EFHNISERN WESEE,

11 43P
11.1 FFRG

AT BUAIER apt-get upgrade,

M apt-get HXBRES, EEMARAFTEZUU root EHRSTHMITH NS apt-get update (B
eI RIRHEL55R ) F apt-get upgrade ( I BIAFRKEVREEFHE ).

As Debian Edu uses libpam-tmpdir, setting a per user TMP directory, it is a good idea to run apt-get
without the TMP and TMPDIR variables set in the LTSP chroot. It is also a good idea to upgrade using the
C locale to get known output and sorting order, even though that making a difference is a bug in a package.

LC_ALL=C apt-get update ; LC_ALL=C TMP= TMPDIR= ltsp-chroot apt-get update
LC_ALL=C apt-get upgrade -y

LC_ALL=C TMP= TMPDIR= ltsp-chroot -p apt-get upgrade -y
ltsp-update-kernels # If a new kernel was installed

A YNBIE LTSP chroot ARE TH KM%, 1B1T ltsp-update-kernels RIRFEHNIZS NIZIEHRE S 2 S
B, Y2 PXE 5ISRRIZIEE TFTP 9%, MAKIEREB LTSP chroot,
£\ 3517 1tsp-update-image BHER NBD AR,

%3 cron-apt Fl apt-listchanges HECEEIRAIEMAE(RIEERIEZAMItERE—MFER,

cron-apt BXRBILE FHEFBIHEREEXRAARNEFRRER, ERALRILEHE, BETHE] (B
BERIE ), BLHIRMIT apt-get upgrade BRI ANERF T Hi,

MRELEEFH LSS MBENTE, XFEELA wikidebian.org/UnattendedUpgrades FEJH#IARES B
unattended-upgrades {4 El., EHHNELELEHLZRPIIABH.

apt-listchanges °] BLET BB FERMFLMMA X EEHEFIER, HEIHELIRTPIEIT aptitude 3%
apt-get BT 2REAT

11.1.1 REBIFECHTEEHEXER

1B EXFTRIETT cron-apt RIXAMELZRRGBLZ LB — N FHE, A—MREBEXKEEME
B75iERITH Debian ZT2BESHATIR, BEBEZTHIRFERNETLEH. HERS (38 cron-apt )
REBSRZERNAHBNBEXEREE.

11.2 EHhER

AN BIES4EE https://www/slbackup-php R RN EIE, HIEIERIEZEIT SSL iplolizib=, ERHIRE
BEMBHA root B, WRIFSHANER SSL KiARIENMERTEEY, F5: WRIRIGET IF root
FEEMIRS2E (RAREMRSEE tiener' ) LERIZUMERIGRIIE,

ERABIAL T tiener G &1 /skole/tjener/home0,/etc/,/root/.svk F1 LDAP &l LVM T8 /skole/backup,
MRFRBEEFVNERER (UBHA—MHRBFREN) XMRESBRESR,
A ZEINBIX—EHHRREMERIFERRIPIR,

MRFBEBEHFRIIBIRBIINGBIRS 2, MHFRENES —MERFEREZERNINMFENEE—<
&5

MREBMEBNIH R, REERZERANTHLSIT:

$ sudo rdiff-backup -r <date> \
/skole/backup/tjener/skole/tjener/home0/user \
/skole/tjener/home0/user_<date>

XYG7E /skole/tjener/home0/user_<date> X RHE FHKE /skole/tjener/home0/user ¥ F
<date> FINE

MRIEEBIRE BN, ETUUMNNERE DR FIZE (ARARAE ), HTFHIZXH.

MREBBRRIBNEY, EEOTITAMNEERERE “@iF” FERERBNKREIIRE:
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5821k
11 4P 11.3 HR5523E10
Maintenance
tiener|¥ | choose | Oldest snapshot to keep: 2013-07-02T22:30:04+02:00|¥ [ Delete older « Status
+ Config

s Restore
+ Maintenance
* Logout

11.3 BRSZE5HEAL
11.3.1 Munin

M https://www/munin/ BJ{FE] Munin BBRERS., EREET—X, EH, BANSFNRAENR
%E, HEHRAAEREAEEIIMI R R ) BIRIFER 25 A F B,

{EF Munin I3ZHIN8E871R, —IRIBIREZ sitesummary FIENFIRB LR, Munin MIZEFMERE
T munin-node REBEIEN, NLZERVIZEEE Munin BIEBHIEEME—X, AAMIT cron HEIFFITE,
EINERXMIFE, BA root 7E sitesummary fRS3 28 ( EERERS 28 ) £iB1T sitesummary-update-munin,
XIGEH /etc/munin/munin. conf &,

WS — AN S IR B EFE B munin-node-configure EFRrEAYE EBoh Ak m AL RN 22 i
£ /usr/share/munin/plugins/ B] AfSEIH TS EREAERAIALR] /etc/munin/plugins/,

Munin B9fEX{EE, I8 0lhttp://munin-monitoring.org/,

11.3.2 Icinga

Icinga RAEFIPRZIEIZRI M https://www/icinga/ 138, XABNEMKIEIEN BFARSZFER sitesum-
mary RAILENER. BERSZHBM LTSP RB[EEMNNBIZET 2R, AN TEENEEF R
TEERMNGEE, BRIt EERATE2EE, Eiz1Fit LR R nagios-nrpe-server RIEE,

ENMHAFAR icingaadmin MERKIAZIBRE skolelinux, HFLEERERE, BREMAS root HHEMNZE
B, STLAER root BITU T HELREFTZHG:

htpasswd /etc/icinga/htpasswd.users icingaadmin

EEIANBAT Icinga RRIEE FHBEF X A] BATE /etc/icinga/sitesummary-template-contacts.cfg
A host-notify-by-email #l notify-by-email E#k notify-by-nothing K¥%,

Icinga BBE X {FHAIR /etc/icinga/sitesummary.cfg, sitesummary cron job LB ENIFIARS
W= PRAY /var/1ib/sitesummary/icinga-generated.cfg,

ENIMNEY Icinga ERTLATE /var/lib/sitesummary/icinga-generated.cfg.post YHEhigERBEA
BEEMBIXMHE,

BX Icinga FIEERTBAM https://www.icinga.com/ BETE icinga-doc RIEFBHFHKE.

11.3.2.1 —H&HY Icinga BANCA K AN{A] LI EA]
T RUNFEIIERE WY Icinga ZEEH8I1HBA,

11.3.2.1.1 DISK CRITICAL - free space: /usr 309 MB (5% inode=47%): %X (REIFHY
Jusr/ ) RN, EX—RREMNAERLEIE: (1) BR—LEXHSHE (2) BNz XX/, ARZHXZE
Jvar/, W apt-get clean ;E¥E APT Mol CABSBR—LESIF, WIR7E LVM HEPEE ST AKSE,
1B1T debian-edu-fsautoresize FZFB]LABSENY RiZH X, EESXEMNSITXINMEF, TURINEKR
FIZEMNZ fsautoresize-hosts PILELH,

11.3.2.1.2 APT CRITICAL: 13 packages available for upgrade (13 critical updates).  BFJBA3%
SAHERNAREE, VEN-LEELRELE, EFAK, LA root ELRIHHEED ssh FRIGZIT apt-
get upgrade && apt-get dist-upgrade’, 7£ LTSP k%588, HZEIZ2E(FM ltsp-chroot apt-get update
&&1tsp-chroot apt-get upgrade B#T LTSP chroot,

MRAEF TAHRREEFH BISIE Debian X FHTARAFTIKAIAFE TE, PJLABCE unattended-upgrades
ESINREBNARFABERRGEE. XA FR LTSP chroot,

E AL LTSP chroot, BJUAfER 1tsp-chroot apt-get update && ltsp-chroot apt-get upgrade,
7£ 64 PRS2 L, BEERM -a 1386 FEA— NS R Itsp-chroot, EAEFNIX—F R EFiZ

chroot @BNMNFEE,

41


https://www/munin/
http://munin-monitoring.org/
https://www/icinga/
https://www.icinga.com/

12 FH& 11.4 BZHBX Debian Edu EFINEE

11.3.2.1.3 WARNING - Reboot required : running kernel = 2.6.32-37.81.0, installed kernel =
2 6 32-38.83.0 BITHMAZLLEHLZXRIAZIA, FEERRKMNERMEENAZ, XBEERIR
, YERFAIZIE R ER7E Debian Edu BIEMIRZ L L H,

11.3.2.1.4 WARNING: CUPS queue size - 61  The printer queues in CUPS have a lot of jobs
pending. This is most likely because of a unavailable printer. Disabled print queues are enabled every hour
on hosts that are member of the cups-queue-autoreenable-hosts netgroup, so for such hosts no manual
action should be required. The print queues are emptied every night on hosts that are member of the
cups-queue-autoflush-hosts netgroup. If a host have a lot of jobs in their queue, consider adding this
host to one or both of these netgroups.

11.3.3 Sitesummary

Sitesummary B FNBETENIREEEHBHREREPTRIRSZFX—ICENEEFIMM /var/1ib/sitesummary/entr
F3Xk18, /usr/lib/sitesummary/ FRIBIAE] AFRIERMRIIRES,

—/NRHE sitesummary B EEFIHATIRIE R IREFTLAM https://www/sitesummary/ iK1,

—LEXF sitesummary BIXAHBE] M http://wiki.debian.org/DebianEdu/HowTo/SiteSummary k1%

11.4 FEZHE X Debian Edu THIFES
FEZ 5% Debian Edu EHIHIE S o] UTE A B2 E 1S RS 12 =55 Pk 2

12 HEK

A EiEX— ISR, B R E AR RI £ IR S S T 2 RIB (R E 2L, Debian Edu/Skolelinux
TERLER, HEAERFEEE,
FHEARZANETEAIRAFMANII—F Stretch FIFRE—F,

12.1 FREI—HiRi7EA

F+#% Debian A—NRITIREI T —MEEHRSES. ERRIREN T Debian Edu B RNEERIEFE A LI
REX . (£I5] Debian bug 311188 MEZSER ). ARINAZEEBMEIMEZ TR —LTIE,

—MRKiR, ARRSREETFEENENE, ERSBERMEARN, TEVBEESM, WRKRIENR
EAEANIR chroot MR, SJUMBRHERE. WREB, XA chroot EAR L T {Fih chroot, dlLLt
HIEBEZHAR.

If you want to be sure that after the upgrade everything works as before, you should test the upgrade on a
test system or systems configured the same way as your production machines. There you can test the upgrade
without risk and see if everything works as it should.

HWEBRZEFIE Debian TXRFMABRESFRELMRIER.

RIHEIT IR ERMEAKME S — R Eth 2R, BRFEE M AR LU FH & F 1R (b i TM 38
RY{EfI[a) BRI HE, Debian Edu |HIRERERE FRORER LA MG R BB ZIF—RAfE, B
Debian £ 1E3T|HF2E ARAIZ 3568, Debian Edu WAASEIFEH,

12.2 M Debian Edu Jessie H%%
A gL BRCEMNZIFEDMIET M Jessie ARBE EZTF TITURENSH,

Please note that the following recipe applies to a default Debian Edu main server installation (desktop=kde,
profiles Main Server, Workstation, LTSP Server). (For a general overview concerning jessie to stretch upgrade,
see: https://www.debian.org/releases/stretch/releasenotes)

AEERA X, ERAEIEFIA, M root ER,

BIEETE Stretch A apt # apt-get ZEIFI—NXH0: EKIATF apt-get REB FEHBIREE, apt M
CEBIRE] (?—ESZIJJE%§ZJ=)

R apt BHEIZEMEAR, SIXEIEF/SHIBIT apt -f install AFHE—IX apt -y full-upgrade,
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12 HK 12.2 M Debian Edu Jessie F+4%

12.2.1 HRERSES
» BEERRERIRAKRRN:

apt update
apt full-upgrade

- FERGECE:

apt-get clean

= EEHITBFRE Stretch:

# First, adjust for a changed profile name:

sed -i 's/Thin-Client-Server/LTSP-Server/' /etc/debian-edu/config
# Then it's best to use the new default mirror:

sed -i 's/http.debian.net/deb.debian.org/g' /etc/apt/sources.list
# Finally, replace jessie with stretch.

sed -i 's/jessie/stretch/g' /etc/apt/sources.list

apt update

apt full-upgrade

= apt-list-changes: EFZFHIZAENNER; & < 1BE > @ MR, <q> BFAX—ITH,

= Read all debconf information carefully, choose 'keep your currently-installed version' unless stated dif-
ferently below; in most cases hitting return will be fine.

» RIEBHEXBEEN—LRR:

— icinga-cgi: 2t icingaadmin BYZEHE (5B TF nagiosadmin BYHERE]),

— Just in case several display managers are installed: display-manager: Choose 1ightdm.
— BEE Kerberos B IEIUE: A Kerberos fERENA,

— BEE icing-common: 7E Icinga R{ERAPERGFS: EEFE <VYes>,

— tftp (etc/inetd.conf): EE <Yes>, (EF atftpd bug 789667 )

— /etc/default/Idap2zone: & Y,

— /etc/gosa/gosa.conf: Choose N. (Never accept a new gosa.conf version!)

= Cope with the Squid3 to Squid renaming:

service squid stop # This usually takes some time!
rm -rf /var/spool/squid

umount /var/spool/squid3

sed -i 's#spool/squid3#spool/squid#' /etc/fstab

mv /var/spool/squid3 /var/spool/squid

mount -a

rm /etc/squid3 -rf

rm /etc/default/squid3 -rf

= Modify LDAP to use the fully qualified domain name (FQDN) for sudo:

ldapvi -ZD '(cn=admin)'

(Enter root password.)

Search for 'sudoHost :tjener', replace 'tjener' with 'tjener.intern'
(Enter 'y' to modify the LDAP data base.)

= NATEEEKE:
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12 HK 12.2 M Debian Edu Jessie F+4%

service autofs stop

cfengine-debian-edu -D installation

rm /etc/apache2/conf-enabled/nagios3.conf

a2dismod userdir

In -s /etc/apache2/mods-available/userdir.load /etc/apache2/mods-available/debian
-edu-userdir.load

a2enmod debian-edu-userdir

sed -i 's/udp4/udp/' /etc/inetd.conf # Debian Bug #789667 (atftpd)

service squid start

service apache2 restart

» TREGBM metapackages:

apt update

apt install education-networked-common

apt install education-ltsp-server # Only if profile 'LTSP-Server' is <«
installed.

= 3R1GHRY Debian Edu Stretch {@E:
apt install debian-edu-artwork-softwaves

= If the upgraded system fails to boot on gemu/kvm, see 844446. Changing the architecture away from
Broadwell in QEMU might help.

- BEffEsE, BT LA

apt purge linux-image-3.16.0-4-amd64

apt purge debian-edu-artwork-lines # Only if not wanted as an alternative <>
theme.

dpkg -P phpb5-imagick # Package might not be installed in all <>
cases.

rm -rf /etc/phpb

= Enable otherwise broken PHP 7.0 support:

a2enmod php7.0
service apache2 restart

» REARZRARSIERTIE:

E8; METAFPERANL

= IR GOsa2 B2 A REEETF,

= UNSREETSIERE LTSP EFiRf0 TIFS,

= WNERETCARIN/MIBR R ZERIMLEERL RS,
= WNRETBAKEFIZ UL A EREE FHB A,

= WNRETCAEIRFTEDMN,

= MREMMISFENFIEETAF,
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13 HOWTO 12.3 MEIBHY Debian Edu / Skolelinux &3 ..

12.2.2 HAKT{FiL

Do all the basic things like on the main-server and without doing the things not needed. And then do this in
addition.

- ESH LDAP &#, BHRSF|IEH:

rm /etc/ldap/ssl/ldap-server-pubkey.pem
service nslcd stop

service fetch-ldap-cert restart

service nslcd start

12.2.3 F+4% LTSP chroot ( ZKiAZ2#4 i386 )

WRERRMHBZTIE, LTSP MEBAMBIRIZE (NBD ), NBD BEXHERNKLR 4 GiB (MK
%) MREMZER, FENERIEEFS -1 4GB,

ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

sed -i 's/jessie/stretch/g' /opt/ltsp/i386/etc/apt/sources.list
ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

ltsp-chroot -m -a i386 apt -f install

ltsp-chroot -m -a i386 apt -y full-upgrade

« EIE:

ltsp-chroot -m -a i386 apt --purge autoremove

= FEARSSERIRTER LTSP X3%:

ltsp-update-kernels
ltsp-update-sshkeys
ltsp-update-image

RHEWEZTIE], PN AER 1tsp-update-image -n; B[ man 1tsp-update-image,

12.2.4 EZE3 LTSP chroot

£ LTSP BR5588 L3R PTLAEFREIE LTSP chroot, #ifY chroot I8 ZHHEEFIRFLETFIL ",
#PFR /opt/1tsp/i386 (BX /opt/ltsp/amd64, BURTFIRAVIRE ), MIRBARMHHMETIE, BEREMN
Eo
BA root i&1T debian-edu-ltsp —-arch 1386 ( B debian-edu-ltsp --arch amd64 ) EFBIE ch-
root,

12.3 M%:IBEY Debian Edu / Skolelinux &% ( Jessie Z Rl ) F+4%

ENEFIBREFE, FEETARIET Jessie BY Debian Edu fRAS, SAfEABEFRE i BR#HITER
€. £ Debian Edu Jessie FHRLAH T BXRIMAMERIBIRMAR, Wheezy FZ Jessie BIi5ER, EFF
Wheezy FHBOR T IAM Squeeze F,

13 HowTo
» —AREIE HowTo
» SHEE HowTo
» S=MH HowTo

» MLEZE i HowTo
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14 —RREE HOWTO

= Samba HowTo
= HZE HowTo
« FAF HowTo

14 —REEIE HowTo

ML BT YR Debian Edu SN FIAARINEMERN LGSR TIE, EX—ENNRPEES “#H—
£7 BRRARD,

14.1 EEEMARE: EA git REEHRERER /etc/

£ Debian Edu Squeeze 15 |3#HY etckeeper ( LABIMRA{EFAMY etcinsvk EM Debian R ), {EH git
TERRRAIZHI R RMRER /etc/ RHIFTBX M.
X B A BB XHFAIRRIN, EoRAIbR, MRS MREX A AR EMRE, X4 git FEER
MBERTE /etc/.git/ M,
BN, EFIEREHSEMIER, AMAFRIMEZEERHELICK,
HEZAEPREE, (£ etckeeper ves log P AEEMW/ MBI R ZBIFIESR, FJAFEH etckeeper
ves diff BIE2,
FEZMEES%E nan etckeeper i,
ERAGLIR:
etckeeper vcs log
etckeeper vcs status
etckeeper vcs diff
etckeeper vcs add .
etckeeper vcs commit -a
man etckeeper

14.1.1 HiERA
EHTENREL, 2 RNRELEEEIMMMFAEEN:

etckeeper vcs log

EE BRI 2 B IR IRERM ML XN 2 &R A

etckeeper vcs status

AR ANBEGT—NR, MEBEFTRERRING:

etckeeper vcs commit -a /etc/resolv.conf

14.2 HEZFX KN

£ Debian Edu #, BRT /boot/ R ZIMIFIBNXREELE LVM B, M Linux A% 2.6.10 BASK, =]
MEENHESENTERSX, BRDXNATETIZST XHEFHN L E,

BRAEIEERNDEX (W, 20GiB), AAEHLIBIT fsck HEIAFTZNEZNIRE ENINEZATE,
=i, WIREIEE, BIRLE—1MEXRAIXBR/IETFHEX,

BETHNIEMIAK debian-edu-fsautoresize FEES TV R AFINO X . HMAK, EM /usr/share/debian-edu
/site/etc/fsautoresizetab F /etc/fsautoresizetab FRIREEE, TMKIEBIXLEEHFIRHANE,
FELHIMA/NMIBERZENZY RAX, STASHETER, BRERZGISEEZET RXIMXEHRAR.
FESH n RELMPITXER ST BN G R AR,

XA E/\RTEY]F fsautoresize-hosts MZAFHENE iR BEIHIT,

ZHiRE Squid RIEFIEAMNS X KNG, EFEEEH etc/squid/squid. conf PEFRNIE, =#H
FIX AN ENIB F AR /usr/share/debian-edu-config/tools/squid-update-cachedir BoEM, &Y
g15X /var/spool/squid/ I K/IWHECE Squid EAHE 80% fE R EREFKI,
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14 —fREE HOWTO 14.3 EFRZFE LELREFIMERER GOsa?

14.2.1 BiEEEE

BEEER (LVM) SEBERIERAEERNSXESRIARN, ATEAM LVM HowTo FAERIEZHX LVM,
B HIES 1vextend MLHEEMBSARFNT B—MEESE. HId, ERATRGHSRKY B homed

% 30GiB:

lvextend -L30G /dev/vg_system/skole+tjener+home0

resize2fs /dev/vg_system/skole+tjener+home0

B0 30GiB KB homed, FEA— “+7 (-L+30G)

14.3 EEMRS R ERREFIMERER GOsa?

MR (KEEIME ) RRT —NEERRS 2R profile TIRE—METERRY web NEBRHIZF IR, (FAHX
—ERSBVBLERECIBIIA, (F—TAF) & (EER ) shell PEAXNGLFIEZERSSELE
XM RNEHEREZM:

$ sudo apt-get update

$ sudo apt-get install gnome-session gnome-terminal firefox-esr xorg
# after installation, start a graphical session for the first user

$ startx

14.4 {EFM Idapvi

ldapvi B— MEGLITRUE X AR MmIE LDAP HIEEMNTE,
TEFEERIT:

ldapvi --ldap-conf -ZD '(cn=admin)'

Note: 1ldapvi will use whatever is the default editor. By executing export EDITOR=vim in the shell
prompt one can configure the environment to get a vi clone as editor.

F3 Idapvi /Rf0 LDAP 315, ERATEFHHINRFIISINEFHAY LDAP X &KRAVAEIHE,
A 1B82: 1depvi E—MEENNIE, YOTARFE LDAP BIBE, FRMIZEERT Xplorer,

14.5 JXplorer, —/" LDAP BB R @A

MRAFLEFERERAFRERLIE LDAP $IEE, &% jxplorer A, MIANBATELRR., ERE
BiAREERIXE:

host: ldap.intern

port:636

Base dn:dc=skole,dc=skolelinux,dc=no

Security level: ssl + user + password
User dn: cn=admin,ou=ldap-access

HiEeliE Pt R "This session only",

14.6 Idap-createuser-krb, — NG <$ITLE

ldap-createuser-krb @ —ME Kerberos 26 LDAP AFFIIREHZBMN\GSITLIE, 84, JLF
ERFMR,

14.7 {$H stable-updates

B 2011 £ Squeeze AR, Debian BLTE stable-updates EFEEE T LARITE volatile.debian.org FfE
FRVIREEL,

While you can use stable-updates directly, you don't have to: stable-updates are pushed into the stable
suite regularly when stable point releases are done, which roughly happens every two months.
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14 —HREIE HOWTO 14.8 {EF backports TEERFHIER 14

14.8 {EH backports LTI FIIRGE

1517 Debian Edu @1%&E TERMIZE, Debian Edu BITHESAFRE; XIER—MED: BRHEIREMRAIHR
HE—H=JLighY, XEAN AT backports.debian.org,

Backports 2 Debian iR ( RKEB% ) F0 Debian RNIEEMR (XTEJLNERFIR, FINNELEFH ) E
FmiZRSEE, BBAENIEN Debian Edu BIF2XE Debian IR EEARUFBIENEIB1T (BN
BARY ), FHAEBIVELESBCEEMN 5 backports, MAZFERAEXETHRIFAE backports,

{# A backports = EEM:

echo "deb http://deb.debian.org/debian/ stretch-backports main" >> /etc/apt/
sources.list
apt-get update

HErLAB S LRI — 1 backported BB, THRIGSIELE backported HRASHY tuxtype:

apt-get install -t stretch-backports tuxtype

MAREMIR G B — B NEF backports (FNRFTA ), BEMAVIRMEE, backports =B : main,

contrib F non-free,

14.9 F CD SEIRIBREF K

MBEMN—NMRAEHARE B —NRA (FIEAM Stretch 9.1 + edu0 F 9.3 + edul), BB GEERMERE,
N REEFERMIEN R, BRITUTSRE:
¥ CD / DVD / BEXHE / USB NFIRENEE, FEEHFFEA apt-cdrom %

mount /media/cdrom
apt-cdrom add -m

5| P apt-cdrom (8) FMATI:

= apt-cdrom is used to add a new CD-ROM to APTs list of available sources. apt-cdrom takes care of
determining the structure of the disc as well as correcting for several possible mis-burns and verifying
the index files.

« WIFA apt-cdrom A ERIZE APT R4, MABEUNFIEN, FE—ESAXEPNE—RH WA
PAEAFIRELAIEH rTREFEIZI R IR,
AREBITXRE NGRS RKARRL:

apt-get update
apt-get upgrade

14.10 Bn)EERIRAVHTE

killer is a perl script that gets rid of background jobs. Background jobs are defined as processes that belong
to users who are not currently logged into the machine. It's run by cron job once an hour.

BLRE, B root BINBITUTHS:

apt-get install killer

1411 ZE=FAEMBNRER

unattended-upgrades @R BEMELREE (FEM ) FKHAY Debian MG E, XM RGEERIALER
HMEBERERELEHR, £ /var/log/unattended-upgrades/ BIRMHEHARE; MB, ME—F=
/var/log/dpkg.log ¥l /var/log/apt/,
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14 —fREE HOWTO 14.12 WwiEBohxHl

14.12 ®EBNxM

e Bl BaEMRE X AZ A EMERRMERTHIEEN S, IMREEMNTF 16:00 B/EFHY

BRRBEXANE, EARXAUFEAFN, £RR 700 5=l E1F BIOS FTANEE, MEMR

Szl 06:30 AR XFEHMEAEERITANIES, XL E] 0] BATE B IHA1 3] A8 (B 1 X R eR 3z,
HEREXMRNYICEN—EEE:

» HEAREEREFIRNEMRERNNEXR T, XEEEROREERBR, MEDRARNER, NE
LTSP EEFin L{EHI LDM ssh EFEmLSHITIRE,

= ATBRERRLZER, KRIF/BEMENEFIAZRNE,

= There are two different methods available to wake up clients. One uses a BIOS feature and re-
quires a working and correct hardware clock, as well as a motherboard and BIOS version supported
by nvram-wakeup; the other requires clients to have support for wake-on-lan, and the server to know
about all the clients that need to be woken up.

14.12.1 WfigERIE RN

On clients that should turn off at night, touch /etc/shutdown-at-night/shutdown-at-night, or add the
hostname (that is, the output from 'uname -n' on the client) to the netgroup "shutdown-at-night-hosts".
Adding hosts to the netgroup in LDAP can be done using the GOsa? web tool. The clients might need to
have wake-on-lan configured in the BIOS. It is also important that the switches and routers used between the
wake-on-lan server and the clients will pass the WOL packets to the clients even if the clients are turned off.
Some switches fail to pass on packets to clients that are missing in the ARP table on the switch, and this
blocks the WOL packets.

BFBR%S 88 £ wake-on-lan, JRINZFiR2! /etc/shutdown-at-night/clients, &—1T—1, F—
ANZ P ik, FEER MAC thll (Rittt ), 7BRAEE; B CIE— MBI £ E iRy RAVMIA
/etc/shutdown-at-night/clients-generator,

XA /etc/shutdown-at-night/clients-generator ;&5 sitesummary —[E{EAIIRA:

#!/bin/sh
PATH=/usr/sbin: $PATH
export PATH
sitesummary-nodes -w

WIR A netgroup KHIEE F Ui shutdown-at-night B3 — R IX—HIAREMARE ng-utils KK
B netgroup TH:

#!/bin/sh

PATH=/usr/sbin: $PATH

export PATH

netgroup -h shutdown-at-night-hosts

14.13 AT ANIEE GHY Debian-Edu AR5 238

ENEEM EiEIpMEE GHVLEE, ZBEZLE autossh IEFE, BRI CAAREIN—/ SSH [¥EZ|—&
{RETCATA IR BB E BN EAOMES, MiZH18S, mTLAEIT SSH REEiAo)phNIES EIARSS 88,

14.14 ANFERIBBFEHOEMERZGINIBRSZVES

EENLRT, MBERSZEEMSEE tiener Lin1T, AELBINERSEH ], TR minimal
LTREE, WX—EERRRIL—EWNEER Debian Edu MER—ER5, B (iF) RBITEMRS.
RE-—STATREERSMIEFMFENSR:

» {£H debian-edu-expert 5| SEINLHR minimal BEE
» TRATRSHRGE

» ECERS

» BHERSRE RS

» 7EFPRZSS23 LEH DNS (@it LDAP/GOsa?)
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14.15 BB wiki.debian.org #J HowTo 3Z#4

FIXME: The HowTos from http://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-
specific. Let's move the user-specific HowTos over here (and delete them over there)! (But first ask the
authors (see the history of those pages to find them) if they are fine with moving the howto and putting it
under the GPL.)

= http://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
= http://wiki.debian.org/DebianEdu/HowTo/BackupPC

= http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
= http://wiki.debian.org/DebianEdu/HowTo/SiteSummary

= http://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication

15 HITEREE

In this chapter advanced administration tasks are described.

15.1 User Customisations with GOsa?
15.1.1 Create Users in Year Groups

In this example we want to create users in year groups, with common home directories for each group
(home0/2014, home0/2015, etc). We want to create the users by csv import.
(1EREEMRSEE LRI root FHF

= Make the necessary year group directories

mkdir /skole/tjener/home0/2014
(as superuser in Gosa)

= Department

Main menu: goto 'Directory structure’, click the 'Students’ department. The 'Base’ field should show
'/Students’. From the drop box 'Actions’ choose 'Create’/'Department’. Fill in values for Name (2014) and
Description fields (students graduating in 2014), leave the Base field as is (should be '/Students’). Save it
clicking 'Ok’ Now the new department (2014) should show up below /Students. Click it.

= Group

Choose 'Groups’ from the main menu; 'Actions’/Create/Group. Enter group name (leave 'Base’ as is,
should be /Students/2014) and click the check box left of 'Samba group’. 'Ok’ to save it.

= Template

Choose 'users’ from the main menu. Change to 'Students’ in the Base field. An Entry NewStudent should
show up, click it. This is the 'students’ template, not a real user. As you'll have to create such a template (to
be able to use csv import for your structure) based on this one, notice all entries showing up in the Generic,
POSIX and Samba tabs, maybe take screenshots to have information ready for the new template.

Now change to /Students/2014 in the Base field; choose Create/Template and start to fill in your desired
values, first the Generic tab (add your new 2014 group under Group Membership, too), then add POSIX and
Samba account.

= |mport users

Choose your new template when doing csv import; testing it with a few users is recommended.
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15.2 Other User Customisations
15.2.1 Creating folders in the home directories of all users

With this script the administrator can create a folder in each user’'s home directory and set access permissions
and ownership.

In the example shown below with group=teachers and permissions=2770 a user can hand in an assignment
by saving the file to the folder "assignments” where teachers are given write access to be able to make
comments.

#!/bin/bash
home_path="/skole/tjener/home0"
shared_folder="assignments"
permissions="2770"
created_dir=0
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
mkdir $home_path/$home/$shared_folder
chmod $permissions $home_path/$home/$shared_folder
#set the right owner and group
#"username" = "group name" = "folder name"
user=$home
group=teachers
chown $user:$group $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders have been created"

15.2.2 Easy access to USB drives and CD-ROMs/DVDs

When users insert a USB drive or a DVD / CD-ROM into a (diskless) workstation, a popup window appears
asking what to do with it, just like in any other normal installation.

When users insert a USB drive or a DVD / CD-ROM into a thin client there is only a notify-window
showing up for a few seconds. The media is automatically mounted and it is possible to access it browsing to
the /media/$user folder. This is quite difficult for many non experienced users.

It is possible to have the default KDE "Plasma” file manager Dolphin showing up if KDE "Plasma” (or
LDXE, if installed in parallel to KDE "Plasma”) is in use as desktop environment. To configure this, simply
execute /usr/share/debian-edu-config/ltspfs-mounter-kde enable on the terminal server. (When
using GNOME, device icons will be placed on the desktop allowing easy access).

In addition the following script could be used to create the symlink "media” for all users in their home
folder for easy access to USB drives, CD-ROM / DVD or whatever media is connected to the thin client. This
might come in handy if users want to edit files directly on their plugged in media.

#!/bin/bash
home_path="/skole/tjener/homeQ"
shared_folder="media"
permissions="775"
created_dir=0;
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
ln -s /media/$home $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders has been created"
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15.2.2.1 A warning about removable media on LTSP servers

A Warning: When inserted into an LTSP server USB drives and other removable media cause popup messages
on remote LTSP clients.

If remote users acknowledge the popup or use pmount from the console, they can even mount the removable
devices and access the files.

15.3 Use a dedicated storage server

Take these steps to set up a dedicated storage server for user home directories and possibly other data.
= Add a new system of type server using GOsa? as outlined in the Getting started chapter of this manual.

— This example uses 'nas-server.intern’ as the server name. Once 'nas-server.intern’ is configured,
check if the NFS export points on the new storage server are exported to the relevant subnets or
machines:

root@tjener:~# showmount -e nas-server
Export list for nas-server:

/storage 10.0.0.0/8
root@tjener:~#

Here everything on the backbone network is granted access to the /storage export. (This could be
restricted to netgroup membership or single IP addresses to limit NFS access like it is done in the
tjener: /etc/exports file.)

= Add automount information about 'nas-server.intern’ in LDAP to allow all clients to automatically mount
the new export on request.

— This can’t be done using GOsa?, because a module for automount is missing. Instead, use Idapvi
and add the required LDAP objects using an editor.
ldapvi --ldap-conf -ZD '(cn=admin)' -b ou=automount,dc=skole,dc=skolelinux,dc=no
When the editor shows up, add the following LDAP objects at the bottom of the document. (The
"/&" part in the last LDAP object is a wild card matching everything 'nas-server.intern’ exports,
removing the need to list individual mount points in LDAP.)

add cn=nas-server ,ou=auto.skole,ou=automount ,dc=skole,dc=skolelinux, <«
dc=no

objectClass: automount

cn: nas-server

automountInformation: -fstype=autofs --timeout=60 ldap:ou=auto.nas- <
server ,ou=automount ,dc=skole,dc=skolelinux,dc=no

add ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: top

objectClass: automountMap

ou: auto.nas-server

add cn=/,ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc= <«

no
objectClass: automount

cn: /

automountInformation: -fstype=nfs,tcp,rsize=32768,wsize=32768,rw, <

intr ,hard,nodev,nosuid ,noatime nas-server.intern:/&
= Add the relevant entries in tjener.intern:/etc/fstab, because tjener.intern does not use automount to
avoid mounting loops:

— Create the mount point directories using mkdir, edit '/etc/fstab’ as adequate and run mount -a
to mount the new resources.

= Enable access in case diskless workstations are used. This is a special case, because sshfs is used instead
of NFS and automount:
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— Create the mount point directories in the LTSP diskless client’s root (default /opt/1tsp/i386/)

as well.
Add a line containing 'LOCAL_APPS_EXTRAMOUNTS=/storage’ to /opt/1tsp/i386/etc/1ts.conf
(example).

Create a link in each user's home dir like 'In -s /storage Storage’ to help users find the resources.

Now users should be able to access the files on 'nas-server.intern’ directly by just visiting the '/tjener/nas-
server/storage/’ directory using any application on any workstation, LTSP thin client or LTSP server, and
visiting ~/Storage in case an LTSP diskless client is used.

15.4 Restrict ssh login access

There are several ways to restrict ssh login, some are listed here.

15.4.1 Setup without LTSP clients

If no LTSP clients are used a simple solution is to create a new group (say sshusers) and to add a line to
the machine's /etc/ssh/sshd_config file. Only members of the sshusers group will then be allowed to ssh
into the machine from everywhere.

Managing this case with GOsa is quite simple:

= Create a group sshusers on the base level (where already other system management related groups
like gosa-admins show up).

= Add users to the new group sshusers.
= Add AllowGroups sshusers to /etc/ssh/sshd_config.

» Execute service ssh restart.

15.4.2 Setup with LTSP clients

The default LTSP client setup uses ssh connections to the LTSP server. So a different approach using PAM
is needed.

= Enable pam_access.so in the LTSP server's /etc/pam.d/sshd file.

= Configure /etc/security/access.conf to allow connections for (sample) users alice, jane, bob and john
from everywhere and for all other users only from the internal networks by adding these lines:

+ : alice jane bob john : ALL

+ : ALL : 10.0.0.0/8 192.168.0.0/24 192.168.1.0/24
- : ALL : ALL

#

If only dedicated LTSP servers are used, the 10.0.0.0/8 network could be dropped to disable internal ssh
login access. Note: someone connecting his box to the dedicated LTSP client network(s) will gain ssh access
to the LTSP server(s) as well.

15.4.3 A note for more complex setups

If LTSP clients were attached to the backbone network 10.0.0.0/8 (combi server or LTSP cluster setup)
things would be even more complicated and maybe only a sophisticated DHCP setup (in LDAP) checking the
vendor-class-identifier together with appropriate PAM configuration would allow to disable internal ssh login.
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16 HowTos for the desktop
16.1 Using KDE Plasma, GNOME, LXDE, Xfce and/or MATE together

To install other desktop environments after installation, simply use apt:

apt update
apt install education-desktop-gnome education-desktop-lxde education-desktop- <
xfce education-desktop-mate

Users will then be able to choose any of the five desktop environment via the login manager before logging
in. Of course, you can also choose to give less choices. Keep in mind that there will be several programs
for the same purpose (like file managers, editors, PDF viewers...) if more than one desktop environment is
installed; this might confuse users.

The use of LXDE as default on thin clients can be forced; see networked clients for details.

If you don't want to do installations with the default desktop KDE Plasma, you can also install with one
of the four alternative desktops, GNOME, LXDE, Xfce or MATE directly.

16.2 Flash

The free software flash-player gnash is installed by default. Please note that Firefox ESR will drop Flash
support early 2018.

16.3 Playing DVDs

libdvdcss is needed for playing most commercial DVDs. For legal reasons it's not included in Debian (Edu).
If you are legally allowed to use it, you can build your own local packages using the 1ibdvd-pkg Debian
package; make sure contrib is enabled in /etc/apt/sources.list.

apt update
apt install libdvd-pkg

Answer the debconf questions, then run dpkg-reconfigure libdvd-pkg.

16.4 Handwriting fonts

The package fonts-linex (which is installed by default) installs the font "Abecedario” which is a nice
handwriting font for kids. The font has several forms to be used with kids: dotted, and with lines.

17 HowTos for networked clients

17.1 Introduction to thin clients and diskless workstations

One generic term for both thin clients and diskless workstations is LTSP client. LTSP is the Linux Terminal
Server Project.

Thin client

A thin client setup enables an ordinary PC to function as an (X-)terminal, where all software runs on
the LTSP server. This means that this machine boots from a diskette or directly from the server using
network-PROM (or PXE) without using a local client hard drive.

Diskless workstation

A diskless workstation runs all software locally. The client machines boot directly from the LTSP server
without a local hard drive. Software is administered and maintained on the LTSP server (inside of the LTSP
chroot), but it runs on the diskless workstation. Home directories and system settings are stored on the server
too. Diskless workstations are an excellent way of reusing older (but powerful) hardware with the same low
maintenance cost as with thin clients.

LTSP defines 320MB as the default minimum amount of RAM for diskless workstations. If the amount of
RAM is less, the machine will boot as thin client. The related LTSP parameter is FAT_RAM_THRESHOLD with
the default value 300. So if (for example) the clients should only boot as diskless workstations if they have
1 GB RAM, add FAT_RAM_THRESHOLD=1000 to Its.conf (or set this in LDAP). Unlike workstations diskless
workstations run without any need to add them with GOsa?, because LDM is used to login and connect to
the LTSP server.
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LTSP client firmware

LTSP client boot will fail if the client’'s network interface requires a non-free firmware. A PXE installation
can be used for troubleshooting problems with netbooting a machine; if the Debian Installer complains about
a missing XXX.bin file then non-free firmware has to be added to the initrd used by LTSP clients.

In this case execute the following commands on an LTSP server.

# First get information about firmware packages
apt-get update && apt-cache search “firmware-

# Decide which package has to be installed for the network interface(s).
# Most probably this will be firmware-linux-nonfree.

# Things have to take effect in the LTSP chroot for architecture i386.
ltsp-chroot -a 1386 apt-get update

ltsp-chroot -d -a i386 apt-get -y -q install <package name>

# copy the new initrd to the server's tftpboot directory and update the NBD image <«

ltsp-update-kernels
ltsp-update-image

As a shorter alternative -- installing all available firmware and updating the tftpboot directory -- you could
execute:

/usr/share/debian-edu-config/tools/ltsp-addfirmware

17.1.1 LTSP client type selection

Each LTSP server has two ethernet interfaces: one configured in the main 10.0.0.0/8 subnet (which is shared
with the main server), and another forming a local 192.168.0.0/24 subnet (a separate subnet for each LTSP
server).

On the main subnet the complete PXE menu is provided; the separate subnet for each LTSP server allows
only diskless and thin LTSP client selection.

Using the default PXE menu on the main subnet 10.0.0.0/8, a machine could be started as diskless
workstation or thin client. By default clients in the separate subnet 192.168.0.0/24 will run as diskless
workstations if the amount of RAM is sufficient. If all clients in this LTSP client subnet should run as thin
clients, the following has to be done.

(1) 0Open the file /opt/ltsp/i386/etc/ltsp/update-kernels.conf with an editor
and replace the line

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp quiet"

with

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp LTSP_FATCLIENT=False quiet"
(2)Execute 'ltsp-chroot -a i386 /usr/share/ltsp/update-kernels'

(3)Execute 'ltsp-update-kernels'

(4)Execute 'ltsp-update-image'

17.2 Configuring the PXE menu

The PXE configuration is generated using the script debian-edu-pxeinstall. It allows some settings to be
overridden by adding a file /etc/debian-edu/pxeinstall.conf with replacement values.

17.2.1 Configuring the PXE installation

The PXE installation option is by default available to anyone able to PXE boot a machine. To password
protect the PXE installation options, a file /var/l1ib/tftpboot/menupassword.cfg can be created with
content similar to this:

MENU PASSWD $4$NDkOOTUzNTQINTQ5$7d6KvALVCIKRKcijtVSPfveuWPM$

The password hash should be replaced with an MD5 hash for the desired password.
The PXE installation will inherit the language, keyboard layout and mirror settings from the settings used
when installing the main-server, and the other questions will be asked during installation (profile, popcon partici-
pation, partitioning and root password). To avoid these questions, the file /etc/debian-edu/www/debian-edu-install.d
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can be modified to provide preselected answers to debconf values. Some examples of available debconf val-

ues are already commented in /etc/debian-edu/www/debian-edu-install.dat. Your changes will be lost

as soon as debian-edu-pxeinstall is used to recreate the PXE-installation environment. To append debconf

values to /etc/debian-edu/www/debian-edu-install.dat during recreation with debian-edu-pxeinstall,

add the file /etc/debian-edu/www/debian-edu-install.dat.local with your additional debconf values.
More information about modifying PXE installations can be found in the Installation chapter.

17.2.2 Adding a custom repository for PXE installations
For adding a custom repository add something like this to /etc/debian-edu/www/debian-edu-install.dat.local:

#add the skole projects local repository

d-i apt-setup/locall/repository string http://example.org/debian stable <
main contrib non-free

d-i apt-setup/locall/comment string Example Software Repository

d-i apt-setup/locall/source boolean true

d-i apt-setup/locall/key string http://example.org/key.asc

and then run /usr/sbin/debian-edu-pxeinstall once.

17.2.3 Changing the PXE menu on a combined (main and LTSP) server

The PXE menu allows network booting of LTSP clients, the installer and other alternatives. The file
/var/lib/tftpboot/pxelinux.cfg/default is used by default if no other file in that directory matches
the client, and out of the box it is set to link to /var/lib/tftpboot/debian-edu/default-menu.cfg.

If all clients should boot as diskless workstations instead of getting the full PXE menu, this can be
implemented by changing the symlink:

In -s /var/lib/tftpboot/debian-edu/default-diskless.cfg /var/lib/tftpboot/ <«
pxelinux.cfg/default

If all clients should boot as thin clients instead, change the symlink like this:

In -s /var/lib/tftpboot/debian-edu/default-thin.cfg /var/lib/tftpboot/pxelinux. <+
cfg/default

See also the PXELINUX documentation at http://syslinux.zytor.com/wiki/index.php/PXELINUX

17.2.4 Separate main and LTSP server

For performance and security considerations it might be desired to set up a separate main server which doesn't
act as LTSP server.

To have Itspserver00 serve diskless workstations on the main (10.0.0.0/8) network, when the main server
is not a combined server, follow these steps:

= copy the 1tsp directory from /var/lib/tftpboot on Itspserver00 to the same directory on the main
server.

= copy /var/lib/tftpboot/debian-edu/default-diskless.cfg to the same directory on the main
server.

» edit /var/lib/tftpboot/debian-edu/default-diskless.cfg to use the IP address of ltspserver00;
the following example uses 10.0.2.10 for the IP address of Itspserver00 on the main network:

DEFAULT 1tsp/i386/vmlinuz initrd=1tsp/i386/initrd.img nfsroot=10.0.2.10:/opt/
1tsp/i386 init=/sbin/init-1tsp boot=nfs ro quiet ipappend 2

= set the symlink in /var/lib/tftpboot/pxelinux.cfg on the main server to point to /var/lib/tftpboot/debian-

As an alternative, you could use 1dapvi, search for 'next server tjener’ and replace tjener with Itspserver00.
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17.2.5 Use a different LTSP client network

192.168.0.0/24 is the default LTSP client network if a machine is installed using the LTSP profile. If lots of
LTSP clients are used or if different LTSP servers should serve both i386 and amd64 chroot environments the
second preconfigured network 192.168.1.0/24 could be used as well. Edit the file /etc/network/interfaces
and adjust the ethl settings accordingly. Use 1dapvi or any other LDAP editor to inspect DNS and DHCP
configuration.

17.3 Changing network settings

The debian-edu-config package comes with a tool which helps in changing the network from 10.0.0.0/8 to
something else. Have a look at /usr/share/debian-edu-config/tools/subnet-change. It is intended
for use just after installation on the main server, to update LDAP and other files that need to be edited to
change the subnet.

A\ Note that changing to one of the subnets already used elsewhere in Debian Edu will not work. 192.168.0.0/24
and 192.168.1.0/24 are already set up as LTSP client networks. Changing to these subnets will require manual
editing of configuration files to remove duplicate entries.

There is no easy way to change the DNS domain name. Changing it would require changes to both the
LDAP structure and several files in the main server file system. There is also no easy way to change the host
and DNS name of the main server (tjener.intern). To do so would also require changes to LDAP and files in
the main-server and client file system. In both cases the Kerberos setup would have to be changed, too.

17.4 LTSP in detail
17.4.1 LTSP client configuration in LDAP (and Its.conf)

To configure specific thin clients with particular features, you can add settings in LDAP or edit the file
/opt/1tsp/i386/etc/1ts.conf. Please note that 1tsp-update-image has to be run after each change to
Its.conf. The image update isn't needed if Its.conf is copied to the /var/lib/tftpboot/Itsp/i386/ directory.

A We recommend to configure clients in LDAP (and not edit 1ts.conf directly, however, configuration
webforms for LTSP are currently not available in GOsa?, you have to use a plain LDAP browser/explorer or
ldapvi), as this makes it possible to add and/or replace LTSP servers without loosing (or having to redo)
configuration.

The default values in LDAP are defined in the cn=1tspConfigDefault,ou=1ltsp,dc=skole,dc=skolelinux,dc=no
LDAP object using the 1tspConfig attribute. One can also add host specific entries in LDAP.

Runman 1ts.conf to have a look at available configuration options (see /usr/share/doc/1ltsp/LTSPManual . html
for detailed information about LTSP).

The default values are defined under [default]; to configure one client, specify it in terms of its MAC
address or IP address like this: [192.168.0.10].

Example: To make the thin client Itsp010 use 1280x1024 resolution, add something like this:

[192.168.0.10]

X_MODE_O = 1280x1024
X_HORZSYNC = "60-70"
X_VERTREFRESH = "59-62"

somewhere below the default settings.
To force the use of a specific xserver on an LTSP client, set the XSERVER variable. For example:

[192.168.0.11]
XSERVER = nvidia

If a thin client comes up with a black screen the use of a specific color depth might help. For example:

[192.168.0.12]
X_COLOR_DEPTH=16

Depending on what changes you make, it may be necessary to restart the client.
To use IP addresses in 1ts.conf you need to add the client MAC address to your DHCP server. Otherwise
you should use the client MAC address directly in your 1ts.conf file.
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17.4.2 Force all thin clients to use LXDE as default desktop environment
Make sure that LXDE is installed on the LTSP server; then add these lines below [default] in "lts.conf”:

LDM_SESSION=LXDE
LDM_FORCE_SESSION=true

17.4.3 Load-balancing LTSP servers
17.43.1 Part 1

It is possible to set up the clients to connect to one of several LTSP servers for load-balancing. This is done by
providing /opt/1tsp/i386/usr/share/ltsp/get_hosts as a script printing one or more servers for LDM
to connect to. In addition to this, each LTSP chroot needs to include the SSH host key for each of the servers.

First of all, you must choose one LTSP server to be the load-balancing server. All the clients will PXE-
boot from this server and load the Skolelinux image. After the image is loaded, LDM chooses which server to
connect to by using the "get_hosts” script. You will decide later how this is done.

The load-balancing server must be announced to the clients as the "next-server” via DHCP. As DHCP con-
figuration is in LDAP, modifications have to be done there. Use 1dapvi --ldap-conf -ZD '(cn=admin)'
to edit the appropriate entry in LDAP. (Enter the main server's root password at the prompt; if VISUAL isn't
set, the default editor will be nano.) Search for a line reading dhcpStatements: next-server tjener
Next-server should be the IP address or hostname of the server you chose to be the load-balancing server. If
you use hostname you must have a working DNS. Remember to restart the DHCP service.

Now you have to move your clients from the 192.168.0.0 network to the 10.0.0.0 network; attach them
to the backbone network instead of the network attached to the LTSP server's second network card. This is
because when you use load-balancing, the clients need direct access to the server chosen by LDM. If you leave
your clients on the 192.168.0.0 network, all of the clients’ traffic will go through that server before it reaches
the chosen LDM server.

17.4.3.2 Part 2

Now you have to make a "get_hosts" script which generates a list of server names for LDM to connect to.
The parameter LDM_SERVER overrides this script. In consequence, this parameter must not be defined if
the get_ hosts is going to be used. The get_hosts script writes on the standard output each server IP address
or host name, in random order.

Edit " /opt/Itsp/i386/etc/Its.conf” and add something like this:

MY_SERVER_LIST = "xXXX XXXX Xxxx"

Replace xxxx with either the IP addresses or hostnames of the servers as a space-separated list. Then,
put the following script in /opt/1ltsp/i386/usr/1ib/1ltsp/get_hosts on the server you chose to be the
load-balancing server.

#!/bin/bash
# Randomise the server list contained in MY_SERVER_LIST parameter
TMP_LIST=""
SHUFFLED_LIST=""
for i in $MY_SERVER_LIST; do
rank=$RANDOM
let "rank %= 100"
TMP_LIST="$TMP_LIST\n${rank} _$i"
done
TMP_LIST=$(echo -e $TMP_LIST | sort)
for i in $TMP_LIST; do
SHUFFLED _LIST="$SHUFFLED_LIST $(echo $i | cut -d_ -f2)"
done
echo $SHUFFLED_LIST

17.4.3.3 Part 3

Now that you've made the "get_hosts” script, it's time to make the SSH host key for the LTSP chroots. This
can be done by making a file containing the content of /opt/1tsp/i386/etc/ssh/ssh_known_hosts from
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all the LTSP servers that will be load-balanced. Save this file as /etc/1tsp/ssh_known_hosts.extra on all
load-balanced servers. The last step is very important because ltsp-update-sshkeys runs every time a server is
booted, and /etc/ltsp/ssh_known_hosts.extra is included if it exists.

A you save your new host file as /opt/1ltsp/i386/etc/ssh/ssh_known_hosts, it will be erased when
you reboot the server.

There are some obvious weaknesses with this setup. All clients get their image from the same server, which
causes high loads on the server if many clients are booted at the same time. Also, the clients require that
server to be always available; without it they cannot boot or get an LDM server. Therefore this setup is very
dependent on one server, which isn't very good.

Your clients should now be load-balanced!

17.4.4 Sound with LTSP clients

LTSP thin clients use networked audio to pass audio from the server to the clients.
LTSP diskless workstations handle audio locally.

17.4.5 Use printers attached to LTSP clients
= Attach the printer to the LTSP client machine (both USB and parallel port are supported).

= Configure this machine to run a printer in Its.conf (default location: /opt/1tsp/i386/etc/1ts.conf),
see the LTSP manual /usr/share/doc/1tsp/LTSPManual.html#printer for details.

= Configure the printer using the web interface https://www:631 on the main server; choose net-
work printer type AppSocket/HP JetDirect (for all printers regardless of brand or model) and set
socket://<LTSP client ip>:9100 as connection URI.

17.4.6 Upgrading the LTSP environment

It is useful to upgrade the LTSP environment with new packages fairly often, to make sure security fixes and
improvements are made available. To upgrade, run these commands as user root on each LTSP server:

ltsp-chroot -a i386 # this does "chroot /opt/ltsp/i386" and more, ie it also <
prevents daemons from being started

apt update

apt upgrade

apt full-upgrade

exit

ltsp-update-image

17.4.6.1 Installing additional software in the LTSP environment

To install additional software for an LTSP client you must perform the installation inside the chroot of the
LTSP server.

ltsp-chroot -a 1386

## optionally, edit the sources.list:
#editor /etc/apt/sources.list

apt update

apt install $new_package

exit

ltsp-update-image

17.4.7 Slow login and security

Skolelinux has added several security features on the client network preventing unauthorised superuser access,
password sniffing, and other tricks which may be used on a local network. One such security measure is
secure login using SSH, which is the default with LDM. This can slow down some client machines which are
more than about fifteen years old, with as little as a 160 MHz processor and 32 MB RAM. Although it's not
recommended, you can add a line to /opt/1tsp/i386/etc/1ts.conf containing:

LDM_DIRECTX=True
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A Warning: The above protects initial login, but all activities after that use unencrypted networked X.
Passwords (except the initial one) will travel in cleartext over the network, as well as anything else.

Note: Since such fifteen-year-old thin clients may also have trouble running newer versions of LibreOffice
and Firefox due to pixmap caching issues, you may consider running thin clients with at least 128 MB RAM, or
upgrade the hardware, which will also give you the benefit of being able to use them as diskless workstations.

17.5 Connecting Windows machines to the network / Windows integration
17.5.1 Joining a domain

For Windows clients the Windows domain "SKOLELINUX" is available to be joined. A special service called
Samba, installed on the main server, enables Windows clients to store profiles and user data, and also authen-
ticates the users during the login.

A Joining a domain with a Windows client requires the steps described in the Debian Edu Stretch Samba
Howto.

Windows will sync the profiles of domain users on every Windows login and logout. Depending on how
much data is stored in the profile, this could take some time. To minimise the time needed, deactivate things
like local cache in browsers (you can use the Squid proxy cache installed on the main server instead) and save
files into the H: volume rather than under "My Documents”.

17.5.1.1 User groups in Windows

If you want to check user groups on Windows, you need to download the tool IFMEMBER .EXE from Microsoft.
Then you can use this for example in the logon script which resides on the main server in /etc/samba/netlogon/LOGON.BAT.

17.5.2 XP home

Users bringing in their XP laptops from home can still connect to the main server using their skolelinux
credentials, provided the workgroup is set to SKOLELINUX. However, they may need to disable the Windows
firewall before the main server will appear in Network Neighbourhood (or whatever it's called now).

17.5.3 Managing roaming profiles

Roaming profiles contain user work environments which include desktop items and settings. Examples include
personal files, desktop icons and menus, screen colours, mouse settings, window size and position, application
configurations, and network and printer connections. Roaming profiles are available wherever the user logs on,
provided the server is available.

Since the profile is copied from the server to the machine during logon, and copied back to the server
during logout, a large profile can make Windows login/logout painfully slow. There can be many reasons for
a large profile, but the most common problem is that users save their files on the Windows desktop or in the
"My Documents” folder instead of in their home directory. Also, some badly designed programs use the profile
to store data and as scratch space.

The educational approach: one way to deal with overlarge profiles is to explain the situation to the users.
Tell them not to store huge files on the desktop, and if they fail to listen, it's their own fault when login is
slow.

Tweaking the profile: a different approach to dealing with the problem is to remove parts of the profile,
and redirect other parts to regular file storage. This moves the workload from the users to the administrator,
while adding complexity to the installation. There are at least three ways to edit the parts that are removed
from the roaming profile.

17.5.3.1 Example smb.conf files for roaming profiles

FIXME: Maybe it is better to purge the examples. People who want to use roaming profiles should know what
they are doing ...
A Note The examples are outdated since in wheezy kerberos was configured for samba too!

You might find an example smb.conf in your preferred language delivered by the installation on the main
server under /usr/share/doc/debian-edu-config/examples/. The source file is in English and is called
smb-roaming-profiles-en.conf; look for a file with the appropriate code in the filename (the German
translation, for example, will be named smb-roaming-profiles-de.conf). Inside the config file are a lot of
explanations which you should have a look at.
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17.5.3.2 Machine policies for roaming profiles

Machine policies can be edited and copied to all the other computers.

1. Pick a freshly installed Windows computer, and run gpedit.msc

2. Under the selection "User Configuration” -> "Administrative Templates” -> "System” -> "User Profiles”
-> "Exclude directories in roaming profile”, you can enter a semicolon-separated list of directories to
exclude from the profile. The directories are internationalised and must be written in your own language
the way they are in the profile. Examples of directories to exclude are:

= log

= Locale settings

= Temporary Internet Files
= My Documents

= Application Data

= Temporary Internet Files

3. Save your changes, and exit the editor.

4. Copy c:\windows\system32\GroupPolicy to all other Windows machines.

» It's a good idea to copy it to your Windows OS deployment system to have it included at install
time.

17.5.3.3 Global policies for roaming profiles

By using the legacy Windows policy editor (poledit.exe), you can create a Policy file (NTConfig.pol) and
put it in your netlogon share on the main server. This has the advantage of working almost instantly on all
Windows machines.

For some time, the policy editor standalone download has been removed from the Microsoft web site, but
it's still available as part of the ORK Tools.

With poledit.exe you can create .pol files. If you put such a file on the main server as /etc/samba/netlogon/NTLOGON
it will automatically be read by Windows machines and temporarily overwrite the registry, thus applying the
changes.

To make sensible use of poledit.exe you also need to download appropriate .adm files for your operating
system and applications; otherwise you cannot define many settings in poledit.exe.

Be aware that the new group policy tools, gpedit.msc and gpmc.msc, cannot create .pol files; they either
only work for the local machine or need an Active Directory server.

If you understand German, http://gruppenrichtlinien.de is a very good web site on this topic.

17.5.3.4 Editing Windows registry
You can edit the registry of the local computer, and copy this registry key to other computers

1. Start the Registry Editor.

2. Navigate to HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

w

Use the menu "Edit menu” -> "New" -> "String Value”.

>

Call it ExcludeProfileDirs
5. Enter a semicolon-separated list of paths to exclude (in the same way as for a machine policy)

6. Now you can choose to export this registry key as a .reg file. Mark a selection, right-click, and select
"Export”.

7. Save the file and you can double click it, or add it to a script to spread it to other machines.
Sources:

= http://technet2.microsoft.com/windowsserver/en/technologies/featured/gp/default.mspx
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= http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/PolicyMgmt.html
= http://isg.ee.ethz.ch/tools/realmen/det/skel.en.html

= http://www.css.taylor.edu/~nehresma/samba.html

17.5.4 Redirecting profile directories

Sometimes just removing directories from the profile is not enough. You may find that users lose files because
they mistakenly save things into "My Documents” when this is not saved in the profiles. You may also want
to redirect the directories used by some badly programmed applications to normal network shares.

17.5.4.1 Redirecting using machine policies

All the instructions given above about machine policies apply here too. You can use gpedit.msc to edit
the policy and copy it to all machines. The redirection should be available under "User Configuration” ->
"Windows Settings” -> "Folder Redirection”. Directories that it can be useful to redirect include "Desktop”
and "My Documents”.

One thing to remember is that if you enable folder redirection, those folders are automatically added to
the synchronised folders list. If you do not want this, you should disable it via one of the following routes:

= "User Configuration” -> "Administrative Templates” -> "Network” -> "Offline Files”

= "Computer Configuration” -> "Administrative Templates” -> "Network” -> "Offline Files"

17.5.4.2 Redirecting using global policies

FIXME: explain how to use profiles from global policies for Windows machines in the skolelinux network

17.5.5 Avoiding roaming profiles
17.5.5.1 Disabling roaming using a local policy

Using local policies, you can disable the roaming profile on individual machines. This is often wanted on
special machines - for instance on dedicated machines, or machines that have lower than usual bandwith.

You can use the machine policy method describe above; the key is in "Administrative Templates” ->
"System” -> "User Profiles” -> "Only allow local profiles”.

17.5.5.2 Disabling roaming using global policies
FIXME: describe roaming profile key for the global policy editor here

17.5.5.3 Disabling roaming in smb.conf

If, perhaps, everyone has their own dedicated machine, and nobody else is allowed to touch it, editing the
Samba configuration will let you disable roaming profiles for the entire network. You can alter the smb. conf
file on the main server, unsetting the "logon path” and "logon home” variables, then restart samba.

logon path = ""
logon home = ""

17.6 Remote Desktop
17.6.1 Remote Desktop Service

Choosing the LTSP server profile or the combined server profile also installs xrdp, a package which uses the
Remote Desktop Protocol to present a graphical login to a remote client. Microsoft Windows users can
connect to the LTSP server running xrdp without installing additional software - they simply start a Remote
Desktop Connection on their Windows machine and connect.

Additionally, xrdp can connect to a VNC server or another RDP server.

Some municipalities provide a remote desktop solution so that students and teachers can access Skolelinux
from their home computer running Windows, Mac or Linux.

Xrdp comes without sound support; to compile the required modules this script could be used.
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#!/bin/bash
# Script to compile / recompile xrdp PulseAudio modules.
# The caller needs to be root or a member of the sudo group.
# Also, /etc/apt/sources.list must contain a valid deb-src line.
set -e
if [[ $UID -ne 0 1] ; then
if ! groups | egrep -q sudo ; then
echo "ERROR: You need to be root or a sudo group member."
exit 1
fi
fi
if ! egrep -q “deb-src /etc/apt/sources.list ; then
echo "ERROR: Make sure /etc/apt/sources.list contains a deb-src line."
exit 1
fi
TMP=$ (mktemp -d)
PULSE_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' <+
pulseaudio)"
XRDP_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' xrdp)"
sudo apt -q update
# Get sources and build dependencies:
sudo apt -q install dpkg-dev
cd $TMP
apt -q source pulseaudio xrdp
sudo apt -q build-dep pulseaudio xrdp
# For pulseaudio 'configure' is all what is needed:
cd pulseaudio-$PULSE_UPSTREAM_VERSION/
./configure
# Adjust pulseaudio modules Makefile (needs absolute path)
# and build the pulseaudio modules.
cd $TMP/xrdp-$XRDP_UPSTREAM_VERSION/sesman/chansrv/pulse/
sed -i 's/"PULSE/#PULSE/' Makefile
sed -i "/#PULSE_DIR/a \
PULSE_DIR = $TMP/pulseaudio-$PULSE_UPSTREAM_VERSION" Makefile
make
# Copy modules to Pulseaudio modules directory, adjust rights.
sudo cp *.so /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/
sudo chmod 644 /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/module-xrdp*
# Restart xrdp, now with sound enabled.
sudo service xrdp restart

17.6.2 Available Remote Desktop clients
= freerdp-x11 is installed by default and is capable of RDP and VNC.

— RDP - the easiest way to access Windows terminal server. An alternative client package is
rdesktop.

— VNC client (Virtual Network Computer) gives access to Skolelinux remotely. An alternative client
package is xvncviewer.

= NX graphical client gives students and teachers access to Skolelinux remotely on Windows, Mac or Linux
PC. One municipality in Norway has provided NX support to all students since 2005. They report that
the solution is stable.

= Citrix ICA client HowTo to access Windows terminal server from Skolelinux.

18 Samba in Debian Edu

A\ The information in this chapter is outdated. Please read the information provided on the Samba wiki about
supported Windows versions, needed registry patches and other procedures. Probably a line containing server
max protocol = NT1 needs to be added to the [global] section of /etc/samba/smb-debian-edu.conf
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on the main server. Please consider updating this chapter if you know how to configure Samba for Debian
Edu.

https://wiki.samba.org/index.php/Joining_a_Windows_Client_or_Server_to_a_Domain

https://wiki.samba.org/index.php/Required_Settings_for_Samba_NT4_Domains

Samba has been fully prepared for use as an NT4-style domain controller with Windows XP, Windows
Vista and Windows 7 as clients. After a machine has joined the domain, this machine can be fully managed
with GOsa2.

18.1 Getting Started

This documentation presumes that you have installed the Debian Edu main server and maybe also a Debian
Edu workstation to verify that working under Debian Edu/Skolelinux works for you. We presume that you
have already created some users that can flawlessly use the Debian Edu workstation. We also presume that
you have a Windows XP/Vista/7 workstation at hand, so you can test access to the Debian Edu main server
from a Windows machine.

After installation of the Debian Edu main server the Samba host \\TJENER should be visible in your
Windows Network Neighbourhood. Debian Edu's Windows domain is SKOLELINUX. Use a Windows machine
(or a Linux system with smbclient) to browse your Windows/Samba network environment.

1. START -> Run command
2. enter \\TJENER and press return
3. -> a Windows Explorer window should open and show the netlogon share on \\TJENER, and maybe
printers you already have configured for printing under Unix/Linux (CUPS queues).
18.1.1 Accessing files via Samba

Student and teacher user accounts that have been configured via GOsa? should be able to authenticate against
\\TJENER\HOMES or \\TJENER\ <username> and access their home directories with Windows machines
not joined to the Windows SKOLELINUX domain.

1. START -> Run command
2. enter \\TJENER\HOMES or \\ TJENER\ <username> and press return
3. enter your login credentials (username, password) in the authentication dialog window that appears

4. -> a Windows Explorer window should open and show files and folders in your Debian Edu home
directory.

By default only the [homes] and the [netlogon] shares are exported; further share examples for students
and teachers can be found in /etc/samba/smb-debian-edu.conf on your Debian Edu main server.

18.2 Domain Membership

To use Samba on TJENER as a domain controller, your network's Windows workstations have to join the
SKOLELINUX domain provided by the Debian Edu main server.

The first thing you have to do is to enable the SKOLELINUX\Administrator account. This account is not
intended for day-to-day usage; its current main purpose is to add Windows machines to the SKOLELINUX
domain. To enable this account log on to TJENER as the first user (created during main server installation)
and run this command:

= $ sudo smbpasswd -e Administrator

The password of SKOLELINUX\ Administrator has been preconfigured during the main server's installation.
Please use the system's root account when authenticating as SKOLELINUX\Administrator.

Once you are done with your administrative work make sure to disable the SKOLELINUX\Administrator
account again:

= $ sudo smbpasswd -d Administrator
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18.2.1 Windows hostname

Make sure your Windows machine has the name that you want to use in the SKOLELINUX domain. If not,
rename it first (and then reboot). The NetBIOS host name of the Windows machine will later on be used in
GOsa? and cannot be changed there (without breaking the domain membership for this machine).

18.2.2 Joining the SKOLELINUX Domain with Windows XP

Joining Windows XP machines (tested with Service Pack 3) works out of the box.
NOTE: Windows XP Home does not support domain membership; Windows XP Professional is required
here.

1. log on to the Windows XP machine as Administrator (or any other account with Administrator privileges)
2. click on "Start” then right-click on "Computer” and click on "Properties”

select tab "Computer Name” and click on "Change...”

> W

under "Member of ", select the radio button beside "Domain:", type SKOLELINUX and then click "OK"

5. a pop up box will request to enter credentials of an account with rights to join the domain. Type
username SKOLELINUX\Administrator and the root password, click "OK"

6. a confirmation pop up box will welcome you to the SKOLELINUX domain. Clicking on "OK", will result

in having another message informing that a reboot for the machine is required to apply the changes.
Click on "OK"

After the reboot, when you login the first time, click on the "Options >>" button and select the domain
SKOLELINUX instead of the local domain ("this computer”).

If joining the domain has been successful you should then be able to view the host details within GOsa?
(under the menu section "Systems").

18.2.3 Joining the SKOLELINUX Domain with Windows Vista/7

Joining Windows Vista/7 machines to the SKOLELINUX domain requires the installation of a registry patch
on the Windows Vista/7 client. This patch is provided at this location:

= \\tjener\netlogon\win7-+samba_domain-membership\Win7_Samba3DomainMember.reg

For further information please consult the included README_Win7-Domain-Membership.txt in the same
folder. Make sure you apply this patch as a local Administrator of the Windows system.

After applying the above patch and rebooting the client system you should be able to join the SKOLELINUX
domain:

1. click on "Start” then right-click on "Computer” and click on "Properties”

2. the basic system information page will open. Under "Computer name, domain, and workgroup settings”,
click on "Change Settings”

3. on the System Properties page, click on "Change...”
4. under "Member of ", select the radio button beside "Domain:”, type SKOLELINUX and then click "OK"

5. a pop up box will request to enter credentials of an account with rights to join the domain. Type
username SKOLELINUX\Administrator and the root password, click "OK"

6. a confirmation pop up box will welcome you to the SKOLELINUX domain. Clicking on "OK", will result
in having another message informing that a reboot for the machine is required to apply the changes.
Click on "OK”

After the reboot, when you login the first time, click on the "Options >>" button and select the domain
SKOLELINUX instead of the local domain ("this computer”).

If joining the domain has been successful you should then be able to view the host details within GOsa?
(under the menu section "Systems”).
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18.3 First Domain Logon

Debian Edu ships some logon scripts that pre-configure the Windows user profile on first logon. When logging
on to a Windows workstation that has joined the SKOLELINUX domain for the first time the following tasks
are run:

1. copy the user's Firefox profile to a separate location and register that with Mozilla Firefox on Windows
2. set up Web-Proxy and start page in Firefox
3. set up Web-Proxy and start page in IE

4. add a MyHome icon to the Desktop that points to drive H: and opens Windows Explorer on double-click

Other tasks are run on every logon. For further information on this, please refer to the /etc/samba/netlogon
folder on your Debian Edu main server.

19 HowTos for teaching and learning

All Debian packages mentioned in this section can be installed by running apt install <package> (as root).

19.1 Teaching Programming

stable/education-development is a meta package depending on a lot of programming tools. Please note that
almost 2 GiB of disk space is needed if this package is installed. For more details (maybe to install only a few
packages), see the Debian Edu Development packages page.

19.2 Monitoring pupils

A Warning: make sure you know the status of the laws about monitoring and restricting computer users’
activities in your jurisdiction.

Some schools use control tools like Epoptes or iTALC to supervise their students. See also: Epoptes
Homepage and iTALC Homepage.

To get full Epoptes support, these steps are required.

# Run on a combi server (and on each additional 1ltsp server):

apt update

apt install epoptes

ltsp-chroot -m --arch i386 apt update

ltsp-chroot -m --arch i386 apt install epoptes-client

ltsp-chroot -m --arch 1386 apt install ssvnc

ltsp-chroot -m --arch 1386 sed -i 's/test -f/#test -f/' /etc/init.d/epoptes-
client

ltsp-chroot -m --arch i386 sed -i 's/grep -qgs/#grep -qs/' /etc/init.d/epoptes- <
client

# If diskspace matters, use 'ltsp-update-image -n' instead.

ltsp-update-image

19.3 Restricting pupils’ network access

Some schools use Squidguard or Dansguardian to restrict Internet access.

19.4 ;EBH wiki.debian.org i HowTo 314

The HowTos from http://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-specific.
Let's move the user-specific HowTos over here (and delete them over there)! (But first ask the authors
if they are happy with moving them and putting them under the GPL - see the page histories to find them.)

= http://wiki.debian.org/DebianEdu/HowTo/TeacherFirstStep - incomplete but interesting
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20 HowTos for users

20.1 f{2oR=HY

Every user should change her or his password by using GOsa2. To do so, just use a browser and go to
https://www/gosa/.

Using GOsa? to change the password ensures that passwords for Kerberos (krbPrincipalKey), LDAP (user-
Password) and Samba (sambaNTPassword and sambalMPassword) are the same.

Changing passwords using PAM is working also at the GDM login prompt, but this will only update the
Kerberos password, and not the Samba and GOsa? (LDAP) password. So after you changed your password at
the login prompt, you really should also change it using GOsaZ2.

20.2 Java
20.2.1 ZfTMAII Java NFEIER

Standalone Java applications are supported out of the box by the OpenJDK Java runtime.

20.2.2 Running Java applications in the web browser

Running Java applets is supported in the Firefox ESR browser by the OpenJDK Java runtime. Please note
that this support will end early 2018.

20.3 {EFEFHRE

All users can send and receive mails within the internal network; self-signed certificates are provided to allow
TLS secured connections. To allow mail outside the internal network, the administrator needs to configure
the mailserver exim4 to suit the local situation, starting with dpkg-reconfigure exim4-config.

Every user who wants to use Thunderbird needs to configure it as follows. For a user with username jdoe
the internal email address is jdoe@postoffice.intern.
20.3.1 Thunderbird

= 3% Thunderbird

= Click 'Skip this and use my existing email’

= Enter your email address

= Uncheck 'Remember password’

= Don't enter your password as Kerberos single sign on will be used

= Click "Continue’

= For both IMAP and SMTP the settings should be 'STARTTLS' and 'Kerberos/GSSAPI'; adjust if not
detected automatically

= Click 'Done’
= First time accessing the inbox click 'Confirm Security Exception’ to accept the certificate; same applies
if sending mail for the first time.
20.3.2 Obtaining a Kerberos ticket to read email on diskless workstations

If working on a diskless workstation, you don't have a Kerberos TGT by default. To get one, click the
credentials button in the system tray. Enter your password and the ticket will be granted.

20.4 Volume control

On thin clients, pavucontrol or alsamixer (but not kmix) can be used to change audio volume.
On other machines (workstations, LTSP servers, and diskless workstations), kmix or alsamixer can be
used.
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21 CONTRIBUTE

21 Contribute

21.1 Let us know you exist

Yersion 8.2.3 ) S . . - Skolelinux schools

——

2818-82-16

There are Debian Edu users all over the world. A very easy form of contribution is to let us know you exist

and use Debian Edu - this motivates us very much and therefore is already a valuable contribution.

The Debian Edu projects provide a database of schools and users of the system to help the users find each
other, and also to have an idea about where the users of the distribution are located. Please let us know about
your installation, by registering in this database. To register your school, use this web form.

21.2 Contribute locally

Currently there are local teams in Norway, Germany, the region of Extremadura in Spain, Taiwan and France.
"lsolated” contributors and users exist in Greece, the Netherlands, Japan and elsewhere.

The support chapter has explanations and links to localised resources, as contribute and support are two
sides of the same coin.

21.3 Contribute globally

Internationally we are organised into various teams working on different subjects.

Most of the time, the developer mailing list is our main medium for communication, though we have
monthly IRC meetings on #debian-edu on irc.debian.org and even, less frequently, real gatherings, where
we meet each other in person. New contributors should read our http://wiki.debian.org/DebianEdu/
ArchivePolicy.

A good way to learn what is happening in the development of Debian Edu is to subscribe to the commit
mailinglist.

21.4 Documentation writers and translators

This document needs your help! First and foremost, it is not finished yet: if you read it, you will notice various
FIXMEs within the text. If you happen to know (a bit of) what needs to be explained there, please consider
sharing your knowledge with us.

The source of the text is a wiki and can be edited with a simple webbrowser. Just go to http://wiki.
debian.org/DebianEdu/Documentation/Stretch/ and you can contribute easily. Note: a user account is
needed to edit the pages; you need to create a wiki user first.

Another very good way to contribute and to help users is by translating software and documentation.
Information on how to translate this document can be found in the translations chapter of this book. Please
consider helping the translation effort of this book!
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23 NEW FEATURES IN DEBIAN EDU STRETCH

22 Support

22.1 Volunteer based support
22.1.1 in English
= http://wiki.debian.org/DebianEdu
= https://lists.skolelinux.org/listinfo/admin-discuss - support mailing list
= #debian-edu on irc.debian.org - IRC channel, mostly development related; do not expect real time

support even though it frequently happens '

22.1.2 in Norwegian

= https://lists.skolelinux.org/listinfo/bruker - support mailing list

= https://lists.skolelinux.org/listinfo/linuxiskolen - mailing list for the development mem-
ber organisation in Norway (FRISK)

= #skolelinux on irc.debian.org - IRC channel to support Norwegian users

22.1.3 in German
= http://lists.debian.org/debian-edu-german - support mailing list
= http://wiki.skolelinux.de - wiki with lots of HowTos etc.

= #skolelinux.de on irc.debian.org - IRC channel to support German users

22.1.4 in French

= http://lists.debian.org/debian-edu-french - support mailing list

22.2 Professional support

Lists of companies providing professional support are available from http://wiki.debian.org/DebianEdu/
Help/ProfessionalHelp.

23 New features in Debian Edu Stretch
23.1 New features for Debian Edu 94+eduQ0 Codename Stretch

23.1.1 Known issues

= see the Debian Edu Stretch status page.

23.1.2 Installation changes
» ¥ F3RHE Debian Stretch BYFThR debian-installer, B3PS IHENZEEF,
= The "Thin-Client-Server” profile has been renamed to "LTSP-Server” profile.

= New artwork based on the "soft Waves” theme, the default artwork for Debian 9 Stretch.
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23 NEW FEATURES IN DEBIAN EDU STRETCH 23.1 New features for Debian Edu 9+-edu0 ..

23.1.3 Software updates

Everything which is new in Debian 9 Stretch, eg:

— Linux kernel 4.9

— Desktop environments KDE Plasma Workspace 5.8, GNOME 3.22, Xfce 4.12, LXDE 0.99.2, MATE
1.16

x KDE Plasma Workspace is installed by default; to choose one of the others see this manual.
— Firefox 45.9 ESR and Chromium 59
* |ceweasel has been re-renamed to Firefox!
— lcedove has been re-renamed to Thunderbird and is now installed by default.
— LibreOffice 5.2.6
— Educational toolbox GCompris 15.10
— Music creator Rosegarden 16.06
— GOsa 2.7.4
— LTSP 55.9

— Debian Stretch includes more than 50000 packages available for installation.

— More information about Debian 9 Stretch is provided in the release notes and the installation
manual.

23.1.4 Documentation and translation updates

Translation updates for the templates used in the installer. These templates are now available in 29
languages.

The Debian Edu Stretch Manual is fully translated to German, French, Italian, Danish, Dutch, Norwegian
Bokmal and Japanese. The Japanese translation was newly added for Stretch.

— Partly translated versions exist for Spanish, Polish and Simplified Chinese.

23.1.5 Other changes compared to the previous release

Icinga replaces Nagios as monitoring tool.
kde-spectacle replaces ksnapshot as screenshot tool.
The free flash player gnash is back again.

Plymouth is installed and activated by default, except for the 'Main Server’ and 'Minimal’ profiles;
pressing ESC allows to view boot and shutdown messages.

Upon upgrade from Jessie the LDAP data base has to be adjusted. The sudoHost value 'tjener’ has to
be replaced with 'tjener.intern’ using GOsa? or an LDAP editor.

The 32-bit PC support (known as the Debian architecture i386) now no longer covers a plain 586
processor. The new baseline is the 686, although some 586 processors (e.g. the "AMD Geode") will
remain supported.

Debian 9 enables unattended upgrades (for security updates) by default for new installations. This might
cause a delay of about 15 minutes if a system with a low uptime value is powered off.

LTSP now uses NBD instead of NFS for the root filesystem. After each single change to an LTSP
chroot, the related NBD image must be regenerated (1tsp-update-image) for the changes to take
effect.

Concurrent logins of the same user on LTSP server and LTSP thin client are no longer allowed.
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26 NHERIENEF

24 Copyright and authors

This document is written and copyrighted by Holger Levsen (2007, 2008, 2009, 2010, 2011, 2012, 2013,
2014, 2015, 2016, 2017, 2018), Petter Reinholdtsen (2001, 2002, 2003, 2004, 2007, 2008, 2009, 2010, 2012,
2014), Daniel HeB (2007), Patrick Winnertz (2007), Knut Yrvin (2007), Ralf Gesellensetter (2007), Ronny
Aasen (2007), Morten Werner Forsbring (2007), Bjarne Nielsen (2007, 2008), Nigel Barker (2007), José L.
Redrejo Rodriguez (2007), John Bildoy (2007), Joakim Seeberg (2008), Jirgen Leibner (2009, 2010, 2011,
2012, 2014), Oded Naveh (2009), Philipp Hiibner (2009, 2010), Andreas Mundt (2010), Olivier Vitrat (2010,
2012), Vagrant Cascadian (2010), Mike Gabriel (2011), Justin B Rye (2012), David Prévot (2012), Wolfgang
Schweer (2012, 2013, 2014, 2015, 2016, 2017, 2018), Bernhard Hammes (2012) and Joe Hansen (2015) and
is released under the GPL2 or any later version. Enjoy!

If you add content to it, please only do so if you are the author. You need to release it under the
same conditions! Then add your name here and release it under the "GPL v2 or any later version” licence.

25 Translation copyright and authors

The Spanish translation is copyrighted by José L. Redrejo Rodriguez (2007), Rafael Rivas (2009, 2010, 2011,
2012, 2015) and Norman Garcia (2010, 2012, 2013) and is released under the GPL v2 or any later version.

The Bokmail translation is copyrighted by Petter Reinholdtsen (2007, 2012, 2014, 2015, 2016, 2017, 2018),
Havard Korsvoll (2007-2009), Tore Skogly (2008), Ole-Anders Andreassen (2010), Jan Roar Rgd (2010), Ole-
Erik Yrvin (2014, 2016, 2017), Ingrid Yrvin (2014, 2015, 2016, 2017), Hans Arthur Kielland Aanesen (2014),
Knut Yrvin (2014), FourFire Le'bard (2014), Stefan Mitchell-Lauridsen (2014), Ragnar Wislgff (2014) and
Allan Nordhgy (2018) and is released under the GPL v2 or any later version.

The German translation is copyrighted by Holger Levsen (2007), Patrick Winnertz (2007), Ralf Gesellenset-
ter (2007, 2009), Roland F. Teichert (2007, 2008, 2009), Jiirgen Leibner (2007, 2009, 2011, 2014), Ludger
Sicking (2008, 2010), Kai Hatje (2008), Kurt Gramlich (2009), Franziska Teichert (2009), Philipp Hiibner
(2009), Andreas Mundt (2009, 2010) and Wolfgang Schweer (2012, 2013, 2014, 2015, 2016, 2017, 2018) and
is released under the GPL v2 or any later version.

The Italian translation is copyrighted by Claudio Carboncini (2007, 2008, 2009, 2010, 2011, 2012, 2013,
2014, 2015, 2016, 2017, 2018) and Beatrice Torracca (2013, 2014) and is released under the GPL v2 or any
later version.

The French translation is copyrighted by Christophe Masson (2008), Olivier Vitrat (2010), Cédric Boutillier
(2012, 2013, 2014, 2015), Jean-Paul Guilloneau (2012), David Prévot (2012), Thomas Vincent (2012) and
the French 110n team (2009, 2010, 2012) and is released under the GPL v2 or any later version.

The Danish translation is copyrighted by Joe Hansen (2012, 2013, 2014, 2015, 2016) and is released under
the GPL v2 or any later version.

The Dutch translation is copyrighted by Frans Spiesschaert (2014, 2015, 2016, 2017, 2018) and is released
under the GPL v2 or any later version.

The Japanese translation is copyrighted by victory (2016, 2017) and is released under the GPL v2 or any
later version.

The Polish translation is copyrighted by Stanistaw Krukowski (2016, 2017) and is released under the GPL
v2 or any later version.

The Simplified Chinese translation is copyrighted by Ma Yong (2016, 2017, 2018), Boyuan Yang (2017)
and Roy Zhang (2017) and is released under the GPL v2 or any later version.

26 XASHIENE

Versions of this document translated into German, lItalian, French, Danish, Dutch, Norwegian Bokmal and
Japanese are available. Incomplete translations exist for Spanish, Polish and Simplified Chinese. There is an
online overview of shipped translations.

26.1 YNEIERIZA A
26.1.1 Translate using PO files

As in many free software projects, translations of this document are kept in PO files. More information about
the process can be found in /usr/share/doc/debian-edu-doc/README.debian-edu-stretch-manual-translations.
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27 APPENDIX A - THE GNU GENERAL PUBLIC ..

The Git repository (see below) contains this file too. Take a look there and at the language specific conventions
if you want to help translating this document.

ERRMIVENZMRFER Alioth B debian-edu MR G, WRIRAY Alioth FAF BRETFIREVA M
(9, BIEBRNYRIE ~/.ssh/config, RII—NEEERFIGNIXA:

Host git.debian.org
User <your-alioth-username>

Then check out the debian-edu-doc source using ssh access: git clone git+ssh://git.debian.org/git/debian-
If you only want to translate, you need to check out only a few files from Git (which can be done
anonymously). Please file a bug against the debian-edu-doc package and attach the PO file to the bugreport.
See instructions on how to submit bugs for more information.
You can check out the debian-edu-doc source anonymously with the following command (you need to
have the git package installed for this to work):

= git clone git://anonscm.debian.org/debian-edu/debian-edu-doc.git

Then edit the file documentation/debian-edu-stretch/debian-edu-stretch-manual.$CC.po (re-
placing $CC with your language code). There are many tools for translating available; we suggest using
lokalize.

Then you either commit the file directly to Git (if you have the rights to do so) or send the file to the
bugreport.

To update your local copy of the repository use the following command inside the debian-edu-doc
directory:

= git pull

Read /usr/share/doc/debian-edu-doc/README.debian-edu-stretch-manual-translations to find informa-
tion how to create a new PO file for your language if there isn't one yet, and how to update translations.

Please keep in mind that this manual is still under development, so don't translate any string which contains
" FIXME".

Basic information about Alioth (the host where our Git repository is located) and Git is available at
http://wiki.debian.org/Alioth/Git.

If you are new to Git, look at the Pro Git book; it has a chapter on the recording changes to the repository.
Also you might want to look at the gitk package that provides a GUI for Git.

26.1.2 Translate online using a web browser

Some language teams have decided to translate via Weblate. See https://hosted.weblate.org/projects/
debian-edu-documentation/debian-edu-stretch/ for more information.
Please report any problems.

27 Appendix A - The GNU General Public License

Note to translators: there is no need to translate the GPL license text.
Translations are available at https://www.gnu.org/licenses/old-licenses/gpl-2.0- ¢«
translations.html.

27.1 ¥tF Debian Edu 9+edul 5% Stretch FIFf

Copyright (C) 2007-2018 Holger Levsen < holger@layer-acht.org > and others, see the Copyright chapter for
the full list of copyright owners.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY: without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write
to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.
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27 APPENDIX A - THE GNU GENERAL PUBLIC .. 27.2 GNU GENERAL PUBLIC LICENSE

27.2 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA. Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

27.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MOD-
IFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program”, below, refers to
any such program or work, and a "work based on the Program” means either the Program or any derivative
work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim
or with modifications and/or translated into another language. (Hereinafter, translation is included without
limitation in the term "modification™) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running the Program is not restricted, and the output from the Program is covered only
if its contents constitute a work based on the Program (independent of having been made by running the
Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of
any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on
the Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

= a) You must cause the modified files to carry prominent notices stating that you changed the files and
the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived
from the Program or any part thereof, to be licensed as a whole at no charge to all third parties under
the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under these conditions, and telling
the user how to view a copy of this License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you distribute them as separate works.
But when you distribute the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works based
on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:
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27 APPENDIX A - THE GNU GENERAL PUBLIC .. 27.3 TERMS AND CONDITIONS FOR..

= a) Accompany it with the complete corresponding machine-readable source code, which must be dis-
tributed under the terms of Sections 1 and 2 above on a medium customarily used for software inter-
change; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable copy
of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source
code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any asso-
ciated interface definition files, plus the scripts used to control compilation and installation of the executable.
However, as a special exception, the source code distributed need not include anything that is normally dis-
tributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source
code, even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited by
law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work based
on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms
and conditions. You may not impose any further restrictions on the recipients’ exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance
of the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the
free software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.
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28 APPENDIX B - NO DEBIAN EDU LIVE..

9. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail
to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version”, you have the option of following the terms and conditions
either of that version or of any later version published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions
are different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PRO-
GRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST
OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

28 Appendix B - no Debian Edu Live CD/DVDs for Stretch yet

A\ Debian Edu Live CD/DVDs for Stretch are not available at the moment.

28.1 Features of the Standalone image
= XFCE desktop

= All packages from the Standalone profile

= All packages from the laptop task

28.2 Features of the Workstation image
= XFCE desktop
= All packages from the Workstation profile

= All packages from the laptop task

28.3 Activating translations and regional support

To activate a specific translation, boot using locale=11_CC.UTF-8 as a boot option, where II_CC.UTF-8
is the locale name you want. To activate a given keyboard layout, use the keyb=KB option where KB is the
desired keyboard layout. Here is a list of commonly used locale codes:
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29 APPENDIX C - FEATURES IN OLDER .. 28.4 Stuff to know

Language (Region) Locale value Keyboard layout
Norwegian Bokmal nb_NO.UTF-8 no

Norwegian Nynorsk nn_NO.UTF-8 no

German de_DE.UTF-8 de

French (France) fr_FR.UTF-8 fr

Greek (Greece) el_GR.UTF-8 el

Japanese ja_JP.UTF-8 jp

Northern Sami (Norway) se_NO no(smi)

A complete list of locale codes is available in /usr/share/i18n/SUPPORTED, but only the UTF-8 locales
are supported by the live images. Not all locales have translations installed, though. The keyboard layout
names can be found in /usr/share/keymaps/i386/.

28.4 Stuff to know

= The password for the user is "user”; root has no password set.

28.5 Known issues with the image

« A There are no images yet '

28.6 Download

The image would be (but currently isn't) available via FTP, HTTP or rsync from ftp.skolelinux.org under
cd-stretch-live/.

29 Appendix C - Features in older releases

29.1 New features for Debian Edu 8+edul Codename Jessie released 2016-07-02

= read the release announcement on www.debian.org: Debian Edu / Skolelinux Jessie —a complete Linux
solution for your school.

29.1.1 Installation changes

= New version of debian-installer from Debian Jessie, see installation manual for more details.

29.1.2 Software updates

= Everything which is new in Debian 8 Jessie, eg:

Linux kernel 3.16.x

Desktop environments KDE Plasma Workspace 4.11.13, GNOME 3.14, Xfce 4.10, LXDE 0.5.6

* new optional desktop environment: MATE 1.8
* KDE Plasma Workspace is installed by default; to choose one of the others see this manual.

the browsers lceweasel 31 ESR and Chromium 41
LibreOffice 4.3.3
Educational toolbox GCompris 14.12

— Music creator Rosegarden 14.02
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GOsa 2.7.4
LTSP 5.5.4

new boot framework: systemd. More information is available in the Debian systemd wiki page and
in thesystemd manual.

Debian Jessie includes about 42000 packages available for installation.

More information about Debian 8 Jessie is provided in the release notes and the installation manual.

29.1.3 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29
languages.

= Two manual translations have been completed: Dutch and Norwegian Bokmal.
= The Debian Edu Jessie Manual is fully translated to German, French, Italian, Danish, Dutch and Nor-
wegian Bokmal. A partly translated version exists for Spanish.
29.1.4 Other changes compared to the previous release

= squid: Shutdown and reboot of the main server takes longer than before due to a new default setting
shutdown_lifetime 30 seconds. As an example the delay could be set to 10 seconds by appending
the line shutdown_lifetime 10 seconds to /etc/squid3/squid.conf.

= ssh: The root user is no longer allowed to login via SSH with password. The old default PermitRootLogin
yes has been replaced with PermitRootLogin without-password, so ssh-keys will still work.

» slbackup-php: To be able to use the slbackup-php site (which uses root logins via ssh), PermitRootLogin
yes has to be set temporarily in /etc/ssh/sshd_config.

= sugar: As the Sugar desktop was removed from Debian Jessie, it is also not available in Debian Edu
jessie.

29.2 New features in Debian Edu 7.14+edu0 Codename Wheezy released 2013-09-
28

29.2.1 User visible changes

= Updated artwork and new Debian Edu / Skolelinux logo, visible during installation, in the login screen
and as desktop wallpaper.

29.2.2 Installation changes

= New version of debian-installer from Debian Wheezy, see installation manual for more details.

= The DVD image was dropped, instead we added a USB flash drive / Blu-ray disc image, which behaves
like the DVD image, but is too big to fit on a DVD.

29.2.3 Software updates
= Everything which is new in Debian Wheezy 7.1, eg:

Linux kernel 3.2.x

Desktop environments KDE "Plasma” 4.8.4, GNOME 3.4, Xfce 4.8.6, and LXDE 0.5.5 (KDE
"Plasma” is installed by default; to choose GNOME, Xfce or LXDE: see manual.)

Web browser Iceweasel 17 ESR
LibreOffice 3.5.4

LTSP 5.4.2

GOsa 2.7.4

CUPS print system 1.5.3
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Educational toolbox GCompris 12.01
Music creator Rosegarden 12.04

Image editor Gimp 2.8.2
— Virtual universe Celestia 1.6.1
— Virtual stargazer Stellarium 0.11.3

Scratch visual programming environment 1.4.0.6
— New version of debian-installer from Debian Wheezy, see installation manual for more details.

Debian Wheezy includes about 37000 packages available for installation.

More information about Debian Wheezy 7.1 is provided in the release notes and the installation
manual.

29.2.4 Documentation and translation updates

Translation updates for the templates used in the installer. These templates are now available in 29
languages.

The Debian Edu Wheezy Manual is fully translated to German, French, Italian and Danish. Partly
translated versions exist for Norwegian Bokmal and Spanish.

29.2.5 LDAP related changes

Slight changes to some objects and acls to have more types to choose from when adding systems in
GOsa. Now systems can be of type server, workstation, printer, terminal or netdevice.

29.2.6 Other changes

New Xfce desktop task.
LTSP diskless workstations run without any configuration.

On the dedicated client network of LTSP servers (default 192.168.0.0/24), machines run by default as
diskless workstations if they are powerful enough.

GOsa gui: Now some options that seemed to be available, but are non functional, are greyed out (or
are not clickable). Some tabs are completely hidden to the end user, others even to the GOsa admin.

29.2.7 Known issues

29.3

Using KDE "Plasma” on standalone and roaming workstations, at least Konqueror, Chromium and Step
sometimes fail to work out-of-the box when the machines are used outside the backbone network, proxy
use is required to use the other network but no wpad.dat information is found. Workaround: Use
Iceweasel or configure the proxy manually.

IBARAERIAHEER

The following Debian Edu releases were made further in the past:

A

Debian Edu 6.0.74r1 {$S"Squeeze”, &%F 2013-03-03,

Debian Edu 6.0.4+r0 fXS"Squeeze”, &#TF 2012-03-11,

Debian Edu 5.0.6+edul XS Lenny”, &% F 2010-10-05,

Debian Edu 5.0.4+edu0 f$S"Lenny”, &#HF 2010-02-08,

Debian Edu "3.0r1 Terra”, &#%TF 2007-12-05,

Debian Edu "3.0r0 Terra” &#TF 2007-07-22, EF %% F 2007-04-08 # Debian 4.0 Etch,
Debian Edu 2.0, &#F 2006-03-14, &F 2005-06-06 & 7HHY Debian 3.1 Sarge,

Debian Edu "1.0 Venus” &#5F 2004-06-20, ETF 2002-07-19 % HY Debian 3.0 Woody,

complete and detailed overview about older releases is contained in Appendix C of the Jessie manual;

or see the related release manuals on the release manuals page.
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29.3.1 XTIHRITHRFHNESER

FIHRITHRAEXEZFEEFATE http://developer.skolelinux.no/info/cdbygging/news.html
%2,

79


http://developer.skolelinux.no/info/cdbygging/news.html

	对于 Debian Edu 9+edu0 别名 Stretch 的手册 
	关于 Debian Edu 和 Skolelinux 
	部分历史及为何使用两个名称 

	结构 
	网络 
	缺省网络设置 
	主服务器 (tjener) 
	运行在主服务器上的服务 
	LTSP 服务器 
	瘦客户端 
	无盘工作站 
	网络客户端 

	管理 
	安装 
	文件系统存取配置 


	需求 
	硬件需求 
	所知工作的硬件 

	网络设置需求 
	缺省设置 
	互联网路由 

	安装和下载选项 
	在哪里找到另外的信息 
	下载 Debian Edu 9+edu0 代号 Stretch 的安装媒体 
	i386，amd64 的网络安装 CD 镜像 
	i386 和 amd64 的 USB 驱动器 ISO 镜像 
	源代码 

	以邮件请求 CD / DVD 
	安装 Debian Edu 
	安装类型和选项 
	安装过程 
	一些典型的注释 
	安装使用 USB 闪存驱动器来取代 CD / 蓝光光盘 
	通过网络安装 (PXE) 并引导无盘客户端 
	定制镜像 

	屏幕快照观览 

	起步 
	起步的最低步骤 
	运行在主服务器上的服务 

	GOsa² 简介 
	GOsa² 登录和概览 

	使用 GOsa² 管理用户 
	添加用户 
	搜索，修改和删除用户 
	设置密码 
	提高的用户管理 

	用 GOsa² 管理用户组 
	命令行上的组管理 

	用 GOsa² 管理机器 
	搜索和删除机器 
	修改现有机器/网络组管理 


	打印机管理 
	时钟同步 
	扩展占满的分区 
	维护 
	更新软件 
	保留你自己的安全更新相关信息 

	备份管理 
	服务器监视 
	Munin 
	Icinga 
	Sitesummary 

	更多有关 Debian Edu 定制的信息 

	升级 
	升级的一般说明 
	从 Debian Edu Jessie 升级 
	升级主服务器 
	升级工作站 
	升级 LTSP chroot（默认架构 i386） 
	重建 LTSP chroot 

	从较旧的 Debian Edu / Skolelinux 安装（Jessie 之前）升级 

	HowTo 
	一般管理 HowTo 
	配置的历史：使用 git 版本控制系统跟踪 /etc/ 
	用法示例 

	调整分区大小 
	逻辑卷管理 

	在主服务器上安装图形环境来使用 GOsa² 
	使用 ldapvi 
	JXplorer，一个 LDAP 图形用户界面 
	ldap-createuser-krb，一个命令行工具 
	使用 stable-updates 
	使用 backports 安装较新的软件 
	用 CD 或类似的映像升级 
	自动清理剩余的进程 
	安全升级的自动安装 
	夜间自动关机 
	如何设置夜间关机 

	访问处于防火墙背后的 Debian-Edu 服务器 
	为从主服务器分散负载而安装额外的服务机器 
	源自 wiki.debian.org 的 HowTo 文档 

	如何进行高级管理 
	User Customisations with GOsa² 
	Create Users in Year Groups 

	Other User Customisations 
	Creating folders in the home directories of all users 
	Easy access to USB drives and CD-ROMs/DVDs 

	Use a dedicated storage server 
	Restrict ssh login access 
	Setup without LTSP clients 
	Setup with LTSP clients 
	A note for more complex setups 


	HowTos for the desktop 
	Using KDE Plasma, GNOME, LXDE, Xfce and/or MATE together 
	Flash 
	Playing DVDs 
	Handwriting fonts 

	HowTos for networked clients 
	Introduction to thin clients and diskless workstations 
	LTSP client type selection 

	Configuring the PXE menu 
	Configuring the PXE installation 
	Adding a custom repository for PXE installations 
	Changing the PXE menu on a combined (main and LTSP) server 
	Separate main and LTSP server 
	Use a different LTSP client network 

	Changing network settings 
	LTSP in detail 
	LTSP client configuration in LDAP (and lts.conf) 
	Force all thin clients to use LXDE as default desktop environment 
	Load-balancing LTSP servers 
	Sound with LTSP clients 
	Use printers attached to LTSP clients 
	Upgrading the LTSP environment 
	Slow login and security 

	Connecting Windows machines to the network / Windows integration 
	Joining a domain 
	XP home 
	Managing roaming profiles 
	Redirecting profile directories 
	Avoiding roaming profiles 

	Remote Desktop 
	Remote Desktop Service 
	Available Remote Desktop clients 


	Samba in Debian Edu 
	Getting Started 
	Accessing files via Samba 

	Domain Membership 
	Windows hostname 
	Joining the SKOLELINUX Domain with Windows XP 
	Joining the SKOLELINUX Domain with Windows Vista/7 

	First Domain Logon 

	HowTos for teaching and learning 
	Teaching Programming 
	Monitoring pupils 
	Restricting pupils' network access 
	源自 wiki.debian.org 的 HowTo 文档 

	HowTos for users 
	修改密码 
	Java 
	运行独立 Java 应用程序 
	Running Java applications in the web browser 

	使用电子邮件 
	Thunderbird 
	Obtaining a Kerberos ticket to read email on diskless workstations 

	Volume control 

	Contribute 
	Let us know you exist 
	Contribute locally 
	Contribute globally 
	Documentation writers and translators 

	Support 
	Volunteer based support 
	in English 
	in Norwegian 
	in German 
	in French 

	Professional support 

	New features in Debian Edu Stretch 
	New features for Debian Edu 9+edu0 Codename Stretch 
	Known issues 
	Installation changes 
	Software updates 
	Documentation and translation updates 
	Other changes compared to the previous release 


	Copyright and authors 
	Translation copyright and authors 
	文档的翻译 
	如何翻译本文档 
	Translate using PO files 
	Translate online using a web browser 


	Appendix A - The GNU General Public License 
	对于 Debian Edu 9+edu0 别名 Stretch 的手册 
	GNU GENERAL PUBLIC LICENSE 
	TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION 

	Appendix B - no Debian Edu Live CD/DVDs for Stretch yet 
	Features of the Standalone image 
	Features of the Workstation image 
	Activating translations and regional support 
	Stuff to know 
	Known issues with the image 
	Download 

	Appendix C - Features in older releases 
	New features for Debian Edu 8+edu0 Codename Jessie released 2016-07-02 
	Installation changes 
	Software updates 
	Documentation and translation updates 
	Other changes compared to the previous release 

	New features in Debian Edu 7.1+edu0 Codename Wheezy released 2013-09-28 
	User visible changes 
	Installation changes 
	Software updates 
	Documentation and translation updates 
	LDAP related changes 
	Other changes 
	Known issues 

	旧版本的历史信息 
	关于旧发行版本的更多信息 



