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AFMEXT Debian Edu Buster 104+-edu0 &1ThRZAS,

£ http://wiki.debian.org/DebianEdu/Documentation/Buster FHIRAR—MEE, HENE
EH,

£1% & debian-edu-doc MBI D AT URRAEHLEMARS 2R £, HAT £4 kS,

2 X<7F Debian Edu #0 Skolelinux

Debian Edu JF#F Skolelinux & —N&ETF Debian B Linux 2RI — N AEEBNE REEENERW
RINER,

The chapters about hardware and network requirements and about the architecture contain basic environ-
ment details.

After installation of a main server all services needed for a school network are set up and the system is
ready to be used. Only users and machines need to be added via GOsa?, a comfortable Web-Ul, or any other
LDAP editor. A netbooting environment using PXE has also been prepared, so after initial installation of the
main server from CD, Blu-ray disc or USB flash drive all other machines can be installed via the network, this
includes "roaming workstations” (ones that can be taken away from the school network, usually laptops or
netbooks) as well as PXE booting for diskless machines like traditional thin clients.

Several educational applications like GeoGebra, GCompris, Kalzium, KGeography, GNU Solfege and Scratch
are included in the default desktop setup, which can be extended easily and almost endlessly via the Debian
universe.

2.1 #HRHERAEERTANBF

Skolelinux 2H Debian Edu B GI{ERY— Linux &£fhR. {EJ9 Debian IEZ,FINHE Debian Pure Blends
b-ZiR

Skolelinux 2R HAEEANTLEEFKRMLEIFER Debian A FHRIERNTE,

Skolelinux B 2001 & 7 A 2 HEhFMEMALIERR Raphaél Hertzog 7E/AEF 18T Debian-
Edu, EZ 2003 FRAMEERA—IK, MAERTHERBIR, "Skole” # (Debian-)"Education” FEIXLESE
EHRIER AN FISRIEEE.

EVEMRNEZERBEARERIES 6-16 TFiSHE, WEXNRAEHR LMN—LEREAR, K
SHLREWE, AYE, EEFEE,

3 4K
STRSHIIXER S AR Skolelinux TEEFT R HE#I 4L SR RIFIARSS,
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The figure is a sketch of the assumed network topology. The default setup of a Skolelinux network assumes
that there is one (and only one) main server, while allowing the inclusion of both normal workstations and
LTSP servers (with associated thin clients and/or diskless workstations). The number of workstations can be
as large or small as you want (starting from none to a lot). The same goes for the LTSP servers, each of
which is on a separate network so that the traffic between the clients and the LTSP server doesn't affect the
rest of the network services. LTSP is explained in detail in the related HowTo chapter.

EEBNERMEPREE MRS BNERZ MRS ERM DHCP, RMEE—MEFReE—E
B|ELF, EEBNERSF[OEMYBIBRSMZRSES VIS LALE, FE/EEH DNS EE&E, RAR
it DNS 322 IEMAITHTEN.

In order to simplify the standard setup of Skolelinux, the Internet connection runs over a separate router,

also called gateway. See the Internet router chapter for details how to set up such a gateway if it is not possible
to configure an existing one as needed.

3.1.1 REMKZIRE

DHCP on the main server serves the 10.0.0.0/8 network, providing a PXE boot menu where you can choose
whether to install a new server/workstation, boot a thin client or a diskless workstation, run memtest, or boot
from the local hard disk.

This is designed to be modified; for details, see the related HowTo chapter.

DHCP on the LTSP servers only serves a dedicated network on the second interface (192.168.0.0/24 and

192.168.1.0/24 are preconfigured options) and should seldom need to be changed.
£ LDAP HEr2 BB FNEEE.

3.1.2 FEBRFB2E (tjener)

— Skolelinux MEFE—NERS I (WHRF tiener” ZMELE “RB[" HEE) i‘ﬁf‘ﬁﬁ%é IP iﬂliﬂ:
7910.0.2.2 FHAIEFERSZJ[/EE X (profile) MER, FRT EARSS 2R profile ZIMEEE (BRMKE ) iE
BFALER LTSP RS [/ TARILECE S (profile),
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3.1.3 BITEERS B[ LHIRS

With the exception of the control of the thin clients, all services are initially set up on one central computer
(the main server). For performance reasons, the LTSP server(s) should be separate (though it is possible to
install both the Main Server and LTSP Server profiles on the same machine). All services are allocated a
dedicated DNS-name and are offered exclusively over IPv4. The allocated DNS name makes it easy to move
individual services from the main server to a different machine, by simply stopping the service on the main
server, and changing the DNS configuration to point to the new location of the service (which should be set
up on that machine first, of course).

BT M LEE AR RZ encrypted RIEFTEZEELT S, IHESEEREEREIZTENXXRELTMNELIEX,

BATFRTE Skolelinux MLEHRERE IR ERIARS REEZ—RSHI DNS BIFRIFIR, WBEFIGEMBEENX
TR (TR ) XEKFRSTRZTFRATHEENNE (RENEBCH DNS 5) HEE
IFT{ERRRY 1P Hbtik,

iFEEIES

AR5 1R TR DNS 5 &%
FREE rsyslog syslog

| HERS DNS (BIND) domain
IEHSEEIZESS DHCP bootps
NET NTP ntp
B MEXHFRFEHERR SMB / NFS homes
B R IMAP (Dovecot) postoffice
EE3ES OpenLDAP Idap
FAFEE GOsa? -
Web AR%5 28 Apache/PHP www
FRER sl-backup, slbackup-php backup
Web £7F Proxy (Squid) webcache
FTED CUPS ipp
TRMIEE R OpenSSH ssh
BoiicE CFEngine cfengine
(&T)LTSP IR LTSP Itsp
MZERIZ E RS ER NBD

| IERIRRE EMAZEAARSS,
#1 Web EBY Status 5[A%E, Munin, Icinga I Sitesummary | sitesummary
B FEMF IR SR

BIAPHNAXXGREFEMINNERRTD, HRSZH[MISE, EBXRAIMRENSEEN, LSFAF
et 1ER BBV EE M ] LAFEVEREI X 4, NeJFRIF R FRIARS 28, BT NFS 89 Unix B iR, SMB
#J Windows # Macintosh & Fimig £ FEGERK,

By default email is set up for local delivery (i.e. within the school) only, though email delivery to the wider
Internet may be set up if the school has a permanent Internet connection. Clients are set up to deliver mail
to the server (using 'smarthost’), and users can access their personal mail through IMAP.
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FTBERSEAR —NAFBMBETUHEAN, FETRRAPHIEENRIERZN,

R web fCIRFEARL (Squid) IMEXEHEZE LM ER AL, T RIRAINE L — RS H
EBRBIHY web i85 T EAM 3] AY#=H,

Network configuration on the clients is done automatically using DHCP. All types of clients can be con-
nected to the private 10.0.0.0/8 subnet and will get according IP addresses; LTSP clients should be connected
to the corresponding LTSP server via the separate subnet 192.168.0.0/24 (this is to ensure that the network
traffic of the LTSP clients doesn’t interfere with the rest of the network services).

FRAGERFABINRLAZAEERIRZEMRE. HERSIREN HERMNANEEIRIER,

ERERY DNS BRS52BEXNAM BRI (*.intern) 18, EZIKIERY ( “SMERAY” ) DNS FHETAKIRE, Z
DNS AR5 28 A E ML ERIFRENEER] AR ELF I E DNS AR MIRE(F H4ETF DNS RSB 85

FEMBIDEREN LML, 1% web IRFZIJ/BHIANERFIVER, HXERFIBEFREE) AT
H, 157 web BRFBZEREEERS R —MILHE, MAFBERENDEIFEBIRINIIL,

BXRAPMYRNERFTAE—APRAUERER, ILEENS CRRBITENIUBNER, #E
FRERKRSFENIRE, ZBREERF, BFPE, 188, URVSRENER, NEEXHA, titsIR
ZEBEEEAEMmERAFES, VREVATRIGERS R FEMRMGS REM= B ERMELE,

BRBAMAFPHEIRGEEZEN web, FIREBHMERIIRAE, 7E Skolelinux FILBM web XBTZEH RIFITIF,
RRZIRNANAFPAFPAEREEEERAIEES,

AT ESG NFS FEAMER, MEZRERHMARRCIE, RIS ARV RFZE S, Skolelinux Ak
FRRE R A LEZET [E] X (NTP) AkZ28093KI, FMBE TFUMEFRIRESKRSERTS., RSBE
CIETEERME NTP Lt EEELS BRI, BALLRIEREAMEHE AT E,

FTENVUE T &R, R EREDEW, B EERRSEE, TIFAINEL LTSP BkSE8. FTENVIRGER
BIF BRRAY A P IR BB AT B RI= M X145 B FTENL AY{3E AR PRERMA (£ A=l R 2,

3.1.4 LTSP AR%28

A Skolelinux network can have many LTSP servers (which we called "thin client servers” in releases before
Stretch), which are installed by selecting the LTSP Server profile.
LTSP RSB IRERWRBEEZ IR LFLMWES, AREXLERIFRASTERE.,

Please note:

= Thin clients are using the programs installed on the server.
= Diskless workstations are using the programs installed in the server's LTSP chroot.

= For LTSP clients a more lightweight desktop environment should be used; this can be set at installation
time, see the Installation chapter for details.

= The client root filesystem is provided using NBD (Network Block Device). After each modification to
the LTSP chroot the related NBD image has to be re-generated; run 1tsp-update-image on the LTSP
server.

3.1.5 EEPFIF

A thin client setup enables ordinary PCs to function as (X-)terminals. This means that the machine boots
directly from the server using PXE without using the local client hard drive. The thin client setup used is that
of the Linux Terminal Server Project (LTSP).

Thin clients are a good way to make use of older, weaker machines as they effectively run all programs
on the LTSP server. This works as follows: the service uses DHCP and TFTP to connect to the network
and boot from the network. Next, the file system is mounted from the LTSP server using NBD, and finally
the X Window System is started. The display manager (LDM) connects to the LTSP server via SSH with
X-forwarding. This way all data is encrypted on the network.

3.1.6 ELETI{Fib

N LT FuhiR{E ARG %R "stateless workstations”, "lowfat clients” B3 "half-thick clients”, 37T &
S DA E B Jo " diskless workstations”,
ZETFBRENATEN LT EREMEEEAMEZRIZER A, XEXREF IRV EEEMNERES
ERRIERIRRNEE 5| EMBI TR S B R REARMIERKAE L,
TEIFRUSERFIn—H#IREIFMABRNEARIB (BEE8EN ) MEEHIINRESE. ERS3EE
FEEMEFrREMAZTZECEFinAiN TR RYG. TERNRARITEHNRFERSSE L.
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3.1.7 WMEEFim

FEXAF M P ERKIAE networked dlients” 338 REE P s ERTEN, EGET Mac 05 B
Windows BY1HE#1,

3.2 EiE

All the Linux machines that are installed with the Skolelinux installer will be administrable from a central
computer, most likely the server. It will be possible to log in to all machines via SSH (by default, root is not
allowed to log in with password), and thereby have full access to the machines.

PRIERFERREBE LDAP BRH, AFPKSHEIRBXMUEE, BTEFRNAFPRIL

321 &R
MEBMNEENTRFEREFESR: MBELEK (CD) MS5H USB (ATF, MERRBEEFRIBAM USB #%

51%.

7R —BREMEMRRIRIRIA L RARSS 28, MAMLES| SEME LR REME iR,

NRMBLRIBBELKNHRFZ 0 TEAM,

BRTREMNIES (MPEMEE/RIE, Nynorsk, Sami) FINBERENH (MRS, TIEuL, LTSP
ARs388, - ) 24, REAREZEMEE. REEMEENSEERNRE, MERAERINAH
DI EEIRE R,

3.2.2 XHRFFNEE

B Skolelinux FAFIKSEX GRS B[ LPEBEAXGERAN—37. XE5H (EBR) 82AFME
B, BFXXEFME, —EXESWIRBENRE LEMAFIZE, —L2REERMNEESMARNE, M
—LERRZ AP Z NS F AR AISEEL,

RIEAFBERSIHZEREANMBHEEELTRPRILNBHFAEITENHE—GR, SIIRIUBEER
/skole/host/directory/ #iiE#H., &¥), EXHIRS R LEEMNRE —1MBR, /skole/tjener/home0/,
FrEMAFPKSENRECIE, EEEREIFFMNAFPESIFHINAFEERNE 2098 REEEIR eI,

ERE UNIX IFRfRA TREBHREFRXG, AREEMMNEIHEA (0" students” ) M1 E 2
ENMAERE, MRAFBEEZHM umask RITELEAINPRIN (002 3% 007 ), MINRIVETE setgid B RIRIE
XA RIERRRIEMESE, WRBAEMAZEHZEENH,

B ENVIBERIRER — N Ao, Debian FRE umask & 022 (FBERARIFLEINPE T
described above ), T Debian Edu fETRE 022 - SMEIBRMXXEN FRBEMABTIZNGR, A8=IUHEEH
BRMA P 1T RIER, XPTLAERERE (4R3E /etc/pam.d/common-session ) /3 007 Y umask - SHEE
BELEIZANPR, FIEMATMNERMVEMAFITH, XE—MEIORHFMIRHER, HERAKFEIEHA, M
FEINRERBRTAEEZHREERRBHINGE, E—PMARNOEAZAFPRNERMMEINZIHNEINAE
HittAFBIARINE. il EEEEMAFRNE RLUBREHARNMINNXXYE, E-NHEE
BENRIBRLHNEESHIEMATAIENE, BENRMMIIAEANREEMEANTSENEEEE
HthBE N AR BRFITIREF (BEANEESRIN ),

4 FEXK

XRI&E Skolelinux ARIIARAEZ, ERfMHERE—SBERNEANMNATEN £, EATFSZRKIE
ERIDBVBAEFR, XNRIEEGIETNEIHBYE, RZFBNEFiEVSEMRADARMNEER,

11 BHER

A[E profile BYEBIFE network architecture EHRERE,

A iNRIRIER LTSP, BEE LTSP BAER wiki T1E,

» 51T Debian Edu / Skolelinux BJITTEH M IBERZ 32 i ( Debian Z243'i386", &=FkIB#Sz+FHV4LIE
282 686 %) B(F 64 il ( Debian Z24J'amd64’ ) x86 RLIESE,

= At least 12 GiB RAM for 30 thin clients and 20 GiB RAM for 50-60 thin clients are recommended for
the main and LTSP server profiles.

» EERPIREESNE 256 MiB RAM THEE 400 MHz B9 IEEE, (BIEERAE 2 RAM FIEREVALIE
%EO



https://wiki.debian.org/LTSP/Ltsp%20Hardware%20Requirements

5 MBIREFNK 4.2 PRI TAERIRE(F

- 7 LTSP BEFiRMLE ERIZRER BN ; RIRXKNE 512 MiB, MUIRIFFEEE KRATLAE
1T 4R4E tiener FRS585 EMY /etc/1tsp/nbdswapd. conf & E SIZE TILEFRIFE,

- MRMFHEZTIFILBERINR, BIERTIMFRLEMERZIRRADIIRIREK,

= For workstations, diskless workstations and standalone systems, 1500 MHz and 1024 MiB RAM are the
absolute minimum requirements. For running modern webbrowsers and LibreOffice at least 2048 MiB
RAM is recommended.

- BVREFHNTEEINRRZIRE B K/NMBIFE LibreOffice HEREMELE, MRXEELR
SR UHAREERERARERE,

» RITERERINEEZ B FREURTATREL profile:
— combined main server + LTSP server: 70 GiB (plus additional space for user accounts).
- LTSP BR3588: 50 GiB,
— TFUEsRIIZR 4 30 GiB,
= LTSP BRS3BREMEMERE MERMNFEZH MM :
— eth0 EHZIEM (10.0.0.0/8),
— ethl AT LTSP EFIHHIARS (192.168.0.0/24 EJ0ERE ), 1B others are possible.

= ZiLREMEFBHNNIFY, BLE18RIFH—HHER,

4.2 Fr0 TYERVREM

£ http://wiki.debian.org/DebianEdu/Hardware/ E—MEHFMIXTIR, XNIIRIEATE -
http://wiki.debian.org/InstallingDebianOn @ — MNE{FINEIE—LEREHF LLR, BBEME
FA Debian XHHRI—MER, iERTEEMAXEMEM S FHWEGIFEMEENENRAEFRIRERS
&h,
— AMAFER] Debian Tz HIRVEHEIBEETE LT http: //kmuto. jp/debian/hcl/,

5 MFBIREFK
5.1 REIRE
L4 5 TR RO B ZRADEY , XL
- FEEMEREMSR, tener,
- (FEEM LA EE T,
- EEMEFANENS LTSP RSHE; A 9 FHFMELE LDAP FFISEEER (DNS, DHCP), iE

BERINEZS,
= AE— LTSP RSB B{MLL LRIE L BMEE Fintl /s L2 TIF,
= AJLAE EERNEMYEZEFRRE IP HilkRSE,
= ATLRIERMEEE—NEH/MX (S8 TH ).

5.2 EHXMIRH

BRE /X, TEIMERREOERE G B HE ML RS 255.0.0.0 &Y IP ik 10.0.0.1 BIAEREOIETT, TE
ERZ TR,

IRAIEANIEIT DHCP fR$28, EFILAIEIT DNS IREZ 2, EXEFREENMEBAEMWER,

ELERERELIREZTEHTEREE (AHTHARERRTF ) BERT, tIRERAIRZ Debian Edu
‘BN ERE, WEEHENMMEIEONRRTEESTHRMX,

TRZE:

» 1% /etc/network/interfaces X4,



http://wiki.debian.org/DebianEdu/Hardware/
http://wiki.debian.org/InstallingDebianOn
http://kmuto.jp/debian/hcl/

6 TRITHIEMN

BENBEKAIEL S “gateway”,
= 7910.0.0.0/8 MBEFA IP #&F NAT,
ERENED, Ee] AL R AGE /SR EEH T A,

#!/bin/sh

# Turn a system with profile 'Minimal' into a gateway/firewall.
#

sed -i 's/auto ethO/auto ethO ethl/' /etc/network/interfaces
sed -i '/ethl/ s/dhcp/static/' /etc/mnetwork/interfaces

echo 'address 10.0.0.1' >> /etc/metwork/interfaces

echo 'nmetmask 255.0.0.0' >> /etc/network/interfaces

hostname -b gateway

hostname > /etc/hostname

service networking stop

service networking start

sed -i 's#NAT=#NAT="10.0.0.0/8"#' /etc/default/enable-nat
service enable-nat restart

# You might want a firewall (shorewall or ufw) and traffic shaping.
#apt update

#apt install shorewall

# or

#apt install ufw

#apt install wondershaper

In case you are looking for a complete router firewall solution capable of running on an old PC, we
recommend [PCop or floppyfw.

If you need something for an embedded router or accesspoint we recommend using OpenWRT, though of
course you can also use the original firmware. Using the original firmware is easier; using OpenWRT gives you
more choices and control. Check the OpenWRT webpages for a list of supported hardware.

BEBERARIIMLLZIZE (=& documented procedure Fiftl ), {BINRIREARA—MEEFINBZERM AN
i%ﬁ%fﬁ& AT IR AB A M BB EFF S IRSH LB LM,

6 ZHIRMTEHEIN
6.1 TEMEHEIZINIER

We recommend that you read or at least take a look at the release notes for Debian Buster before you start
installing a system for production use. There is more information about the Debian Buster release available
in its installation manual.

Please give Debian Edu/Skolelinux a try, it should just work.

It is recommended, though, to read the chapters about hardware and network requirements and about the
architecture before starting to install a main server.
£\ Be sure to also read the getting started chapter of this manual, as it explains how to log in for the first
time.

6.2 Download the installation media for Debian Edu 104+edu0 Codename Buster
6.2.1 netinstall CD images for amd64 or i386

A These images are still under development - check https://wiki.debian.org/DebianEdu/Status/
Buster

The netinstall CD, which also can be used for installation from USB flash drives, is suitable to install amd64
or i386 machines. As the name implies, internet access is required for the installation. They are available via

= debian-edu-testing-amd64-netinst.iso

— rsync -v --progress cdimage.debian.org::cdimage/weekly-builds/amd64/iso-cd/debian-edu-tes
debian-edu-testing-amd64-netinst.iso



http://www.ipcop.org
http://www.zelow.no/floppyfw
http://openwrt.org
http://wiki.openwrt.org/toh/start
http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
http://www.debian.org/releases/buster/releasenotes
http://www.debian.org/releases/buster/installmanual
https://wiki.debian.org/DebianEdu/Status/Buster
https://wiki.debian.org/DebianEdu/Status/Buster
http://get.debian.org/cdimage/weekly-builds/amd64/iso-cd/debian-edu-testing-amd64-netinst.iso
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= debian-edu-testing-i386-netinst.iso

— rsync -v --progress cdimage.debian.org: :cdimage/weekly-builds/i386/iso-cd/debian-edu-test
debian-edu-testing-i386-netinst.iso

A These images are still under development - check https://wiki.debian.org/DebianEdu/Status/
Buster

6.2.2 386 1 amd64 7 USB X528 ISO H1%

The multi-architecture ISO image is 5.5 GiB large and can be used for installation of amd64 and i386 machines,
also without access to the Internet. Like the netinstall image it can be installed on USB flash drives or disk
media of sufficient size. Like the others it can be downloaded over HTTP or rsync via:

A This image does not yet work, see https://wiki.debian.org/DebianEdu/Status/Buster

6.2.3 JRICHE
RS RIAMIEE AL ER) Debian BERTS.

6.3 UCAERFiEXK CD / DVD

For those without a fast Internet connection, we can offer a CD or DVD sent for the cost of the CD or DVD
and shipping. Just send an email to cd@skolelinux.no and we will discuss the payment details (for shipping

and media). & iBEEREIRFE CD 5% DVD HIEBFHR4H B &bk,

6.4 %% Debian Edu

When you do a Debian Edu installation, you have a few options to choose from. Don't be afraid; there aren't
many. We have done a good job of hiding the complexity of Debian during the installation and beyond.
However, Debian Edu is Debian, and if you want there are more than 52,000 packages to choose from and a
billion configuration options. For the majority of our users, our defaults should be fine. Please note: if LTSP
is intended to be used, choose a lightweight desktop environment.

6.4.1 Main server installation scenarios

A. Typical school or home network with Internet access through a router providing DHCP:

= Installation of a main server is possible, but after reboot there will be no internet access (due to
primary network interface IP 10.0.2.2/8).

= See the Internet router chapter for details how to set up a gateway if it is not possible to configure
an existing one as needed.

= Connect all components like shown in the architecture chapter.
= The main server should have Internet connection once bootet the first time in the correct environ-
ment.

B. Typical school or institution network, similar to the one above, but with proxy use required.

= Add 'debian-edu-expert’ to the kernel command line; see further below for details how this is done.

= Some additional questions must be answered, the proxy server related one included.
C. Network with router/gateway IP 10.0.0.1/8 (which does not provide a DHCP server) and Internet access:
= As soon as the automatic network configuration fails (due to missing DHCP), choose manual

network configuration.

— Enter 10.0.2.2/8 as host IP
— Enter 10.0.0.1 as gateway IP
— Enter 8.8.8.8 as nameserver IP unless you know better



http://get.debian.org/cdimage/weekly-builds/i386/iso-cd/debian-edu-testing-i386-netinst.iso
https://wiki.debian.org/DebianEdu/Status/Buster
https://wiki.debian.org/DebianEdu/Status/Buster
https://wiki.debian.org/DebianEdu/Status/Buster
mailto:cd@skolelinux.no
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= The main server should just work after the first boot.
D. Offline (no Internet connection):

= Use the USB ISO image.
= Make sure all (real/virtual) network cables are unplugged.

= Choose 'Do not configure the network at this time' (after DHCP failed to configure the network
and you pressed 'Continue’).

= Update the system once bootet the first time in the correct environment with Internet access.

6.4.2 Desktop choice

= KDE and GNOME both have good language support, but too big a footprint for both older computers
and for LTSP clients.

= MATE is lighter than the two above, but is missing good language support for several countries.
= LXDE has the smallest footprint and supports 35 languages.

= Xfce has a slightly bigger footprint than LXDE but a very good language support (106 languages).

Debian Edu as an international project has chosen to use Xfce as the default desktop; see below how to
set a different one.

6.4.3 Modular installation

= When installing a system with profile Workstation included, a lot of education related programs are
installed. To install only the basic profile, remove the desktop=xxxx kernel command line param before
starting the installation; see further below for details how this is done. This allows one to install a site
specific system and could be used to speed up test installations.

= Please note: If you want to install a desktop afterwards, don't use the Debian Edu meta-packages like
e.g. education-desktop-mate because these would pull in all education related programs; rather install
e.g. task-mate-desktop instead.

= For details about Debian Edu meta-packages, see the Debian Edu packages overview page.

6.4.4 TRIEBFNEIN

£ 64 (FEH EMRRIEFSISHKER
{{attachment:01-Installer_64bit_boot_menu.pdf}}
Graphical install £ F3Ef, R E L RIEF MR ] AER BT,
EAXAENLTR,
FHFMED > 4FFE S IFMETRERNFHRE,
32 (IMNRFIRD > IFE 64 IRVREH Li##1T 32 UMLE,
Help £ FFIERNTREFN—LRT; SEUTHRERRE,
{{attachment:01a-Installer_64bit_advanced_options.pdf}}
Back.. IREIZIFHE,
Graphical expert install EEFARNPLE FiLRIFAERYIOE, i&HRR.
Graphical rescue mode 1EIXNLRN RN ZSESHIBIEE,
Graphical automated install £E preseed X4,
Expert install £5F[0)#E X AR B RY (o) &,
Rescue mode XA ; ILXNERNFMAEESHRIEE,
Automated install XAIED; FEME G,
£ 32 (B EMRRIEFR5ISXRE
{{attachment:01b-Installer_32bit_boot_menu.pdf}}
5 64 (IREMFAVIRBAZEL,
Help screen
{{attachment:0lc-Installer_help.pdf}}
BIFERECIHIAFERERE LM <F>-RRFESHABFRPIIAT,

Add or change boot parameters for installations



https://packages.debian.org/stable/education-desktop-mate
https://packages.debian.org/stable/task-mate-desktop
https://blends.debian.org/edu/tasks/
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In both cases, boot options can be edited by pressing the TAB key in the boot menu; the screenshot shows
the command line for Graphical install.
{{attachment:BD_command_line.pdf}}

= You can use an existing HTTP proxy service on the network to speed up the installation of the main
server profile from CD. Add e.g. mirror/http/proxy=http://10.0.2.2:3128/ as an additional boot
parameter.

» MIRFE—EBNBLEEBLRIFERSEE profile, FEMNTRABIT PXE 5T, MXIFED)
EREMRSRNIE,

= To install the GNOME desktop instead of the default Xfce desktop, replace xfce with gnome in the
desktop=xfce parameter.

= To install the LXDE desktop instead, use desktop=1xde.
= To install the KDE Plasma desktop instead, use desktop=kde.

» M AEIER MATE £H, {FA desktop=mate,

6.45 HTRIUTE

Remember the system requirements and make sure you have at least two network cards (NICs) if you plan on
setting up an LTSP server.

s ER-MES (WTEAZRRLZREHRE ).
- ER—AXEPEERIREENHT.

- EERESE (REVIBXEERIT ).

= MBATFFURAIERE profile:

- RS8R
* This is the main server (tjener) for your school providing all services pre-configured to work
out of the box. You must install only one main server per school! This profile does not include
a graphical user interface. If you want a graphical user interface, then select Workstation or
LTSP Server in addition to this one.

- T{Fuh
* —BUTEVINENAIERZIRHEESIS, ABIN—AZEMITENAIRIEITEEHR
%, ARHERS[BNLAFER, BEMBEEERFIIXEFER profile,
- BT Euh
* BFIEuL{BEETSERNE ZIZIAIE, BERXP]AEZRIMNIMERER, BRI EH
profile (RIFTEARMIER F, WFE—RIEHF notebook I laptop TEREBII KL BRI
TR TR =X ‘MR,
- LTSP fR3E8

* A thin client (and diskless workstation) server, is called an LTSP server. Clients without hard
drives boot and run software from this server. This computer needs two network interfaces, a
lot of memory, and ideally more than one processor or core. See the chapter about networked
clients for more information on this subject. Choosing this profile also enables the workstation
profile (even if it is not selected) - an LTSP server can always be used as a workstation, too.

- MR
* BBERTENAI AR ERRS BRiE% (B2, EXAFBEMEH ), BIFEILE,
- RINER

* XA profile RRESRGBFHECE IZVIZBZRIA Debian Edu W4, B BEMARSZIINA,
ERENERSFFIBHE-RZNES,
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The Main Server, Workstation and LTSP Server profiles are preselected. These profiles can be
installed on one machine together if you want to install a so called combined main server. This means
the main server will be an LTSP server and also be used as a workstation. This is the default choice,
since we assume most people will install via PXE afterwards. Please note that you must have 2 network
cards installed in a machine which is going to be installed as a combined main server or as an LTSP
server to become useful after the installation.

» WEMSXE “R” E ‘N, ERIRENE "7 BEREERME ENEIRE ! M ‘R &
KMEZTIE - RERIZFTENAXELEBIHAEBAK,

= BN http://popcon.skolelinux.org/ ¥ “&B" RAFHNEHNREBIRITEFHBHFRBIIE
REMIRP, REMRAXEM, XA IRETMEEIMERSIE,

= Wait. If the selected profiles include LTSP Server then the installer will spend quite some time at the
end, "Finishing the installation - Running debian-edu-profile-udeb...”

» 4 root BBZ /G, MREKARIEIE “FEERES" HWEMAFKS, X2 Debian Edu IFEEE
B S : (REERAXMKSEIR Skolelinux M4,
A ZRAPHXABEUABEED 5 MEFIKE - BUBRFLWIAT (MERENSEBHE
RIEFTER ).

= fiER

6.4.6 —LeBATUAGITER

6.4.6.1 ZEiCKRAER

REEMREFERN “EBIIF" polle (BBLH ), BEMNEMBRIEREESM (BESNHLERA—
LEEINNES ) HEFEERIED (BLABBTEZE, NRFREEEERNEICREINEHFURZRLE
Fid P]BEMRERRAY I BB E R ),

6.4.6.2 S USB INTFR / BEAXBRBLRIER

EIRMZLEM USB INTFR /| B ABIRBLRZIE, /etc/apt/sources.list ARBHRBRGHIIR,
MRMFBEBRMER, HAEMNENN TREIMRZERNREEHRMEREFRMMNTERIT:

deb http://ftp.debian.org/debian/ buster main
deb http://security.debian.org/ buster/updates main

6.4.6.3 CD ZE&EMIRE

MeEZL =z (FBRIAHY CD AHRHMIRRER ) S CD FENE —LRGBMERIIMM LG, KM
LERSHRGBEEM profile B profile M TILBLEFFERT gigabyte (FRIFMFIERLXKMABTANE
), —BMERTERSRE (ELBEANERSZR[HASRS BN ), HENEREERAEBC
ROCIESREE G2 AW £ 2 )X T EAR RN EL,

6.4.6.4 XATEZEFIRE LTSP [RES[BLRIVEIZEN

Providing the kernel boot parameter edu-skip-ltsp-make-client makes it possible to skip one step which
converts the LTSP chroot from a thin-client chroot into a combined thin-client/diskless workstation chroot.
RIEATERI, FIIMRIFFE—NRAMEE IR chroot HISINRES — RSB/ LEBNTE
chroot, BREICA#RED. XL L =i H S %R RATE,
HEESCIEAES chroot IR TRRKMLREEINEEIRE, BMENTARRETH.

6.4.7 ZR{ER USB NFIRHNEEKEVX CD / HEAXE

BM Squeeze KT UKREEB EHIZEH| CD/DVD/HEAAE . iso BIKE USB NFIRNEE (thFIRME “USB
B") FNENESIS. BERRITRIHN—1GS, UERAIRAEENEFIRNZEEI:

sudo dd if=debian-edu-amd64-i386-XXX.iso of=/dev/sdX bs=1024

EURFIRERE THNER, USB INFRMBASRMSHG CD siFEALE,
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6.4.8 BIMLLZE (PXE) H3ISLTEEFin

WFRENMLRRGERB T REGTERSR, SEFPHBELENSISN, BR—1MERREFMGISiE
INH9E PXE EB, MRE—MEREEER XXX.bin XKW PXE ZREM, BREIEEHNRE iR
W kEIEEHE M, EXMIFILH Debian TRIZFHY initrd WFERIER, XATUERS B LHITEES:
/usr/share/debian-edu-config/tools/pxe-addfirmware 3RFEh,

XRIXEEMRSEES profile PXE REBEBEIAIMET:

{{attachment:pxe-tjener.pdf}}

This is how the PXE menu looks with the Main Server and LTSP Server profiles:

{{attachment:28-Diskless-WS-GRUB_Boot_menu-PXE.pdf}}

EELRFMEFRNKEIMEMAZEIIAG, 1R tab BARBAZSISED (KL ),

XMREMAT LR THREMEEZE P REEMN LSS, NMRIFN, TRETFIEER GOsa? iR
I0ZE LDAP, {BRIBA, ARFIGNRIFEERITENR.

BZXTMEEFPIRRIEE R ATE Network clients HowTo EFR#EIKE,

6.4.8.1 {8 PXE &X
PXE &R {EF debian LRIZF preseed X, ABRIAMIEKIEDLRE S MG E.

EUPEERI—1TEERINR tjener:/etc/debian-edu/www/debian-edu-install.dat

d-i pkgsel/include string my-extra-package(s)

PXE &3 fER /var/lib/tftpboot/debian-edu/install.cfg FI7f /etc/debian-edu/www/debian-edu-install
FRAY presseeding M 14 IX LE ST B] LA #E X T SR L HEFITE 2501 HY presseding, RiBREBIIMELZ RN ES
B4R 0], B — N F3IERTE /etc/debian-edu/pxeinstall. conf Fll /etc/debian-edu/www/debian-edu-install.dat.]
REMIINIZEFIZIT /usr/sbin/debian-edu-pxeinstall REFHEEMBIX .

Further information can be found in the manual of the Debian Installer.

EH P O FIE T PXE Z3RAXIBAIER, £ tjener: /etc/debian-edu/www/debian-edu-install.dat
FREE mirror/http/proxy, mirror/ftp/proxy ¥ preseed/early_command HIEITEEW N T, B
ZRNRIENER, ERVIMITHRIENE' # , HFMNEREBIR "export http_proxy="http://webcache:3128";
" EB5Y.

BT preseeding X W T HZAIEFTE—LIRE T UARH preseeded, XLEHAZER PXElinux BEAH
SIS ERMeI M /var/lib/tftproot/debian-edu/install.cfg 1F2l, 1S, BEMSMNEAER LiRIZ
ERISLA,

6.4.9 TEHIEK

BI3EEFI CD, DVD KEX K EBEFKAVER Debian LEREMBEHETS, BERLIGITREME AR,
Preseeding FEVFARTE X [B1 25 1EF 12 (0] A 0] 3,

AR EREZMPZUMEIIEZE (XANTE Debian RRIZFFMAIHIRERGL ) F remaster the
CD/DVD €lI#— preseeding X4,

6.5 FERREMR

XARZANBERZXERERNINEE - REMIRE, BELZARRERABIRNISE, BRABEREAH
BE#HA. RIEABEFAHNEGERENM, IRLBERNMERE,

So here is a screenshot tour through a graphical 64-bit Main Server + Workstation + LTSP Server
installation and how it looks at the first boot of the main server, a PXE boot on the workstation network and
on the LTSP client network:

{{attachment:01-Installer_64bit_boot_menu.pdf}}

{{attachment:02-select_a_language.pdf}}

{{attachment:03-select_your_location.pdf}}

{{attachment:04-Configure_the_keyboard.pdf}}

{{attachment:05-Detect_and_mount_CD-ROM.pdf}}

{{attachment:06-Load_installer_components_from_CD.pdf}}

{{attachment:07-Detect_network_hardware.pdf}}

{{attachment:08-Choose_Debian_Edu_profile.pdf}}

{{attachment:09-Really_use_the_automatic_ partitioning_tool.pdf}}

{{attachment:10-Really__use_the_automatic_partitioning_tool-Yes.pdf}}

{{attachment:11-Participate_in_the_package_usage_survey.pdf}}
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http://www.debian.org/releases/buster/installmanual
http://wiki.debian.org/DebianInstaller/
http://wiki.debian.org/DebianInstaller/Preseed
http://wiki.debian.org/DebianInstaller/Modify/CD
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{{attachment:12-Set_up_users_and_passwords.pdf}}
{{attachment:12a-Set_up_users_and_passwords.pdf}}
{{attachment:12b-Set_up_users_and_passwords.pdf}}
{{attachment:12c-Set_up_users_and_passwords.pdf}}
{{attachment:12d-Setting-up-the-partitioner.pdf} }
{{attachment:13-Install the base system.pdf}}
{{attachment:14-Select_and_install_software.pdf}}
{{attachment:17-Select_and_install_software.pdf}}
{{attachment:18-Build LTSP chroot.pdf}}
{{attachment:19-Install_the_ GRUB_boot_loader_on_a_hard_disk.pdf}}
{{attachment:20-Finish_the_Installation.pdf} }
{{attachment:21-Finish_the_ Installation-Installation_complete.pdf} }
{{attachment:22-Tjener_ GRUB_boot_menu.pdf}}
{{attachment:23-Tjener-Login.pdf}}
{{attachment:26-Tjener-KDE_Desktop_ Browser.pdf}}
{{attachment:27-Tjener-KDE_ Desktop.pdf}}
{{attachment:28-Diskless-WS-GRUB_Boot_menu-PXE.pdf}}
{{attachment:29-Diskless-WS-LDM__Login.pdf}}
{{attachment:31-ThinClient-KDE_Desktop.pdf}}

7 &%

7.1 ESHRESE

FRE[BEENBEIBTE—TAFPIWKS, EREXFHIMKESRERN “GRF” HIRER, XMk
4508, EJ78E Samba 1KS ( AT LAEE GOsa2 FRm), HFEEFRAIFIRE N 700 ( %BHE‘E‘E chmod
o+x ~ RILMAMTIR] A% 1510] ), MERFRICAER sudo A root,

See the information about Debian Edu specific file system access configuration before adding users; adjust
to your site's policy if needed.

ZrzZE, FRERFPNIFEREMNE —HER:

1. Log into the server.

2. Add users with GOsa?.

3. BA GOsa? RINLAEL - EEFIRMEE TR WERERAMARARXNMZ K,

FETEHIFEAPHARMAFRF IEL, BRBMEIIXE, SFNAERHITIESRLLRUL, BMA
A FEMPIE ML,

There is additional information available elsewhere in this manual: the New features in Buster chapter
should be read by everyone who is familiar with previous releases. And for those upgrading from a previous
release, make sure to read the Upgrades chapter.

A gNREBH DNS FEAEFNINFNEMIRESEREN iEE’J DNS BRSBZEEREHTEAMEN, R
FEEX DNS FRSBIFRER “HRR[" KEMAX—RSHE.
XER HowTo —EiRE T E SR RINKITUR — L2 EH# 0] KA 6]
{{attachment:27-Tjener-KDE_ Desktop.pdf} }
7.1.1 ETEERSR LRSS

=
ALGEE — N web BEEREEERSITEEERS B LHLNRS, BAISETERRE 1,

7.2 GOsa2? &N

GOsa? @ —Na] LAFS BN E IR RAY Debian Edu IREM—LEEILDHIET web WEETH, (£ GOsa?
fRE]CAEIE (7RI, 208, sREMER ) XLEEERA:

« A&l
« AEE
= NIS MERETIER
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7 &% 7.2 GOsa? &t

» TTENEE
=« DNS EIE
« DHCP E&IE

AT A GOsa? {REE Skolelinux ERRFZEEF— 1B web JLIZEM (BRI ) B4, MUNRZ2BER
MEES RS 28 (EEHE(R%% + LTSP BR55288 + LIFULAECE ) RLEXMAINE RS EES. IR LER
MR E, B8 XS E L LEERIMERER GOsa?,

M= web R BTEEAREAIXA URL https://www/gosa Kifla] GOsa2, HIEAERAFER,

= |f you are using a new Debian Edu Buster machine, the site certificate will be known by the browser.

= BN, FEFWEIRX SSLIEBRRMEIRAERS. MRFRMNERMBEMIIME £, MEIFNEEE
REHBIEIR.

WF B4R LR GOsa2 (EE21E5SF: https://oss.gonicus.de/labs/gosa/wiki/documentation,

7.2.1 GOsa? EFF R

GOsa x \ +

€ )
-
@ @ vouie logged in as John Doe [jdoe] / Debian Edu (1)

Administration £ | Welcome to GOsa My account | Change password

Directory structure

Administration

Users
G — _Directory structure A Users = /M GCroups '-W Access control
Access control H—t: Manage organizations, Manage aspects of user i Manage aspects of groups &, Control access to GOsa
organizational units, accounts like generic, like members, POSIX, 5 managed obje wm Lo
Object groups localities, countries and POSIX, samba and mail desktop, samba and mail attribute and action Ie rel
more settings settings
Sudo rules
NIS Netgroups Object groups Sudo rules NIS Netgroups E Syslems
.ﬁ' Combine different types of Manage all aspects of NIS Netgroups HE Manage systems, their
Systems objects to make use of system wide sudoers ‘||E* management 1 Ser prepare them
this relationship definitions far L GOsa
Preferences
Addons
LDAP tools
Password Management . Preferences « LDAP tools Password Management
Configure global and t: Export LDIF or Excel Y Password Management
special GOsa settings like snapshots of the LDAP i Add-On
hooks and plug-in tree
parameters

2002-2018 The GOsa team, GOsa 2.7.4

£ GOsa? ERZEMREEER GOsa? HIHE 5 1

BRR, (RRIUNERBEEERE— AE’*")Z%?‘*?BCJ\EEP I EFMESER. AT S, BATEIE
AREEMMER, ERFRIFERERSE GOsa? AR EIRETIES,

£ Debian Edu A, WP, A, MRAAZEBRREFE— LDAP BERE, IMERNXATERSEE, m
BHATMEHRN (L2 ) TIFi, LTSP BR %5 88F0 Windows #1258, 9&?%& 2IH, FHKFESN
FEWA— /Ao ZfaH LDAP RIIER, EEA Skolelinux MEZRHIFIE RARFZIER.

GOsa®> @—M{EF LDAP REFMEGEEHRMH D BN IEMMWEETR, ReIAag “8B777 iR
IEREKF, H, RE, MKAE, 5, BURTIRATIRITRIZH, {RRIBAR GOsa?/LDAP HRRIERI 145
MIERARAILALRLEMFE N Debian Edu ERRSZESHY LDAP BUBHA,

A default Debian Edu main server installation currently provides two "departments”: Teachers and Stu-
dents, plus the base level of the LDAP tree. Student accounts are intended to be added to the "Students”
department, teachers to the "Teachers” department; systems (servers, Skolelinux workstations, Windows ma-
chines, printers etc.) are currently added to the base level. Find your own scheme for customising this
structure. (You can find an example how to create users in year groups, with common home directories for
each group in the HowTo/AdvancedAdministration chapter of this manual.)

RIBRELIENES (ZEAF, E184E, EBARAF), GOsa? REMES] (HEME ) £2W
AEHRE.,
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7 &% 7.3 {EF GOsa2 BEIEAF

7.3 {£H GOsa2 EIEAEF

B, REZASMEETN “AF", RREMSBEAER—NE “F4£" # “BUA" Kk GOsa? B
EER (B MWEENAF,) KPP, EEXNRAIRE]AB R —MERF Base WFERM ARS8
WARHIBHIRGEM (R NXEBEIRNBEIRS 20 — N FAERE ) FARBEMERE (FIRIN—N
RAP) &R -1 EXFE,

7.3.1 ARINAF
BETRRGTAEFREMINBEPEER “BF X8, EX—NLLABHEHNRIE— N FERREENERSE
£ EFEAP “QIE”, mE: “‘BFP., MEBRAFPEIRESRIES,

» REEMERNER (FiRESFHEN) FUFMBEFPNEE (RE ),

= SRIRFEESAT, RIFEE GOsa? RIFEFTURBMEMAF R, ERMER— M RAFENAF
B, BLBEHEEERNZEAPAREE, FEWMREBPEZIE ASCI F5 GOsa? AJRELEM T
HAF A,

s MRBAEMRERWAFR, REIUNETHEREREMAFAR, BFERASTREERHIE
B, (NMRTEEEBRERINVAFA, A—1%ERITH /etc/gosa/gosa.cont FiRM
allowUIDProposalModification="true" {EJpftHI1EINZ] location definition”, )

» EASEME, MRISBRIFMAPNRE GOsa? BR., EA LIRMNRERELIFE,

SIEAFE (EEBEXFER, BSWEBKAT), SEHATAN “BE” K,

ERRE—%, GOsa> 2MEHAFPNEE, RATRZEREETAN “8BSR", A Fizy
BIBEARE SLIFIE M BB IERI —EB 5

MR—NIRF, FRIMERIERAFIIRPBRIFAF,, RUEEUIAEF 85 RIRRIMEPEIE
18] Skolelinux 188,

7.3.2 =R, EIFIMERAF
4 Users My account | Change password

List of users

@ © © O pase /Meachers d] | Actions » ||| ., Search L
5, i
Surname ¥ Given name Login vefault filter Actions
Hirsch Harry harhir Show templates AaiB
] NewTeacher NewTeacher newteacher ~ Show POSIX users ]

Show SAMBA users
Show mail users
v Search in subtrees

A Edit filters. .

e MR, R GOsa? JBEMFNARARWAFYIR, EREEPBIREBITH “TIR" &, —
NH GOsa? RIHHIERT R, NRERFEMRIIAFPKFAERCREMPIMBIIGIE, ¥ GOsa?/LDAP
WMPEREHU “EFRPIER" ETIRCIER,

When using the "Filter" box, results will immediately appear in the middle of the text in the table list
view. Every line represents a user account and the items farthest to the right on each line are little icons that
provide actions for you: edit user, lock account, set password and remove user.

BEER—NHNE, RAIUENEERENEXAFNER, EXAFPNZEIENEFFRENA
e
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7.3 {EF GOsa? EIEAF

4 | Users | harhir

Generic | POSIX | Samba ACL | References

Personal information

= )

Change picture...

7.3.3 REE

Last .
name- King

First
name’

Login’

Harry

harhir
Personal
title

Academic
title

Date of
hirth

Sex j
Preferred

language

Base
fMeachers

My account | Change password

Address

Private
phone

Homepage

Password
storage

Certificates ) .
Edit certificates...

ssha

Restrict login to

IP or network

h{

Adt

FEUERBECHAFRER GOsa? RENBCHZEN, ERHEARA (HARRE ) RBRHENST
V3lB)#Y GOsa2 A, ¥4 Gosa, — P EERNFESWERE—MR/IIRART GOsa2 1, NAR1FUIIE]
XAFE B KK, BIER B URIREZEIEE,

MESHAFPBERNBINE GOsa? RERKIINIR, ERESH GOsa? HiXIEl, FHrIUE KA

BEEKPEL, XNZIFEEESFREE.,

MNEEANNAFIRENEE
1. BREEQMAF, LA
2. AGAPFRMETENBRENS

3. EREERMITTE L, ReIARE B CERHED

£ | Users

My account | Change password

To change the user password use the fields below. The changes take effect immediately. Please memaorize the new password, because the user
wouldn't be able to login without it.

New password

Repeat new password

Strength

EERSSTRNZBHNEE !

734 REMNAFERE

ATLAEER CSV XA GOsa? XEEIERAF,, v MEREMIFRIE FRISXMG (Fl10,

Set password

localc

Cancel

)

EL, AEENFERBARY: ud, %, BFMEE, WEXE vid FERTSBEEMNICK., HEEMNZ
MEESR LDAP REZFER uid iIER (HEGLITHMIT getent passwd | grep tjener/home |
cut -d":" -f1 MEE ).

FiR CSV XHHENIERR ( GOsa? W ZHEARE )

« ER 5 FAFERNRA

- NEFERASIS
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7 &% 7.3 {EF GOsa2 BEIEAF

= CSV X B E—MIET (BEEZHRMINR)

- XEFERMIRFRAERE, FJATE GOsa? #HES AHEHE X

HESANTRE:

1. REEMSMEERN “LDAP EIRER" HEk

2. REFRAME “SA” 7%

3. NEAHEE, FERESANBRAFIRN CSV X+

4. ERTEHESABENAIRTARFER (40 NewTeacher BX NewStudent )

5. mEATARN “SA” &1

BAM—EMNAR—MIER, RIFMERTHE/LNEMRFR CSV X, THETTCARIER,

Same applies to the password management module, which allows to reset a lot of passwords using a CSV
file or to re-generate new passwords for users belonging to a special LDAP subtree.

Administration A | Welcome to GOsa My account | Change password

Directory structure

Reset Passwords

Users

Groups With the GOsa2 Password Management Add-On you can mass reset User passwords in various ways.
Access control

Object groups Configure p d reset opti

Sudo rules Please configure options for this run of resetting user credentials

NIS Metgroups

Systems
Upload a credentials file (CSV format).

File format: CSV, comma-separated, no quotes, two columns: <uid=, <userPassword=

Preferences
Select CSV file for uploading: Browse... No file selected.

LDAP tools
Password Management ) ) o )
Reset passwords of accounts in a certain organizational unit of the LDAP tree.
Change passwords for accounts in this OU subtree!  ckale - Debian-Edu j

Length of auto-generated passwords: 12 j

Review upcoming password resets

17



7 BY

7.4 P GOsa? BB

7.4 F GOsa2 EIEAF4A
% | Groups

Generic | Startmenu = ACL = References

Group
name* class_22_2018
Descripti .
seription Class 22 startin 2018
Baser JStudents
Farce GID
Samba group j in domain

System trust

Trust mode | disabled j

4y | Groups
List of groups
@ O O O Bases
Name ™
£ Students [all students]
£= Teachers [all teachers]
£ admins
B class_22 2018
8 demain-admins
_;.g domain-users
2 gosa-admins
_s_g jradmins
2 nenetblic

2 printer-admins

HEESAFEEEERN,

fRE] A A BMBRI B FRA0 R,

RUAT, TEERIESIER Samba
i?éﬂo

My account | Change password

Group members

SKOLELINUX j

Add
OK Cancel
My account | Change password
dl | Actions = ||| T, search L]

Description ‘ Properties Actions
All system administrators in the S-S {E
institution '
Class 22 start in 2018 B » 428
SAMBA Domain Administrators "o 8
SAMBA Domain Users 5 /8
GOsa? Administrators J5 -} /8
All junior admins in the institution B » 28
Users that should be unaffected by B » /B
network blocking '
Printer Operators = -} /8

WEECIEIARIERE LADP M EMIKEMIE,

‘B, NRIFFELHEIENZIE TAE Samba (IR, FIMEZEIEXR

AR EFEEMNASTRROAFIIR, REREIEERTREEREKXA,, BRRE LDAP

W=,

PERPMANBEEEMN unix 4, FLEBETBUFEN BT XENR,

7.4.1 HRTLERVAER

# List existing group mapping
net groupmap list

between UNIX and Windows groups.
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7 BE 7.5 F GOsa2 EIEH 28

# Add your new or otherwise missing groups:
net groupmap add unixgroup=NEW_GROUP type=domain ntgroup="NEW_GROUP"\
comment="DESCRIPTION OF NEW GROUP"

7.5 H GOsa? E1EY123

MR EEEKR L RIFIREIR Debian Edu MLERMIFMBEIAMIRE, £A GOsa? RINE LDAP BRHIEA
MEBBE—NENE, —IP ik, — MAC tisitfl—MHE GEER “WER" ), TERY Debian Edu 45
MBERSHAFRIEL —F,

HIEETEMER, TETFLTIERFiRAEET TE, NEEMENTIFLEER GOsa? /R,
BRTERIERR] A,

ERMAEE, BEM GOsa? EXE, RE, R, RETCANTIECEHHEZS(8) 10.0.0.0/8 FERA—1
IP tihit/EHN B, BRIRBERANEXEEHHE: 10.0.2.2 (tjener) # 10.0.0.1 (M%), M 10.0.16.20 ZI
10.0.31.254 ( HE&AY 10.0.16.0/20 BN 4000 £ ) HstJy DHCP FEIA D EIRE,

E7E GOsa2 FHEEHE MAC ik 52:54:00:12:34:10 B9 —MNERZS IP HIUHRREEHAIX N MAC it
tt, ENBME IP; HISKETREEIN ip FRHEFA 10.0.0.0/8 RRRE—NEHMEEMLE, NREA
XMAENRINE—ENE, RBETEMNE 10.0.0.2, NRIFERBXIMIIMLE: GIURE HRSEMER
x>10 FI x<50 #9 10.0.0.x, M¥tFILIFiL x>100, ANEZMEEC EMRINNRE. FRERSIZZINR
BREFBAEIRNE — MAXKIER,

If the machines have booted as thin clients/diskless workstations or have been installed using any of the
networked profiles, the sitesummary2ldapdhcp script can be used to automatically add machines to GOsaZ.
For simple machines it will work out of the box, for machines with more than one mac address the actually
used one has to be chosen, sitesummary2ldapdhcp -h shows usage information. Please note, that the IP
addresses shown after usage of sitesummary2ldapdhcp belong to the dynamic IP range. These systems can
then be modified to suit your network: rename each new system, activate DHCP and DNS, add it to netgroups
(see screenshot below for recommended netgroups), reboot the system afterwards. The following screenshots
show how this looks in practice:

root@tjener:~# sitesummary2ldapdhcp -a -i ether-22:11:33:44:55:ff
info: Create GOsa machine for am-2211334455ff.intern [10.0.16.21] id ether <«
-22:11:33:44:55:ff.

Enter password if you want to activate these changes, and “c to abort.

Connecting to LDAP as cn=admin,ou=ldap-access,dc=skole,dc=skolelinux,dc=no
enter password: *¥kkkkkk
root@tjener:~#

Administration #& | Systems

My account | Change password

Directory structure

Users List of systems

Groups o O O © Base|/ . || Actions - 7 . Search.. [ ]

Access control Name Description Release Actions

Object groups = Students [all students]

Sudo rules =5 Teachers [all teachers]

NIS Netgroups ™ am-2211334455ff V)

Systems J gateway Z8
Addons 2 tiener Main server; modify only if 100% sure. Fd:)

Preferences

LDAP toals

Password

Management
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7.5 P GOsa? BEIEH1 28

# | Systems | am-2211334455f

My account | Change password
Generic | NIS Metgroup = ACL

References
Properties
Workstation name’ |am-2211334455ff Maode Activated j
Description Syslog server| gefault j
Location
Base’ ' Inherit time server attributes NTP server
ntp
tjenerj Add || Delete
Network settings
IP-address  10.0.16.21 Propase IP | /) [ ] Enable DNS for this device
MAC-address’ 22.11:33:44:55:ff Auto detect
| Enable DHCP for this device &
©
ystems | am- 'y account nange passworn
M| s 2211334455ff M cl d
Generic | NIS Netgroup = ACL = References
Properties
Workstation name” 501 intern Mode Activated :l
Description Syslog server defaylt :I
Location
Base" Inherit time server attributes NTP server
ase ‘,l ntp
tjener :| Add Delete
Network settings
|P-address 10.0.0.2 Vi i¥ Enable DNS for this device
. Zone :
MAC-address 22.11:33:44:55:ff Auto detect TJENER/intern i
TTL
[+ Enable DHCP for this device &) DNS records Add
Parent node | (tjiener) dhcp :l Edit settings
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7.5 F GOsa? BIEH 23

4% | Systems | wsOL.intern | unconfigured

Please select the desired NIS Netgroups

GGGQ)BaseI =

Common name ¥ ‘

Students [all students]
Teachers [all teachers]

all-hosts
cups-queue-autoflush-hosts

% cups-queue-autoreenable-hosts
: fsautoresize-hosts
ltsp-server-hosts

&2 netblock-hosts

2 printer-hosts

2 server-hosts

=2 shutdown-at-night-hosts

2 shutdown-at-night-wakeup-hosts-blacklist
winstation-hosts

= workstation-hosts

My account | Change password

Description

All netgroup members

Flush CUPS print queues automatically every night
Re-enable CUPS print queues automatically every hour
Run debian-edu-fsautoresize automatically

All LTSP-servers

Hosts where network blocking should be enabled

All machines with a printer

All servers

Enable shutdown-at-night automatically

Dorlﬁ wake up systems in this netgroup via shutdown-at-night
tool

All MS Windows workstations

All workstations

cronjob BT DNS &/N\AHZE{T—IX; su -c 1ldap2bind B]JFALAFEhflAL E .,

7.5.1 EERIMPERYLZZ

RRMPEFY R SEAMBERA~IEERMU, ALEXERABEERER.

7.5.2 (ECURENIER/MLKAEIR

£/ GOsa? RIM—ENERE LDAP WP Zf5, fRRIAMEREBHERERINEAEHTENAM Eah

(SRR ),

BXLERFHFERILMUT—MIEEMNERBFRFRBMREN, EELTXEFERERAENE

15,

Ian, AFH2RRME] NetGroup MELRZN RN E RENZNZRMIA P RIS TIR)EE L MITIER; M

EFRBINEE ] AFE EARSS 28 EERRIARSS.
RINZRREHEMLEA

= cups-queue-autoflush-hosts

= cups-queue-autoreenable-hosts
= fsautoresize-hosts

= [tsp-server-hosts

= netblock-hosts

= printer-hosts

= server-hosts

= shutdown-at-night-hosts

= shutdown-at-night-wakeup-hosts-blacklist
= winstation-hosts

= workstation-hosts

B &l NetGroup INEERATE
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10 FRAEBISDEX

= NFS,

- TERHAFRS[BSHBE TIFILT LTSP RSB :EEH. HTFELER, XIFEWEEN, Itsp R
SERFINARBB[BENTEANEVINEAR AEFH S HIIEZ NFS, IBAICETE LDAP HiHR
FRfc B IXLEIEFRRYMN B8Fh 2 AR EC B M LDAP EBFERNEES IP it EENEEMN,

A BER GOsa? ERHERE TEISF LTSP BRSSE, BNMRHE B EARIIINER R,
TETEFIEE FPIEAER NFS, BBATIAEEHREE.,

= fs-autoresize

— X—4AHH) Debian Edu HlERFEENRABEBITZEREL LVM R K/,
. REERA

— IX—%HKY Debian Edu HlERAFFERREE 2K F AT & BEIR,
» CUPS (cups-queue-autoflush-hosts I cups-queue-autoreenable-hosts)

— XL IR Debian Edu VERR S X EBDIRIFATEITEIRAS, HESNREHRBRIEMA
L AIFTENRATY,

= netblock-hosts

— XA Debian Edu H12345 R RIFEER AL FRINIEE, £E web KIEPRHIN 4 ATE
Zi{HAe],

MBEBMNS —ANEESH R “Samba EH” & (£ “ENEE" XiF), WMRMEITKRMNM
BB Windows Z %2l Skolelinux Samba 13, fREZE RN Windows 12| LDAP i Fi% B BETS & E1Z
Windows EH1 21X —EfirE, BXAI Windows E#12 Skolelinux MEME S EESEALAFHD

HowTo/NetworkClients —&,

8 FTENVEIE

For Printer Management point your web browser to https://www:631. This is the normal CUPS management
interface where you can add/delete/modify your printers and can clean up the printing queue. By default only
root is allowed but this can be changed: Open /etc/cups/cups-files.conf with an editor and add one or more
valid group names matching your site policy to the line containing SystemGroup lpadmin. Existing GOsa2
groups that might be used are gosa-admins and printer-admins (both with the first user as member),
teachers and jradmins (no members after installation).

9 AfHh[EY

Debian Edu RFRIEKIAECE HIRIFFAIBVIZE LHRHEY, ERGERH, NTP BTFEHETE, ZKAE
A, NHIEENSBEHITERY., MRECANEIE, XSENFFRFINNEZITH,
A NBEEEIBS ISDN , BRHOTE, EoTaBENTIZIIAETE,

EXHSNBENHIEY, FEEBRERIZB[BAMFABEFIHAS LTSP chroot £ /etc/ntp.conf X
. £ server IERANAILERE ("#") #rid. XZfE, NTP lRBZB{FEZEM root 11T /etc/init.d/ntp
restart REF, WNRVIFEAIMEBRFHIEZ MK, BIT ntpq -c lpeer,

10 FRAHRNSTX

HFENSXEIgEEHIMER, RREFEDXIRENH T2 7BIXLES X, U root IB1T debian-edu-fsautoresize
-n, SHRUAZEEZETHUNM “EFFNIXKN HESEE,
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11 tfdp

11 43P
11.1 F|IHHG

AT BUEER apt-get upgrade,

£ apt-get HXREZ, EEHMRAFTEU root EHRIITHMITH AN EL: apt-get update (B
e ARE IR ) F apt-get upgrade ( WRJUARMIREGBFHE ),

As Debian Edu uses libpam-tmpdir, setting a per user TMP directory, it is a good idea to run apt-get
without the TMP and TMPDIR variables set in the LTSP chroot. It is also a good idea to upgrade using the
C locale to get known output and sorting order, even though that making a difference is a bug in a package.

LC_ALL=C apt-get update ; LC_ALL=C TMP= TMPDIR= ltsp-chroot apt-get update
LC_ALL=C apt-get upgrade -y

LC_ALL=C TMP= TMPDIR= ltsp-chroot -p apt-get upgrade -y
ltsp-update-kernels # If a new kernel was installed

ltsp-update-image

A YR LTSP chroot R % T HHM#%, iBE{T 1tsp-update-kernels SRIRFFMIL S MIZIERE $ 2
Z[, LN R PXE SIS AZIET TFTP 5%, MAZIEREKE LTSP chroot,
A 1&1T 1tsp-update-image EFT4ERL NBD BR{R,

L2 cron-apt T apt-listchanges FECEE(IRAZMEINRIEEMIZAMIHE—NMFER,

cron-apt BXBIT B FIEFBEHEEXFIARNEFMNRGER, ERALRXIEHE, ETHEN] (B
BE®RE), BLSIEMIT apt-get upgrade RAMERTF T,

MREFLEFHIUBSMBNER, XFEELL wikidebian.org/UnattendedUpgrades ARV R RECE
unattended-upgrades X8, EHNEEEHLRTIIABH,

apt-listchanges B] AL B FERF LML X EERAFICE, HNESHELIRPIBIT aptitude B
apt-get BT RREAT

11.1.1 REBFEHCHREEHBEXRER

189 EXXFTRIETT cron-apt RIXAMEZRMRG AL LB — N FE, A—MREEXZEEMEA
B75iERI A Debian T2 BESHFIIR, BEBZTHIFFERNLZEEH, HERR (38 cron-apt )
RUEERLTRRHEHEXRERES.

11.2 &FHEE

For backup management point your browser to https://www/slbackup-php. Please note that you need to
access this site via SSL, since you have to enter the root password there. If you try to access this site without
using SSL it will fail.
A Note: the site will only work if you temporarily allow ssh root login on the backup server (main server
"tjener' by default).

ZRANE R T tjener %19 /skole/tjener/home0, /etc/,/root/ . svk #] LDAP Z| LVM TFHY /skole/backup,
NMRFNEEEBYNERER (UBA—MFBREN]) IMRESRESR.
A BEIRIX—EHHRREEM L RIFER R,

MRFBEEMRIBIRRIINGBIRS2;, MHFIREDNE S —MERFIFIREZERNIINMFENEKEE—<

"o

MRERIRERINR, REEREERMTGHSIT:

$ sudo rdiff-backup -r <date> \
/skole/backup/tjener/skole/tjener/home0/user \
/skole/tjener/homeO/user_<date>

XYETE /skole/tjener/home0/user_<date> XK EE FRE /skole/tjener/home0/user ItF
<date> HIRA

MREERIRE BN, ETUAMNNERE LEFIZXEF (ARARA ), HTFEHIZXH,

MREBERRIBVEN, EENTIENRERIEE "GP FEEZEREVFENRE:
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5

11 4P 11.3 BR

b

II~¥J|'|“

B

Maintenance

tjener[* | Choose | Oldest snapshot to keep: 2013-07-02722:30:04+02:00)v | Delete older « Status

+ Config
s Restore
+ Maintenance

* Logout

11.3 HRSZEFEW
11.3.1 Munin

M https://www/munin/ BJ#5E] Munin BBIRER S, TREET—X, £, BNSFENRZE N
“E, FEHARZAEEAEERIRIN RS 0] SRR 25 CARS B,

{EF Munin S3ZRIN88%1R, BRIRIBIREZ sitesummary FIENFIIRBNERA, Munin MIZFMEEE
T munin-node GBI EN, NEZERVIEEEE Munin BIEBHEEME—XK, AAMIT cron HEIFRIT1E,
EIMEIXMLFE, U root 7E sitesummary fRZ 88 ( EER RS2 ) L1517 sitesummary-update-munin,
XIGEHT /etc/munin/munin. conf &,

WER—HEN S EIEREFF nunin-node-configure FZFHIE SV 28 £ B a4 Al ARLE IR N 28 1E
£} /usr/share/munin/plugins/ B] AISEIFHFAF S HEHEMEXAIFBLEE] /etc/munin/plugins/,

Munin BJMEX{EE, BI&Mhttp://munin-monitoring.org/,

11.3.2 Icinga

Icinga RAFIARZ WEIZRT M https://www/icinga/ 18], XBABNEMBIEIENEZFRSZER sitesum-
mary RALENER. BERS [ LTSP B BREEMNNBZE 2GR, AN TEENERF iR
TEBBREMGEER, BEEIFhEEATLKE, EizTFih E&R nagios-nrpe-server R E,

EXPMFAF&AR icingaadmin MEIKIAZEIER skolelinux, HTFLL2ERE, BRFERS root HHEIIE
B, BILAMER root IBITU TR REEZR:

htpasswd /etc/icinga/htpasswd.users icingaadmin

EEIANBAT Icinga A& IEB FHBHFIXBJLATE /etc/icinga/sitesummary-template-contacts.cfg
M host-notify-by-email Fll notify-by-email % notify-by-nothing KX,

Icinga EEE X HF{EFRIR /etc/icinga/sitesummary.cfg, sitesummary cron job &R AE FHIFNRS
HEITTIREY /var/lib/sitesummary/icinga-generated.cfg,

ENYMEY Icinga MERJLATE /var/lib/sitesummary/icinga-generated.cfg.post XHHIREFEE
BEEMNIXHGE,

BX Icinga FIEERIBAM https://www.icinga.com/ BRETE icinga-doc EBEHIKS,

11.3.2.1 —H&H Icinga BEIA R ANAIRLIEEA]
AT 2B RE WA Icinga ZE/R914BE,

11.3.2.1.1 DISK CRITICAL - free space: /usr 309 MB (5% inode=47%): iz5% X (RfEIFHY
Jusr/ ) RN, EX—RREMNAERLEIE: (1) BR—LEXHSHE (2) =Bz XX/, ARZHXZE
/var/, W apt-get clean ;5IE APT N F] ARBPR—LEXX {4, WIRAE LVM EHPBE S TEFILAIRE,
15T debian-edu-fsautoresize 2R R]LABSENY BiZzH X, EEBXREMNGITXNMERF, 7JURINER
FIZEMNZ fsautoresize-hosts PILELH,

11.3.2.1.2 APT CRITICAL: 13 packages available for upgrade (13 critical updates).  FJ A3k
SARHIFREE, DEN—LEERLEIE, EAK, B root HRIHEEE T ssh ERIBIT apt-
get upgrade && apt-get dist-upgrade’, £ LTSP BR$528, tBEICEER ltsp-chroot apt-get update
&&1tsp-chroot apt-get upgrade 8#T LTSP chroot,

MRAEF THRRA B FH BASE Debian X FHARASFTMEIMA T TIF, "] ABCE unattended-upgrades
EBNRENFARMERREE, XRHFARESFLK LTSP chroot,

E AL LTSP chroot, BJUAfER 1tsp-chroot apt-get update && ltsp-chroot apt-get upgrade,
£ 04 UARSB R L, IFHFERM -a 1386 FA—NBSEE Itsp-chroot, EAEFIX—ERFREHTHZ

chroot EMNFEE,
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12 FH& 11.4 BZHBX Debian Edu EFINEE

11.3.2.1.3 WARNING - Reboot required : running kernel = 2.6.32-37.81.0, installed kernel =
2 6 32-38.83.0 BITHMAZLLEHLZXRIAZIA, FEERRKMNERMEENAZ, XBEERIR
, YERFAIZIE R ER7E Debian Edu BIEMIRZ L L H,

11.3.2.1.4 WARNING: CUPS queue size - 61  The printer queues in CUPS have a lot of jobs
pending. This is most likely because of a unavailable printer. Disabled print queues are enabled every hour
on hosts that are member of the cups-queue-autoreenable-hosts netgroup, so for such hosts no manual
action should be required. The print queues are emptied every night on hosts that are member of the
cups-queue-autoflush-hosts netgroup. If a host have a lot of jobs in their queue, consider adding this
host to one or both of these netgroups.

11.3.3 Sitesummary

Sitesummary B FABEITEVREEEHFHEIEREPRRSZ [ X—ILEMEERIM /var/1ib/sitesummary/entr
F3%1S. /usr/lib/sitesummary/ qJE’JHH]ZF_IL)\?%E'JEESiE’\HE%O

—/NRHE sitesummary B EEFIHATIRIE R IREFTLAM https://www/sitesummary/ iK1,

—LEXF sitesummary BIXAHBE] M http://wiki.debian.org/DebianEdu/HowTo/SiteSummary k1%

11.4 EZE X Debian Edu THIEE
B Z 5B X Debian Edu EFIME R UENAEEET S RAERNAHMET R

12 HEK

A ERiEX —FHRIEREH, B B E SRR E = IR S R 2R IBIRE CHIXE, Debian Edu/Skolelinux
TELER, HEAERTEEE,

Please read this chapter and the New features in Buster chapter of this manual completely before attempting
to upgrade.

12.1 FARBI—HRiLEA

F+4% Debian A—NRITIREI T —MNEEBHEES. ERMIZEI T Debian Edu EARNEERIETEFiE LIER
FECEX M., (ZI5] Debian bug 311188 MEZER ). FARINARBEBMBIFER FTREMIH—LTF,

—MRKiL, ARRSR[/EETFEENENE, ERSBEREARM, TEVBEESZH, WRRENR
WAEAENR chroot 3/1R, FIUMRHERE. WMRE, XA chroot BEAR LI TFUb chroot, dlLE
BIBESHE,

If you want to be sure that after the upgrade everything works as before, you should test the upgrade on a
test system or systems configured the same way as your production machines. There you can test the upgrade
without risk and see if everything works as it should.

HE L ZE 1 Debian ZRFMPEXRESFIIRELRTRIER.

REBITIHRIRE R E KM S — R E L 2AEH, %BﬁHﬂﬂA—IU\’Jﬂlﬁﬁﬂ—&#h1 (A (WHIE
RY{EMI[a) BRI 4, Debian Edu IHIZERRERE FRORER LA M ZESR BB ZIF—FRAYE, B
Debian £&1E3F |HI2E FRAVSZ#5AY, Debian Edu WARAXE R,

12.2 Upgrades from Debian Edu Stretch

A Be prepared: make sure you have tested the upgrade from Stretch in a test environment or have backups
ready to be able to go back.

Please note that the following recipe applies to a default Debian Edu main server installation (desktop=kde,
profiles Main Server, Workstation, LTSP Server). (For a general overview concerning stretch to buster upgrade,
see: https://www.debian.org/releases/buster/releasenotes)

AEERA X, EREIEFIA, M root EX,

Please note one difference between apt and apt-get: By default apt-get keeps downloaded packages,
apt removes them from the cache (after successful installation).

R apt BEEI=M , BIRMEIEFN /BT apt -f install AJIFE—IK apt -y full-upgrade,
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12 A 12.2 Upgrades from Debian Edu Stretch

12.2.1 HRERSES
» BEERRERIRAKRRN:

apt update
apt full-upgrade

- FERHBECRE:

apt-get clean

= Prepare and start the upgrade to Buster:

sed -i 's/stretch/buster/g' /etc/apt/sources.list
apt update
apt full-upgrade

» apt-list-changes: EZFRIZAEIHES; & < RE > @ TR, <q> BFAX—H,

Read all debconf information carefully, choose 'keep your currently-installed version’ unless stated dif-
ferently below; in most cases hitting return will be fine.

MEEREXEREEN —LiRER:

— FIXME: list promps about package configuration here.

= Get the new Debian Edu Buster artwork:

apt install debian-edu-artwork-softwaves #
FIXME: adjust theme

- EfRDIE, BHEIT-EAE:

apt purge linux-image-4.9.0-*
apt purge linux-headers-4.9.0-x

» REARRGRBEELIF:

£5; RETAFPERANE

= Y1R GOsa? B REEETLLE,
WREETSE R LTSP & im0 T{Fus,
AR AT BAARIN /PR R RRIM LR LHAL R ETHE,
WNERPT AR IE A FE IR A 3 R F R4,
WReTAEIEFTENML,
MR AWML ERIFEETLLE.
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12 A 12.2 Upgrades from Debian Edu Stretch

12.2.2 HAKT{FiL

Do all the basic things like on the main-server and without doing the things not needed. And then do this in
addition.

= To enable LDAP connection, renew the server certificate:

rm /etc/ldap/ssl/ldap-server-pubkey.pem
service nslcd stop

service fetch-ldap-cert restart

service nslcd start

12.2.3 Upgrading LTSP chroots

Make sure you have enough disk space. LTSP uses Network Block Device (NBD). The NBD image file size is
about 4 GiB (default installation). If the image is updated, another 4 GiB for a temporary file are needed.

Also please note that the default LTSP architecture was i386 for Stretch. See below how to create a chroot
for 64-bit-PCs (amd64).

ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

sed -i 's/stretch/buster/g' /opt/ltsp/i386/etc/apt/sources.list
ltsp-chroot -m -a i386 apt update

ltsp-chroot -m -a i386 apt -y full-upgrade

ltsp-chroot -m -a i386 apt -f install

ltsp-chroot -m -a i386 apt -y full-upgrade

- EIE:

ltsp-chroot -m -a i386 apt --purge autoremove

» FEARSERIRTER LTSP X35!

ltsp-update-kernels
ltsp-update-sshkeys
ltsp-update-image

AT EWEZTE, B[t AHEA 1tsp-update-image -n; £ man ltsp-update-image,

12.2.4 Recreating an LTSP chroot

On the LTSP server(s) the LTSP chroot could also be recreated. The new chroot will still support both
thin-clients and diskless workstations. Please note: As of Buster, the LTSP chroot arch defaults to the one
used for the server side.
PR /opt/1tsp/i386 ( 3K /opt/ltsp/amd64, BURFIREVIZRE ). MREBARMBHMEZE], BESEZMHN
E.
BA root iB1T debian-edu-ltsp ——arch 1386 ( B debian-edu-ltsp --arch amd64 ) EFBIE ch-
root,
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12.2.5 Add additional LTSP chroot to support 64-bit-PC clients
At least 20 GiB additional disk space on /opt is required.
= Run "ltsp-build-client --arch amd64" to create chroot and NBD image.

= Use "ldapvi-ZD '(cn=admin)""” to replace 1386 with amd64 (dhcp statements in LDAP for one dedicated
network).

= Run "service isc-dhcp-server restart”.
= Edit /etc/debian-edu/pxeinstall.conf (set ltsparch=amd64).
= Run 'debian-edu-pxeinstall’ to regenerate the PXE menu.

= Run 'service nbd-service restart’ to serve the new NBD file.

12.3 Upgrades from older Debian Edu / Skolelinux installations (before Stretch)

To upgrade from any older release, you will need to upgrade to the Stretch based Debian Edu release first,
before you can follow the instructions provided above. Instructions are given in the Manual for Debian Edu
Stretch about how to upgrade to Stretch from the previous release, Jessie. Likewise the Jessie manual describes
how to upgrade from Wheezy.

13 HowTo

« —fHREIE HowTo

» SREE HowTo

» S[H HowTo

= MEZE PR HowTo
= Samba HowTo

» % HowTo

= FAF HowTo

14 —RREE HowTo

EEFLEPBE TR Debian Edu SIFTF AR INFEIMER 4R TIE, EX—ENNRFEES “#—
£7 KRR,

14.1 EEEMASE: FA git RAEHRRERER /etc/

7£ Debian Edu Squeeze 5|3 R etckeeper ( LABTARAERIAY etcinsvk B M Debian R ), EHA git
YERRAIZH R RIRER /etc/ PRIFTBENX M,

XA AEEXEAERIN, BoFiR, URXEHMNRR AN ER & ENNT, X git FHEER
HEERTE /etc/.git/ H,

BN, EEXRE<EMNER, NAIFREFMEZEERLICR.

HEZIAEHREE, (£ etckeeper vcs log P BRI EI R ZBIFIER, BJLAE AN etckeeper
ves diff BI&S,

EZSHE25%E nan etckeeper I,

EHmLYER:

etckeeper vcs log
etckeeper vcs status
etckeeper vcs diff
etckeeper vcs add .
etckeeper vcs commit -a
man etckeeper
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14 —REEIE HOWTO 14.2 AR KN

14.1.1 AERG
EHFZENRE L, 2 RXNRELEEERFMMMFAEEN:

etckeeper vcs log

EEB ML R B RREMWLE X R 2R

etckeeper vcs status

ERAREE— I, MBFITRRIXG:

etckeeper vcs commit -a /etc/resolv.conf

14.2 HESXK/N

£ Debian Edu #, BRT /boot/ R ZIMIFIBENXREZLE LVM B, M Linux A% 2.6.10 BASK, =]
MEENHERNT BOX, B2 XINAZTETIZS XK LS,

BREIBIEEARWAEX (40, 20GiB), lb?‘ﬂtu—; fsck EHFEENEZMNREENINFEME,
=iF, WMRAJEE, CIBLE—MERAXIRNIE TS

BT ENEMIA debian-edu-fsautoresize ﬁﬁ%%?}f%ﬁ,ﬁﬂ’] X HMWFAR, EM /usr/share/debian-edu
/site/etc/fsautoresizetab ¥ /etc/fsautoresizetab BEREEE, BkBIXtesxE4 PR HEINE,
AHOXNDMBEBRZENZBIY BA X, SAESHREITERN, BXERZGESEET BXIMNXERA,
ﬁ-ﬁzz/;& -n RIEFRRITRXEH ST BN E RS,

MHARZNEIEITF fsautoresize-hosts MEZEAFHIENEFintE BT,

éllﬂ% Squid NIEEFTEAM X K/NE, EFEEEH etc/squid/squid. conf FEFR/NIE, EH
X NBNIEMIA /usr/share/debian-edu-config/tools/squid-update-cachedir BZfiEM, HE Y
BN X /var/spool/squid/ BIK/NFHEEE Squid EFAHE 80% ERERMEFZ K/,

14.2.1 BiEEERE

BEEEIE (LVM) BEREREHFEFERNPXER XKD, BJLAK LVM HowTo HZEIEZHX LVM,
EIEBIMIES 1vextend np%%giﬂﬂﬂﬂgkﬂ%$ﬁﬂﬁﬁ MEBIES., FaN, ERATRGESRKT E homed
2l 30GiB:

lvextend -L30G /dev/vg_system/skole+tjener+home0
resize2fs /dev/vg_system/skole+tjener+home0

B0 30GiB KH & homed, EA— “+7 (-L+30G)

14.3 XS R LRREFIMERER GOsa2

MR (KEEIME ) TR T —NEEARSS 2 profile MRE—METERBY web FER[RHEFFim, 1FRIX
—ERSB[BLENCEZNAF (F—1AF) & (FEF) shell HERZXNMGLFINEZERSRELE
KT RNREEFSHH:

$ sudo apt update

$ sudo apt install education-desktop-xfce lightdm

### after installation, run 'sudo service lightdm start'
### login as first user

14.4 {£F Idapvi

ldapvi B— M EGLITRUAE XA IRIEREHMIE LDAP BIEEMNT A,
THEEZERT:
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14 —RREIE HOWTO 14.5  JXplorer, —4 LDAP BEIR2FAF R E

ldapvi --ldap-conf -ZD '(cn=admin)'

Note: 1ldapvi will use whatever is the default editor. By executing export EDITOR=vim in the shell
prompt one can configure the environment to get a vi clone as editor.

F3 Idapvi ;%00 LDAP W&, ERTEFAEMNNRFEIISINEIRE LDAP Y RAVFIME.
A {RE2: ldapvi F—MEBNMIE, HDMAFLL LDAP £3EE, RMIVIRERERT JXplorer,

14.5 JXplorer, —/* LDAP Ef2FBF R @A

NRALEEREAFRERAIE LDAP #iEE, EF jxplorer EE, MINBATERR. BRI
BUielE ZGiXE:

host: ldap.intern

port:636

Base dn:dc=skole,dc=skolelinux,dc=no
Security level: ssl + user + password
User dn: cn=admin,ou=ldap-access

Hia[iE Pt |_d "This session only",

14.6 Idap-createuser-krb, — & $ITLER

ldap-createuser-krb 8 —ME Kerberos B LDAP BFFIREEZMI/\GSITIRE, 84, JLF
=RF M,

14.7 {FH stable-updates

B 2011 £ Squeeze ZfUASR, Debian BLTE stable-updates EFE B E T BARITE volatile.debian.org F4fE
PRYREE,

While you can use stable-updates directly, you don't have to: stable-updates are pushed into the stable
suite regularly when stable point releases are done, which roughly happens every two months.

14.8 {E£H backports T FRIIRG

i&1T Debian Edu Ri%E T EMFIZE, Debian Edu BITHESAFE; XER—MEM: BERERIHR
HFBE—RJLIEER, XEBNAT backports.debian.org,

Backports M Debian JUiKhR ( K&B5 ) #1 Debian RIZERR (REJLNEHIF, WUQUK%E%?) =]
FmiFRRIEER, IBAENITEU Debian Edu FIFETE Debian kR FERAFIEX 1T ( ZFNEF]
AR ), FATEIWVELESBECEERN /5 backports, MAZERATEXE]ANIFTE backports,

{# A backports 2 =8

echo "deb http://deb.debian.org/debian/ buster-backports main" >> /etc/apt/
sources.list
apt-get update

HErIAB S &I —1 backported 34 EL, THEAIASIEEE backported hRASAY tuxtype:

apt-get install -t buster-backports tuxtype

MAREMIR G B — B ENEF backports (AR ). BEMAVIRMEE, backports =B 1 main,

contrib F non-free,

14.9 F CD EE{URIBRG T

If you want to upgrade from one version to another (for example from Buster 10.1+edu0 to 10.3+edul) but
you do not have Internet connectivity, only physical media, follow these steps:

{A CD / DVD / EEJKER / USB Af7IRzNEE, JSHEIEHFER apt-cdrom &<
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14 —fREE HOWTO 14.10 Bn5ERIRAFEE

mount /media/cdrom
apt-cdrom add -m

5| P apt-cdrom (8) FHATI:

= apt-cdrom is used to add a new CD-ROM to APTs list of available sources. apt-cdrom takes care of
determining the structure of the disc as well as correcting for several possible mis-burns and verifying
the index files.

= WA apt-cdrom HFREIRME] APT R, MABENFILEM. FE-—ESAZHRNE—HR LN
DARBAF R E AT B P ReF I ZI RERIR,

REBITEMIGLRARREL:

apt-get update
apt-get upgrade

14.10 BalBERIRIVHE

killer is a perl script that gets rid of background jobs. Background jobs are defined as processes that belong
to users who are not currently logged into the machine. It's run by cron job once an hour.

BELKRE, M root BIBITU Far<:

apt-get install killer

1411 {E=AEWMBNRER

unattended-upgrades B RBEMNETXREZE (FEM ) FALHY Debian REE, XM REEBZHKIALR
HWMEEREREEH LR, £ /var/log/unattended-upgrades/ BRIHEHZE; ME, HE—F=2
/var/log/dpkg.log Fl /var/log/apt/,

14.12 ®EBh*xM

AENS B BaERE X AZE A EMERRMERTIEENE R, IMREEMNTF 16:00 B/EFHY

BRWBEXANZE, ERASXAUFEAFN, £2R 700 ZE2ZilE1F BIOS FTAVEE, MER

SRIBIM 06:30 FARIEFIHMENIEEIRITANIEE, XL (8] 7] PATE B2 IRATL 28 AR (8] T X R 4% eR 38,
HEREX RN Y ICEN—EEE:

» HEAEEREFIRMWIHREARNNB XA, ZHREHLREERRR, MFENEKRNER, WE
LTSP EEFin L{ER LDM ssh EHFGLHITIRE,

= AT BRERRLISE, RIFBRMBENZEFPIAZENED,

= There are two different methods available to wake up clients. One uses a BIOS feature and re-
quires a working and correct hardware clock, as well as a motherboard and BIOS version supported
by nvram-wakeup; the other requires clients to have support for wake-on-lan, and the server to know
about all the clients that need to be woken up.

14.12.1 g ERE XN

On clients that should turn off at night, touch /etc/shutdown-at-night/shutdown-at-night, or add the
hostname (that is, the output from 'uname -n' on the client) to the netgroup "shutdown-at-night-hosts".
Adding hosts to the netgroup in LDAP can be done using the GOsa? web tool. The clients might need to
have wake-on-lan configured in the BIOS. It is also important that the switches and routers used between the
wake-on-lan server and the clients will pass the WOL packets to the clients even if the clients are turned off.
Some switches fail to pass on packets to clients that are missing in the ARP table on the switch, and this
blocks the WOL packets.
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15 WMEHITERRERE 14.13  hRETFRAXIEE R Debian-Edu BR55 28

BFBR%5 88 £ wake-on-lan, JRINZEFiR2! /etc/shutdown-at-night/clients, &—1T—1, F—
N Pttt FEfER MAC tbsit (-Ribtt ), SFRRAZEHE; &I — BN £ Find RV A
/etc/shutdown-at-night/clients-generator,

X4 /etc/shutdown-at-night/clients-generator &5 sitesummary —[E{EHIRA:

#!/bin/sh
PATH=/usr/sbin: $PATH
export PATH
sitesummary-nodes -w

YR A netgroup REEE F i shutdown-at-night BV 5 —MIEER B X —HIAFERXREB ng-utils KRG
B netgroup TH:

#!/bin/sh

PATH=/usr/sbin: $PATH

export PATH

netgroup -h shutdown-at-night-hosts

14.13 15e)8FBA AiE#E [GHY Debian-Edu AR5 23
BENEEBW i) AES GRS, EE L autossh RGE, ERJAAREIN —/ SSH B2 —&
{ReICAIA R 2BV G BAN ERIMES, MiZH1EE, eILAEE SSH REE15RIBS AIE S G RIARS 28,
14.14 ANFERB[HBOHMLZRIMNIRSZS VL ZS
AIRINLRR, FIERSERTEERSSE tiener L1817, AECRINERSZEIS—HEE, SILABEI minimal
TREEE, WX—ERELZRLIL—EVIEER Debian Edu ML —EF9, B (i) Riz{TEMRS.
BRE-—ETHTREERIMINBAZEZENTR:
» {EF debian-edu-expert 5| ZIEINEZZEE minimal BBE
» RRATRSNNREGE
» BERS
» BRFARSEE LIRS
» EEARSZEE LEFEF DNS (81T LDAP/GOsa?)

14.15 BB wiki.debian.org [ HowTo 344

FIXME: The HowTos from http://wiki.debian.org/DebianEdu/HowTo/ are either user- or developer-
specific. Let's move the user-specific HowTos over here (and delete them over there)! (But first ask the
authors (see the history of those pages to find them) if they are fine with moving the howto and putting it
under the GPL.)

= http://wiki.debian.org/DebianEdu/HowTo/AutoNetRespawn
= http://wiki.debian.org/DebianEdu/HowTo/BackupPC

= http://wiki.debian.org/DebianEdu/HowTo/ChangeIpSubnet
= http://wiki.debian.org/DebianEdu/HowTo/SiteSummary

= http://wiki.debian.org/DebianEdu/HowTo/Squid_LDAP_Authentication

15 WM#ITESRER

In this chapter advanced administration tasks are described.
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15 W#HITERER 15.1 User Customisations with GOsa?

15.1 User Customisations with GOsa?
15.1.1 Create Users in Year Groups

In this example we want to create users in year groups, with common home directories for each group
(home0/2014, home0/2015, etc). We want to create the users by csv import.
(fEREERRS |’ LR root BF

= Make the necessary year group directories

mkdir /skole/tjener/home0/2014
(as superuser in Gosa)

= Department

Main menu: goto 'Directory structure’, click the 'Students’ department. The 'Base’ field should show
'/Students’. From the drop box 'Actions’ choose 'Create’/'Department’. Fill in values for Name (2014) and
Description fields (students graduating in 2014), leave the Base field as is (should be '/Students’). Save it
clicking 'Ok’ Now the new department (2014) should show up below /Students. Click it.

= Group

Choose 'Groups’ from the main menu; 'Actions’/Create/Group. Enter group name (leave 'Base’ as is,
should be /Students/2014) and click the check box left of 'Samba group’. 'Ok’ to save it.

= Template

Choose 'users’ from the main menu. Change to 'Students’ in the Base field. An Entry NewStudent should
show up, click it. This is the 'students’ template, not a real user. As you'll have to create such a template (to
be able to use csv import for your structure) based on this one, notice all entries showing up in the Generic,
POSIX and Samba tabs, maybe take screenshots to have information ready for the new template.

Now change to /Students/2014 in the Base field; choose Create/Template and start to fill in your desired
values, first the Generic tab (add your new 2014 group under Group Membership, too), then add POSIX and
Samba account.

= |mport users

Choose your new template when doing csv import; testing it with a few users is recommended.

15.2 Other User Customisations
15.2.1 Creating folders in the home directories of all users

With this script the administrator can create a folder in each user's home directory and set access permissions
and ownership.

In the example shown below with group=teachers and permissions=2770 a user can hand in an assignment
by saving the file to the folder "assignments” where teachers are given write access to be able to make
comments.

#!/bin/bash

home_path="/skole/tjener/home0"

shared_folder="assignments"

permissions="2770"

created_dir=0

for home in $(1ls $home_path); do

if [ ! -d "$home_path/$home/$shared_folder" ]; then

mkdir $home_path/$home/$shared_folder
chmod $permissions $home_path/$home/$shared_folder
#set the right owner and group
#"username" = "group name" = "folder name"
user=$home
group=teachers
chown $user:$group $home_path/$home/$shared_folder
((created_dir+=1))

33



15 ME#ITEAER 15.3 Use a dedicated storage server

else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders have been created"

15.2.2 Easy access to USB drives and CD-ROMs/DVDs

When users insert a USB drive or a DVD / CD-ROM into a (diskless) workstation, a popup window appears
asking what to do with it, just like in any other normal installation.

When users insert a USB drive or a DVD / CD-ROM into a thin client there is only a notify-window
showing up for a few seconds. The media is automatically mounted and it is possible to access it browsing to
the /media/$user folder. This is quite difficult for many non experienced users.

It is possible to have the default KDE "Plasma” file manager Dolphin showing up if KDE "Plasma” (or
LDXE, if installed in parallel to KDE "Plasma") is in use as desktop environment. To configure this, simply
execute /usr/share/debian-edu-config/ltspfs-mounter-kde enable on the terminal server. (When
using GNOME, device icons will be placed on the desktop allowing easy access).

In addition the following script could be used to create the symlink "media” for all users in their home
folder for easy access to USB drives, CD-ROM / DVD or whatever media is connected to the thin client. This
might come in handy if users want to edit files directly on their plugged in media.

#!/bin/bash
home_path="/skole/tjener/home0"
shared_folder="media"
permissions="775"
created_dir=0;
for home in $(1ls $home_path); do
if [ ! -d "$home_path/$home/$shared_folder" ]; then
ln -s /media/$home $home_path/$home/$shared_folder
((created_dir+=1))
else
echo -e "the folder $home_path/$home/$shared_folder already exists.\n"
fi
done
echo "$created_dir folders has been created"

15.2.2.1 A warning about removable media on LTSP servers

A Warning: When inserted into an LTSP server USB drives and other removable media cause popup messages
on remote LTSP clients.

If remote users acknowledge the popup or use pmount from the console, they can even mount the removable
devices and access the files.

15.3 Use a dedicated storage server

Take these steps to set up a dedicated storage server for user home directories and possibly other data.
= Add a new system of type server using GOsa? as outlined in the Getting started chapter of this manual.

— This example uses 'nas-server.intern' as the server name. Once 'nas-server.intern’ is configured,
check if the NFS export points on the new storage server are exported to the relevant subnets or
machines:

root@tjener:~# showmount -e nas-server
Export list for nas-server:

/storage 10.0.0.0/8
root@tjener:~#
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Here everything on the backbone network is granted access to the /storage export. (This could be
restricted to netgroup membership or single IP addresses to limit NFS access like it is done in the
tjener: /etc/exports file.)

= Add automount information about 'nas-server.intern’ in LDAP to allow all clients to automatically mount
the new export on request.

— This can’t be done using GOsa?, because a module for automount is missing. Instead, use Idapvi
and add the required LDAP objects using an editor.
ldapvi --ldap-conf -ZD '(cn=admin)' -b ou=automount,dc=skole,dc=skolelinux,dc=no
When the editor shows up, add the following LDAP objects at the bottom of the document. (The
"/&" part in the last LDAP object is a wild card matching everything 'nas-server.intern’ exports,
removing the need to list individual mount points in LDAP.)

add cn=nas-server ,ou=auto.skole,ou=automount,dc=skole,dc=skolelinux, <«
dc=no

objectClass: automount

cn: nas-server

automountInformation: -fstype=autofs --timeout=60 ldap:ou=auto.nas- <
server ,ou=automount ,dc=skole,dc=skolelinux,dc=no

add ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc=no
objectClass: top

objectClass: automountMap

ou: auto.nas-server

add cn=/,ou=auto.nas-server ,ou=automount ,dc=skole,dc=skolelinux,dc= <«

no
objectClass: automount
cn: /

automountInformation: -fstype=nfs,tcp,rsize=32768,wsize=32768,rw, <
intr ,hard,nodev,nosuid,noatime nas-server.intern:/&

= Add the relevant entries in tjener.intern:/etc/fstab, because tjener.intern does not use automount to
avoid mounting loops:

— Create the mount point directories using mkdir, edit '/etc/fstab’ as adequate and run mount -a
to mount the new resources.

= Enable access in case diskless workstations are used. This is a special case, because sshfs is used instead
of NFS and automount:

— Create the mount point directories in the LTSP diskless client's root (default /opt/1tsp/i386/)

as well.
Add a line containing 'LOCAL_APPS_EXTRAMOUNTS=/storage’ to /opt/1tsp/i386/etc/1ts.conf
(example).

Create a link in each user's home dir like 'In -s /storage Storage’ to help users find the resources.

Now users should be able to access the files on 'nas-server.intern’ directly by just visiting the '/tjener/nas-
server/storage/’ directory using any application on any workstation, LTSP thin client or LTSP server, and
visiting ~/Storage in case an LTSP diskless client is used.

15.4 Restrict ssh login access

There are several ways to restrict ssh login, some are listed here.
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15.4.1 Setup without LTSP clients

If no LTSP clients are used a simple solution is to create a new group (say sshusers) and to add a line to
the machine's /etc/ssh/sshd_config file. Only members of the sshusers group will then be allowed to ssh
into the machine from everywhere.

Managing this case with GOsa is quite simple:

= Create a group sshusers on the base level (where already other system management related groups
like gosa-admins show up).

= Add users to the new group sshusers.
= Add AllowGroups sshusers to /etc/ssh/sshd_config.

» Execute service ssh restart.

15.4.2 Setup with LTSP clients

The default LTSP client setup uses ssh connections to the LTSP server. So a different approach using PAM
is needed.

= Enable pam_access.so in the LTSP server's /etc/pam.d/sshd file.

= Configure /etc/security/access.conf to allow connections for (sample) users alice, jane, bob and john
from everywhere and for all other users only from the internal networks by adding these lines:

+ : alice jane bob john : ALL
: ALL : 10.0.0.0/8 192.168.0.0/24 192.168.1.0/24
: ALL : ALL

+

H

If only dedicated LTSP servers are used, the 10.0.0.0/8 network could be dropped to disable internal ssh
login access. Note: someone connecting his box to the dedicated LTSP client network(s) will gain ssh access
to the LTSP server(s) as well.

15.4.3 A note for more complex setups

If LTSP clients were attached to the backbone network 10.0.0.0/8 (combi server or LTSP cluster setup)
things would be even more complicated and maybe only a sophisticated DHCP setup (in LDAP) checking the
vendor-class-identifier together with appropriate PAM configuration would allow to disable internal ssh login.

16 HowTos for the desktop
16.1 Using KDE Plasma, GNOME, LXDE, Xfce and/or MATE together

To install other desktop environments after installation, simply use apt:

apt update
apt install education-desktop-gnome education-desktop-lxde education-desktop- <«
xfce education-desktop-mate

Users will then be able to choose any of the five desktop environment via the login manager before logging
in. Of course, you can also choose to give less choices. Keep in mind that there will be several programs
for the same purpose (like file managers, editors, PDF viewers...) if more than one desktop environment is
installed; this might confuse users.

The use of LXDE as default on LTSP clients can be forced; see networked clients for details.

If you don't want to do installations with the default desktop KDE Plasma, you can also install with one
of the four alternative desktops, GNOME, LXDE, Xfce or MATE directly.
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16.2 Playing DVDs

libdvdcss is needed for playing most commercial DVDs. For legal reasons it's not included in Debian (Edu).
If you are legally allowed to use it, you can build your own local packages using the 1ibdvd-pkg Debian
package; make sure contrib is enabled in /etc/apt/sources.list.

apt update
apt install libdvd-pkg

Answer the debconf questions, then run dpkg-reconfigure libdvd-pkg.

16.3 Handwriting fonts

The package fonts-linex (which is installed by default) installs the font "Abecedario” which is a nice
handwriting font for kids. The font has several forms to be used with kids: dotted, and with lines.

17 HowTos for networked clients

17.1 Introduction to thin clients and diskless workstations

& Default for new Debian Edu Buster installations: LTSP clients are using the same architecture as the LTSP
server, i.e. 64-bit-PC (aka amd64) or 32-bit-PC (aka i386).

A Please keep in mind to use the correct architecture for all commands referred to below.

One generic term for both thin clients and diskless workstations is LTSP client. LTSP is the Linux Terminal
Server Project.

Thin client

A thin client setup enables an ordinary PC to function as an (X-)terminal, where all software runs on the
LTSP server. This means that this machine boots via PXE without using a local client hard drive.

Diskless workstation

A diskless workstation runs all software locally. The client machines boot directly from the LTSP server
without a local hard drive. Software is administered and maintained on the LTSP server (inside of the LTSP
chroot), but it runs on the diskless workstation. Home directories and system settings are stored on the server
too. Diskless workstations are an excellent way of reusing older (but powerful) hardware with the same low
maintenance cost as with thin clients.

LTSP defines 320MB as the default minimum amount of RAM for diskless workstations. If the amount of
RAM is less, the machine will boot as thin client. The related LTSP parameter is FAT_RAM_THRESHOLD with
the default value 300. So if (for example) the clients should only boot as diskless workstations if they have
1 GB RAM, add FAT_RAM_THRESHOLD=1000 to Its.conf (or set this in LDAP). Unlike workstations diskless
workstations run without any need to add them with GOsa2, because LDM is used to login and connect to
the LTSP server.

LTSP client firmware

LTSP client boot will fail if the client’s network interface requires a non-free firmware. A PXE installation
can be used for troubleshooting problems with netbooting a machine; if the Debian Installer complains about
a missing XXX.bin file then non-free firmware has to be added to the initrd used by LTSP clients.

In this case execute the following commands on an LTSP server.

# First get information about firmware packages
apt-get update && apt-cache search “"firmware-

# Decide which package has to be installed for the network interface(s).
# Most probably this will be firmware-linux-nonfree.

# Things have to take effect in the LTSP chroot for architecture amd64.
ltsp-chroot -a amd64 apt-get update

ltsp-chroot -d -a amd64 apt-get -y -q install <package name>

# copy the new initrd to the server's tftpboot directory and update the NBD image <«

ltsp-update-kernels
ltsp-update-image
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As a shorter alternative -- installing all available firmware and updating the tftpboot directory -- you could
execute:

/usr/share/debian-edu-config/tools/ltsp-addfirmware

17.1.1 LTSP client type selection

Each LTSP server has two ethernet interfaces: one configured in the main 10.0.0.0/8 subnet (which is shared
with the main server), and another forming a local 192.168.0.0/24 subnet (a separate subnet for each LTSP
server).

On the main subnet the complete PXE menu is provided; the separate subnet for each LTSP server allows
only diskless and thin LTSP client selection.

Using the default PXE menu on the main subnet 10.0.0.0/8, a machine could be started as diskless
workstation or thin client. By default clients in the separate subnet 192.168.0.0/24 will run as diskless
workstations if the amount of RAM is sufficient. If all clients in this LTSP client subnet should run as thin
clients, the following has to be done.

(1)Open the file /opt/ltsp/amd64/etc/ltsp/update-kernels.conf with an editor
and replace the line

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp quiet"

with

CMDLINE_LINUX_DEFAULT="init=/sbin/init-1tsp LTSP_FATCLIENT=False quiet"
(2)Execute 'ltsp-chroot -a amd64 /usr/share/ltsp/update-kernels'

(3)Execute 'ltsp-update-kernels'

(4)Execute 'ltsp-update-image'

17.2 Configuring the PXE menu

The PXE configuration is generated using the script debian-edu-pxeinstall. It allows some settings to be
overridden by adding a file /etc/debian-edu/pxeinstall.conf with replacement values.

17.2.1 Configuring the PXE installation

The PXE installation option is by default available to anyone able to PXE boot a machine. To password
protect the PXE installation options, a file /var/lib/tftpboot/menupassword.cfg can be created with
content similar to this:

MENU PASSWD $4$NDkOOTUzNTQINTQ5$7d6KvALVCIKRKcijtVSPfveuWPM$

The password hash should be replaced with an MD5 hash for the desired password.
The PXE installation will inherit the language, keyboard layout and mirror settings from the settings used
when installing the main-server, and the other questions will be asked during installation (profile, popcon partici-
pation, partitioning and root password). To avoid these questions, the file /etc/debian-edu/www/debian-edu-install.d
can be modified to provide preselected answers to debconf values. Some examples of available debconf val-
ues are already commented in /etc/debian-edu/www/debian-edu-install.dat. Your changes will be lost
as soon as debian-edu-pxeinstall is used to recreate the PXE-installation environment. To append debconf
values to /etc/debian-edu/www/debian-edu-install.dat during recreation with debian-edu-pxeinstall,
add the file /etc/debian-edu/www/debian-edu-install.dat.local with your additional debconf values.
More information about modifying PXE installations can be found in the Installation chapter.

17.2.2 Adding a custom repository for PXE installations

For adding a custom repository add something like this to /etc/debian-edu/www/debian-edu-install.dat.local:

#add the skole projects local repository
d-i apt-setup/locall/repository string http://example.org/debian stable <
main contrib non-free
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d-i apt-setup/locall/comment string Example Software Repository
d-i apt-setup/locall/source boolean true
d-i apt-setup/locall/key string http://example.org/key.asc

and then run /usr/sbin/debian-edu-pxeinstall once.

17.2.3 Changing the PXE menu on a combined (main and LTSP) server

The PXE menu allows network booting of LTSP clients, the installer and other alternatives. The file
/var/lib/tftpboot/pxelinux.cfg/default is used by default if no other file in that directory matches
the client, and out of the box it is set to link to /var/lib/tftpboot/debian-edu/default-menu.cfg.

If all clients should boot as diskless workstations instead of getting the full PXE menu, this can be
implemented by changing the symlink:

In -s /var/lib/tftpboot/debian-edu/default-diskless.cfg /var/lib/tftpboot/ ¢
pxelinux.cfg/default

If all clients should boot as thin clients instead, change the symlink like this:

In -s /var/lib/tftpboot/debian-edu/default-thin.cfg /var/lib/tftpboot/pxelinux. <
cfg/default

See also the PXELINUX documentation at http://syslinux.zytor.com/wiki/index.php/PXELINUX

17.2.4 Separate main and LTSP server

For performance and security considerations it might be desired to set up a separate main server which doesn't
act as LTSP server.

To have Itspserver00 serve diskless workstations on the main (10.0.0.0/8) network, when the main server
is not a combined server, follow these steps:

= copy the 1tsp directory from /var/lib/tftpboot on Itspserver00 to the same directory on the main
server.

= copy /var/lib/tftpboot/debian-edu/default-diskless.cfg to the same directory on the main
server.

» edit /var/lib/tftpboot/debian-edu/default-diskless.cfg to use the IP address of ltspserver00;
the following example uses 10.0.2.10 for the IP address of Itspserver00 on the main network:

DEFAULT 1ltsp/amd64/vmlinuz initrd=1ltsp/amd64/initrd.img nfsroot=10.0.2.10:/0pt/
ltsp/amd64 init=/sbin/init-1tsp boot=nfs ro quiet ipappend 2

= set thesymlinkin /var/1lib/tftpboot/pxelinux.cfg on the main server to point to /var/lib/tftpboot/debian-

As an alternative, you could use 1dapvi, search for 'next server tjener' and replace tjener with Itspserver00.

17.2.5 Use a different LTSP client network

192.168.0.0/24 is the default LTSP client network if a machine is installed using the LTSP profile. If lots of
LTSP clients are used or if different LTSP servers should serve both i386 and amd64 chroot environments the
second preconfigured network 192.168.1.0/24 could be used as well. Edit the file /etc/network/interfaces
and adjust the ethl settings accordingly. Use 1dapvi or any other LDAP editor to inspect DNS and DHCP
configuration.
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17.2.6 Add LTSP chroot to support 32-bit-PC clients

In case LTSP server and chroot are 64-bit-PC, it is still possible to support older 32-bit systems. At least 20
GiB additional disk space on /opt would be required.

= Run ltsp-build-client --arch amd64 to create chroot and NBD image.

= Use 1dapvi -ZD '(cn=admin)' to replace amd64 with 1386 (dhcp statements in LDAP for one dedi-
cated network).

= Run service isc-dhcp-server restart.
= Edit /etc/debian-edu/pxeinstall.conf (set Itsparch=i386).
= Run debian-edu-pxeinstall to regenerate the PXE menu.

= Run service nbd-service restart to serve the new NBD file.

17.3 Changing network settings

The debian-edu-config package comes with a tool which helps in changing the network from 10.0.0.0/8 to
something else. Have a look at /usr/share/debian-edu-config/tools/subnet-change. It is intended
for use just after installation on the main server, to update LDAP and other files that need to be edited to
change the subnet.

A\ Note that changing to one of the subnets already used elsewhere in Debian Edu will not work. 192.168.0.0/24
and 192.168.1.0/24 are already set up as LTSP client networks. Changing to these subnets will require manual
editing of configuration files to remove duplicate entries.

There is no easy way to change the DNS domain name. Changing it would require changes to both the
LDAP structure and several files in the main server file system. There is also no easy way to change the host
and DNS name of the main server (tjener.intern). To do so would also require changes to LDAP and files in
the main-server and client file system. In both cases the Kerberos setup would have to be changed, too.

17.4 LTSP in detail
17.4.1 LTSP client configuration in LDAP (and Its.conf)

To configure specific LTSP clients with particular features, you can add settings in LDAP or edit the file
/opt/ltsp/amd64/etc/lts.conf. Please note that 1tsp-update-image has to be run after each change
to Its.conf. The image update isn't needed if Its.conf is copied to the /var/lib/tftpboot/Itsp/amd64/ directory.

A We recommend to configure clients in LDAP (and not edit 1ts.conf directly, however, configuration
webforms for LTSP are currently not available in GOsa?, you have to use a plain LDAP browser/explorer or
ldapvi), as this makes it possible to add and/or replace LTSP servers without loosing (or having to redo)
configuration.

The default values in LDAP are defined in the cn=1tspConfigDefault,ou=1ltsp,dc=skole,dc=skolelinux,dc=no
LDAP object using the 1tspConfig attribute. One can also add host specific entries in LDAP.

Runman 1ts.conf to have a look at available configuration options (see /usr/share/doc/1tsp/LTSPManual . html
for detailed information about LTSP).

The default values are defined under [default]; to configure one client, specify it in terms of its MAC
address or IP address like this: [192.168.0.10].

Example: To make the thin client Itsp010 use 1280x1024 resolution, add something like this:

[192.168.0.10]

X_MODE_O = 1280x1024
X_HORZSYNC = "60-70"
X_VERTREFRESH = "59-62"

somewhere below the default settings.
To force the use of a specific xserver on an LTSP client, set the XSERVER variable. For example:

[192.168.0.11]
XSERVER = nvidia
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If a thin client comes up with a black screen the use of a specific color depth might help. For example:

[192.168.0.12]
X_COLOR_DEPTH=16

Depending on what changes you make, it may be necessary to restart the client.
To use IP addresses in 1ts. conf you need to add the client MAC address to your DHCP server. Otherwise
you should use the client MAC address directly in your 1ts.conf file.

17.4.2 Force all LTSP clients to use LXDE as default desktop environment

Make sure that LXDE is installed on the LTSP server; then add these lines below [default] in "lts.conf”:

LDM_SESSION=LXDE
LDM_FORCE_SESSION=true

17.4.3 Load-balancing LTSP servers
17.43.1 Part 1

It is possible to set up the clients to connect to one of several LTSP servers for load-balancing. This is done by
providing /opt/ltsp/amd64/usr/share/ltsp/get_hosts as a script printing one or more servers for LDM
to connect to. In addition to this, each LTSP chroot needs to include the SSH host key for each of the servers.

First of all, you must choose one LTSP server to be the load-balancing server. All the clients will PXE-
boot from this server and load the Skolelinux image. After the image is loaded, LDM chooses which server to
connect to by using the "get_hosts” script. You will decide later how this is done.

The load-balancing server must be announced to the clients as the "next-server” via DHCP. As DHCP con-
figuration is in LDAP, modifications have to be done there. Use 1dapvi --ldap-conf -ZD '(cn=admin)'
to edit the appropriate entry in LDAP. (Enter the main server’s root password at the prompt; if VISUAL isn't
set, the default editor will be nano.) Search for a line reading dhcpStatements: next-server tjener
Next-server should be the IP address or hostname of the server you chose to be the load-balancing server. If
you use hostname you must have a working DNS. Remember to restart the DHCP service.

Now you have to move your clients from the 192.168.0.0 network to the 10.0.0.0 network; attach them
to the backbone network instead of the network attached to the LTSP server's second network card. This is
because when you use load-balancing, the clients need direct access to the server chosen by LDM. If you leave
your clients on the 192.168.0.0 network, all of the clients’ traffic will go through that server before it reaches
the chosen LDM server.

17.4.3.2 Part 2

Now you have to make a "get_hosts” script which generates a list of server names for LDM to connect to.
The parameter LDM_SERVER overrides this script. In consequence, this parameter must not be defined if
the get_hosts is going to be used. The get_hosts script writes on the standard output each server IP address
or host name, in random order.

Edit " /opt/Itsp/amd64/etc/Its.conf” and add something like this:

MY_SERVER_LIST = "xXXXX XXXX Xxxxx"

Replace xxxx with either the IP addresses or hostnames of the servers as a space-separated list. Then,
put the following script in /opt/1tsp/amd64/usr/1lib/1ltsp/get_hosts on the server you chose to be the
load-balancing server.

#!/bin/bash
# Randomise the server list contained in MY_SERVER_LIST parameter
TMP_LIST=""
SHUFFLED_LIST=""
for i in $MY_SERVER_LIST; do
rank=$RANDOM
let "rank %= 100"
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TMP_LIST="$TMP_LIST\n${rank} $i"
done
TMP_LIST=$(echo -e $TMP_LIST | sort)
for i in $TMP_LIST; do
SHUFFLED_LIST="$SHUFFLED_LIST $(echo $i | cut -d_ -f2)"
done
echo $SHUFFLED_LIST

17.4.3.3 Part 3

Now that you've made the "get_hosts” script, it's time to make the SSH host key for the LTSP chroots. This
can be done by making a file containing the content of /opt/1ltsp/amd64/etc/ssh/ssh_known_hosts from
all the LTSP servers that will be load-balanced. Save this file as /etc/1tsp/ssh_known_hosts.extra on all
load-balanced servers. The last step is very important because ltsp-update-sshkeys runs every time a server is
booted, and /etc/ltsp/ssh_known_hosts.extra is included if it exists.

A you save your new host file as /opt/1tsp/amd64/etc/ssh/ssh_known_hosts, it will be erased when
you reboot the server.

There are some obvious weaknesses with this setup. All clients get their image from the same server, which
causes high loads on the server if many clients are booted at the same time. Also, the clients require that
server to be always available; without it they cannot boot or get an LDM server. Therefore this setup is very
dependent on one server, which isn’t very good.

Your clients should now be load-balanced!

17.4.4 Sound with LTSP clients

LTSP thin clients use networked audio to pass audio from the server to the clients.
LTSP diskless workstations handle audio locally.

17.4.5 Use printers attached to LTSP clients

= Attach the printer to the LTSP client machine (both USB and parallel port are supported).

= Configure this machine to run a printer in Its.conf (default location: /opt/ltsp/amd64/etc/1ts.conf),
see the LTSP manual /usr/share/doc/1tsp/LTSPManual .html#printer for details.

= Configure the printer using the web interface https://www:631 on the main server; choose net-
work printer type AppSocket/HP JetDirect (for all printers regardless of brand or model) and set
socket://<LTSP client ip>:9100 as connection URI.

17.4.6 Upgrading the LTSP environment

It is useful to upgrade the LTSP environment with new packages fairly often, to make sure security fixes and
improvements are made available. To upgrade, run these commands as user root on each LTSP server:

ltsp-chroot -a amd64 # this does "chroot /opt/ltsp/amd64" and more, ie it also <«
prevents daemons from being started

apt update

apt upgrade

apt full-upgrade

exit

ltsp-update-image

17.4.6.1 Installing additional software in the LTSP environment

To install additional software for an LTSP client you must perform the installation inside the chroot of the
LTSP server.
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ltsp-chroot -a amdé64

## optionally, edit the sources.list:
#editor /etc/apt/sources.list

apt update

apt install $new_package

exit

ltsp-update-image

17.4.7 Slow login and security

Skolelinux has added several security features on the client network preventing unauthorised superuser access,
password sniffing, and other tricks which may be used on a local network. One such security measure is
secure login using SSH, which is the default with LDM. This can slow down some client machines which are
more than about fifteen years old, with as little as a 160 MHz processor and 32 MB RAM. Although it's not
recommended, you can add a line to /opt/ltsp/amd64/etc/1ts.conf containing:

LDM_DIRECTX=True

A Warning: The above protects initial login, but all activities after that use unencrypted networked X.
Passwords (except the initial one) will travel in cleartext over the network, as well as anything else.

Note: Since such fifteen-year-old thin clients may also have trouble running newer versions of LibreOffice
and Firefox due to pixmap caching issues, you may consider running thin clients with at least 128 MB RAM, or
upgrade the hardware, which will also give you the benefit of being able to use them as diskless workstations.

17.5 Connecting Windows machines to the network / Windows integration
17.5.1 Joining a domain

For Windows clients the Windows domain "SKOLELINUX" is available to be joined. A special service called
Samba, installed on the main server, enables Windows clients to store profiles and user data, and also authen-
ticates the users during the login.

A Joining a domain with a Windows client requires the steps described in the Debian Edu Buster Samba
Howto.

Windows will sync the profiles of domain users on every Windows login and logout. Depending on how
much data is stored in the profile, this could take some time. To minimise the time needed, deactivate things
like local cache in browsers (you can use the Squid proxy cache installed on the main server instead) and save
files into the H: volume rather than under "My Documents”.

17.6 Remote Desktop
17.6.1 Remote Desktop Service

Choosing the LTSP server profile or the combined server profile also installs xrdp, a package which uses the
Remote Desktop Protocol to present a graphical login to a remote client. Microsoft Windows users can
connect to the LTSP server running xrdp without installing additional software - they simply start a Remote
Desktop Connection on their Windows machine and connect.

Additionally, xrdp can connect to a VNC server or another RDP server.

Some municipalities provide a remote desktop solution so that students and teachers can access Skolelinux
from their home computer running Windows, Mac or Linux.

Xrdp comes without sound support; to compile the required modules this script could be used.

#!/bin/bash
# Script to compile / recompile xrdp PulseAudio modules.
# The caller needs to be root or a member of the sudo group.
# Also, /etc/apt/sources.list must contain a valid deb-src line.
set -e
if [[ $UID -ne O 1] ; then
if ! groups | egrep -q sudo ; then
echo "ERROR: You need to be root or a sudo group member."
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exit 1
fi
fi
if ! egrep -q ~deb-src /etc/apt/sources.list ; then
echo "ERROR: Make sure /etc/apt/sources.list contains a deb-src line."
exit 1
fi
TMP=$ (mktemp -d)
PULSE_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Version}' <
pulseaudio)"
XRDP_UPSTREAM_VERSION="$ (dpkg-query -W -f='${source:Upstream-Versionl}' xrdp)"
sudo apt -q update
# Get sources and build dependencies:
sudo apt -q install dpkg-dev
cd $TMP
apt -q source pulseaudio xrdp
sudo apt -q build-dep pulseaudio xrdp
# For pulseaudio 'configure' is all what is needed:
cd pulseaudio-$PULSE_UPSTREAM_VERSION/
./configure
# Adjust pulseaudio modules Makefile (needs absolute path)
# and build the pulseaudio modules.
cd $TMP/xrdp-$XRDP_UPSTREAM_VERSION/sesman/chansrv/pulse/
sed -i 's/"PULSE/#PULSE/' Makefile
sed -i "/#PULSE_DIR/a \
PULSE_DIR = $TMP/pulseaudio-$PULSE_UPSTREAM_VERSION" Makefile
make
# Copy modules to Pulseaudio modules directory, adjust rights.
sudo cp *.so /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/
sudo chmod 644 /usr/lib/pulse-$PULSE_UPSTREAM_VERSION/modules/module-xrdp#*
# Restart xrdp, now with sound enabled.
sudo service xrdp restart

17.6.2 Available Remote Desktop clients
= freerdp-x11 is installed by default and is capable of RDP and VNC.

— RDP - the easiest way to access Windows terminal server. An alternative client package is

rdesktop.

— VNC client (Virtual Network Computer) gives access to Skolelinux remotely. An alternative client

package is xvncviewer.

= NX graphical client gives students and teachers access to Skolelinux remotely on Windows, Mac or Linux
PC. One municipality in Norway has provided NX support to all students since 2005. They report that

the solution is stable.

= Citrix ICA client HowTo to access Windows terminal server from Skolelinux.

18 Samba in Debian Edu

£\ Please read the information provided on the Samba wiki about supported Windows versions, needed registry

patches and other procedures before proceeding.

https://wiki.samba.org/index.php/Joining_a_Windows_Client_or_Server_to_a_Domain

https://wiki.samba.org/index.php/Required_Settings_for_Samba_NT4_Domains

Samba has been fully prepared for use as an NT4-style domain controller. After a machine has joined the

domain, this machine can be fully managed with GOsa2.

18.1 Getting Started

This documentation presumes that you have installed the Debian Edu main server and also a Debian Edu
workstation. We presume that you have already created some users that can login and use the Debian Edu
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workstation. We also presume that you have a Windows workstation at hand, so you can test access to the
Debian Edu main server from a Windows machine.

After installation of the Debian Edu main server the Samba host \\ TJENER should be visible in your
Windows Network Neighbourhood. Debian Edu's Windows domain is SKOLELINUX. Use a Windows machine
(or a Linux system with smbclient) to browse your Windows/Samba network environment.

1. START -> Run command
2. enter \\TJENER and press return
3. -> a Windows Explorer window should open and show the netlogon share on \\TJENER, and maybe
printers you already have configured for printing under Unix/Linux (CUPS queues).
18.1.1 Accessing files via Samba

Student and teacher user accounts that have been configured via GOsa? should be able to authenticate
against \\ TJENER\HOMES or \\ TJENER\ <username> and access their home directories even with Windows
machines not joined to the Windows SKOLELINUX domain.

1. START -> Run command
2. enter \\TJENER\HOMES or \\TJENER\ <username> and press return
3. enter your login credentials (username, password) in the authentication dialog window that appears

4. -> a Windows Explorer window should open and show files and folders in your Debian Edu home
directory.

By default only the [homes] and the [netlogon] shares are exported; further share examples for students
and teachers can be found in /etc/samba/smb-debian-edu.conf on your Debian Edu main server.

18.2 Domain Membership

To use Samba on TJENER as a domain controller, your network’'s Windows workstations have to join the
SKOLELINUX domain provided by the Debian Edu main server.

The first thing you have to do is to enable the SKOLELINUX\Administrator account. This account is not
intended for day-to-day usage; its current main purpose is to add Windows machines to the SKOLELINUX
domain. To enable this account log on to TJENER as the first user (created during main server installation)
and run this command:

= $ sudo smbpasswd -e Administrator

The password of SKOLELINUX\ Administrator has been preconfigured during the main server's installation.
Please use the system's root account when authenticating as SKOLELINUX\Administrator.

Once you are done with your administrative work make sure to disable the SKOLELINUX\Administrator
account again:

= $ sudo smbpasswd -d Administrator

18.2.1 Windows hostname

Make sure your Windows machine has the name that you want to use in the SKOLELINUX domain. If not,
rename it first (and then reboot). The NetBIOS host name of the Windows machine will later on be used in
GOsa? and cannot be changed there (without breaking the domain membership for this machine).

18.3 First Domain Logon

Debian Edu ships some logon scripts that pre-configure the Windows user profile on first logon. When logging
on to a Windows workstation that has joined the SKOLELINUX domain for the first time the following tasks
are run:

1. copy the user's Firefox profile to a separate location and register that with Mozilla Firefox on Windows
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2. set up Web-Proxy and start page in Firefox
3. set up Web-Proxy and start page in IE
4. add a MyHome icon to the Desktop that points to drive H: and opens Windows Explorer on double-click

Other tasks are run on every logon. For further information on this, please refer to the /etc/samba/netlogon
folder on your Debian Edu main server.

19 HowTos for teaching and learning

All Debian packages mentioned in this section can be installed by running apt install <package> (as root).

19.1 Teaching Programming

stable/education-development is a meta package depending on a lot of programming tools. Please note that
almost 2 GiB of disk space is needed if this package is installed. For more details (maybe to install only a few
packages), see the Debian Edu Development packages page.

19.2 Monitoring pupils

A Warning: make sure you know the status of the laws about monitoring and restricting computer users’
activities in your jurisdiction.
Some schools use control tools like Epoptes to supervise their students. See also: Epoptes Homepage.
To get full Epoptes support, these steps are required.

# Run on a combi server (and on each additional ltsp server):
apt update

apt install epoptes

ltsp-chroot -m --arch amd64 apt update

ltsp-chroot -m --arch amd64 apt install epoptes-client

ltsp-chroot -m --arch amd64 apt install ssvnc

ltsp-chroot -m --arch amd64 sed -i 's/test -f/#test -f/' /etc/init.d/epoptes- <
client

ltsp-chroot -m --arch amd64 sed -i 's/grep -qs/#grep -qs/' /etc/init.d/epoptes-
client

# If diskspace matters, use 'ltsp-update-image -n' instead.
ltsp-update-image

19.3 Restricting pupils’ network access

Some schools use Squidguard or Dansguardian to restrict Internet access.

20 HowTos for users

20.1 f{2oR=HRY

Every user should change her or his password by using GOsa2. To do so, just use a browser and go to
https://wwu/gosa/.

Using GOsa? to change the password ensures that passwords for Kerberos (krbPrincipalKey), LDAP (user-
Password) and Samba (sambaNTPassword and sambalMPassword) are the same.

Changing passwords using PAM is working also at the GDM login prompt, but this will only update the
Kerberos password, and not the Samba and GOsa? (LDAP) password. So after you changed your password at
the login prompt, you really should also change it using GOsaZ2.

20.2 Java
20.2.1 BfTMAIZ Java NFEIER

Standalone Java applications are supported out of the box by the OpenJDK Java runtime.
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21 Tamk 20.3 {EFBEFHME

20.3 {EAHEFHR

All users can send and receive mails within the internal network; certificates are provided to allow TLS secured
connections. To allow mail outside the internal network, the administrator needs to configure the mailserver
exim4 to suit the local situation, starting with dpkg-reconfigure exim4-config.

Every user who wants to use Thunderbird needs to configure it as follows. For a user with username jdoe
the internal email address is jdoe@postoffice.intern.

20.3.1 Thunderbird
= 3% Thunderbird
= Click 'Skip this and use my existing email’
= Enter your email address
= Don't enter your password as Kerberos single sign on will be used
= Click 'Continue’

= For both IMAP and SMTP the settings should be 'STARTTLS' and 'Kerberos/GSSAPI'; adjust if not
detected automatically

= Click 'Done’

20.3.2 Obtaining a Kerberos ticket to read email on diskless workstations

If working on a diskless workstation, you don't have a Kerberos TGT by default. To get one, click the
credentials button in the system tray. Enter your password and the ticket will be granted.

20.4 Volume control

On thin clients, pavucontrol or alsamixer (but not kmix) can be used to change audio volume.
On other machines (workstations, LTSP servers, and diskless workstations), kmix or alsamixer can be
used.

21 TaEk
21.1 X TEEk

Currently there are local teams in Norway, Germany, the region of Extremadura in Spain, Taiwan and France.
"lIsolated” contributors and users exist in Greece, the Netherlands, Japan and elsewhere.

S —ERRERRIAA RIS EIR, (FATRBMSZISER—EHEIME,

21.2 tHEZE

EERR EFANERM S FEA TFERENER L,

RERETE, FEEMEIRERIRZANESRN, BABANE ircdebian.org #debian-edu HE
R IRC 2MARR, AEEHN, BEXRS, EBRERNVKLFESIEIR, HamEZ RN
http://wiki.debian.org/DebianEdu/ArchivePolicy,

IE#F#E Debian Edu FF&FPZE IR /3 ART R ZBIEMFI =,

21.3 SXAEEEMEEE

X—XHEEZMRIED | KREEMZ, XHEERTH: NRAIEXHE, 2FREXEPFETFZ FIXME,
MRFIEFHIE (—=RJ)L) BEETEXIHER, BERIFAH Z(REVEDR,
NARKER—MNMEEHFHBETLLAE R web JISTEEKmIEB, XKE http://wiki.debian.org/
DebianEdu/Documentation/Buster/ Fir] A ERZ MM TaEt, 1B/~ FESILEITEEE—1THPKS;
BAEECB— I HERRF,
AN ERHNEEIER 2B NI RGN ERBIAF,. NFAEIEARXXENE SR ERBRIE
F—ERIKE, BEEEDEARPIERESEN !
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23 NEW FEATURES IN DEBIAN EDU BUSTER

22 %%

22.1 BT LA
22.1.1 in English
= http://wiki.debian.org/DebianEdu
» https://lists.skolelinux.org/listinfo/admin-discuss - support mailing list
= #debian-edu on irc.debian.org - IRC channel, mostly development related; do not expect real time

support even though it frequently happens '

22.1.2 in Norwegian

= https://lists.skolelinux.org/listinfo/bruker - support mailing list

= https://lists.skolelinux.org/listinfo/linuxiskolen - mailing list for the development mem-
ber organisation in Norway (FRISK)

= #skolelinux on irc.debian.org - IRC channel to support Norwegian users

22.1.3 in German
» http://lists.debian.org/debian-edu-german - support mailing list
» https://www.skolelinux.de - official German representation

= #skolelinux.de on irc.debian.org - IRC channel to support German users

22.1.4 in French

= http://lists.debian.org/debian-edu-french - support mailing list

22.2 HAEHIE

Lists of companies providing professional support are available from http://wiki.debian.org/DebianEdu/
Help/ProfessionalHelp.

23 New features in Debian Edu Buster

23.1 New features for Debian Edu 104+edu0 Codename Buster
23.1.1 Known issues

= see the Debian Edu Buster status page.

23.1.2 Installation changes

= New version of debian-installer from Debian Buster, see its installation manual for more details.
= New artwork based on the XXX theme, the default artwork for Debian 10 Buster.

= New CFEngine configuration management (replacing unmaintained package cfengine2 with cfengine3);
this is a major change, for details see the official CFEngine documentation.

= New default desktop environment Xfce (replacing KDE).

= The architecture of the LTSP chroot now defaults to the server one.
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23 NEW FEATURES IN DEBIAN EDU BUSTER 23.1 New features for Debian Edu 10+edu0..

23.1.3 Software updates

Everything which is new in Debian 10 Buster, eg:

— Linux kernel XXX

— Desktop environments KDE Plasma Workspace XXX, GNOME XXX, Xfce XXX, LXDE XXX,
MATE XXX

— Firefox XXX ESR and Chromium XXX

— LibreOffice XXX

— Educational toolbox GCompris XXX

— Music creator Rosegarden XXX

— GOsa XXX

— LTSP XXX

— Debian Buster includes more than XXX packages available for installation.

— More information about Debian 10 Buster is provided in the release notes and the installation
manual.

23.1.4 Documentation and translation updates

Translation updates for the templates used in the installer. These templates are now available in XXX
languages.

The Debian Edu Buster Manual is fully translated to German, French, Italian, Danish, Dutch, Norwegian
Bokmal and Japanese.

— Partly translated versions exist for Spanish, Polish and Simplified Chinese.

23.1.5 Other changes compared to the previous release

The USB ISO image allows offline installations again.
Support for running Java applets in the Firefox ESR browser has been dropped upstream.

Support for nonfree flash has been dropped from the Firefox ESR browser. We have also decided to
drop the free but unmaintained gnash implementation.

New GOsa2-Plugin Password Management.
Unusable options have been removed from the GOsa? web interface.

New netgroup available to exclude systems belonging to the shut-down-at-night-hosts netgroup from
being waken up.

Improved TLS/SSL support inside the internal network. A RootCA certificate is used to sign server
certificates and user home directories are configured to accept it at account creation time; besides
Firefox ESR, also Chromium and Konqueror can now use HTTPS without the need to allow insecure
connections.

With X2Go server now available in Debian, the related packages are now installed on all systems with
Profile LTSP-Server.
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26 NHERIENEF

24 Copyright and authors

This document is written and copyrighted by Holger Levsen (2007, 2008, 2009, 2010, 2011, 2012, 2013,
2014, 2015, 2016, 2017, 2018), Petter Reinholdtsen (2001, 2002, 2003, 2004, 2007, 2008, 2009, 2010, 2012,
2014), Daniel HeB (2007), Patrick Winnertz (2007), Knut Yrvin (2007), Ralf Gesellensetter (2007), Ronny
Aasen (2007), Morten Werner Forsbring (2007), Bjarne Nielsen (2007, 2008), Nigel Barker (2007), José L.
Redrejo Rodriguez (2007), John Bildoy (2007), Joakim Seeberg (2008), Jirgen Leibner (2009, 2010, 2011,
2012, 2014), Oded Naveh (2009), Philipp Hiibner (2009, 2010), Andreas Mundt (2010), Olivier Vitrat (2010,
2012), Vagrant Cascadian (2010), Mike Gabriel (2011), Justin B Rye (2012), David Prévot (2012), Wolfgang
Schweer (2012, 2013, 2014, 2015, 2016, 2017, 2018), Bernhard Hammes (2012) and Joe Hansen (2015) and
is released under the GPL2 or any later version. Enjoy!

If you add content to it, please only do so if you are the author. You need to release it under the
same conditions! Then add your name here and release it under the "GPL v2 or any later version” licence.

25 Translation copyright and authors

The Spanish translation is copyrighted by José L. Redrejo Rodriguez (2007), Rafael Rivas (2009, 2010, 2011,
2012, 2015) and Norman Garcia (2010, 2012, 2013) and is released under the GPL v2 or any later version.

The Bokmail translation is copyrighted by Petter Reinholdtsen (2007, 2012, 2014, 2015, 2016, 2017, 2018),
Havard Korsvoll (2007-2009), Tore Skogly (2008), Ole-Anders Andreassen (2010), Jan Roar Rgd (2010), Ole-
Erik Yrvin (2014, 2016, 2017), Ingrid Yrvin (2014, 2015, 2016, 2017), Hans Arthur Kielland Aanesen (2014),
Knut Yrvin (2014), FourFire Le'bard (2014), Stefan Mitchell-Lauridsen (2014), Ragnar Wislgff (2014) and
Allan Nordhgy (2018) and is released under the GPL v2 or any later version.

The German translation is copyrighted by Holger Levsen (2007), Patrick Winnertz (2007), Ralf Gesellenset-
ter (2007, 2009), Roland F. Teichert (2007, 2008, 2009), Jiirgen Leibner (2007, 2009, 2011, 2014), Ludger
Sicking (2008, 2010), Kai Hatje (2008), Kurt Gramlich (2009), Franziska Teichert (2009), Philipp Hiibner
(2009), Andreas Mundt (2009, 2010) and Wolfgang Schweer (2012, 2013, 2014, 2015, 2016, 2017, 2018) and
is released under the GPL v2 or any later version.

The Italian translation is copyrighted by Claudio Carboncini (2007, 2008, 2009, 2010, 2011, 2012, 2013,
2014, 2015, 2016, 2017, 2018) and Beatrice Torracca (2013, 2014) and is released under the GPL v2 or any
later version.

The French translation is copyrighted by Christophe Masson (2008), Olivier Vitrat (2010), Cédric Boutillier
(2012, 2013, 2014, 2015), Jean-Paul Guilloneau (2012), David Prévot (2012), Thomas Vincent (2012) and
the French 110n team (2009, 2010, 2012) and is released under the GPL v2 or any later version.

The Danish translation is copyrighted by Joe Hansen (2012, 2013, 2014, 2015, 2016) and is released under
the GPL v2 or any later version.

The Dutch translation is copyrighted by Frans Spiesschaert (2014, 2015, 2016, 2017, 2018) and is released
under the GPL v2 or any later version.

The Japanese translation is copyrighted by victory (2016, 2017) and is released under the GPL v2 or any
later version.

The Polish translation is copyrighted by Stanistaw Krukowski (2016, 2017) and is released under the GPL
v2 or any later version.

The Simplified Chinese translation is copyrighted by Ma Yong (2016, 2017), Boyuan Yang (2017) and Roy
Zhang (2017) and is released under the GPL v2 or any later version.

26 XASHIENE

AXHEEBRHIFMEE, BANE, F1F, AZIE, F=1E, BEHRE/RIEURBIENRE, FERT
BIAYIZE, R 1BEMEEPXEE, XERE WRINENELSN,

26.1 W{ATERIEAS A

26.1.1 Translate using PO files

BRIFZEHREGINE—, AXHEMWEFIERE PO XHE, XTFEX—SBNESESITUE
/usr/share/doc/debian-edu-doc/README.debian-edu-buster-manual-translations %2, Git &

FE(RTX) hEgdxX—XE., NRBEMIEIHEZFARAEEESIA language specific conventions,
To commit your translations you need to be a member of the Salsa project debian-edu.
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Then check out the debian-edu-doc source using ssh access: git clone git@salsa.debian.org:debian-edu/debi

IRRARBEMENE, XNFEMNM Git EHRLVEEF (XRFIUEREITH ), 1HRRMX debian-edu-doc
REBEERFAMN £ PO XERHIRIRSE, ESERSHUNAIRRZHIRIILA,

AU TGS (FELK git REBRTIE) EREH debian-edu-doc JRILHG:

= git clone https://salsa.debian.org/debian-edu/debian-edu-doc.git

ARG 4RI documentation/debian-edu-buster/debian-edu-buster-manual.$CC.po & ( BIRKY
BEEwIEE# $CC), BIFS TRTUARSFITEIE; HITEIER lokalize,

REHEERIRZXHE Git (WMBEIHHMBINER ) Iz 81X %2 HE BRIk S,

£ debian-edu-doc BRMERAMNU T i< EH A EMABEIZ:

= git pull

%152 /usr/share/doc/debian-edu-doc/README.debian-edu-buster-manual-translations K 7 ##4017] 1 3
—MXEXGBIIESHE PO XM, FIWMFIEREE,

BEEX—FMMNEALT, BAAEMFEMSE" FIXME” HFHFH,

Basic information about Salsa (the host where our Git repository is located) and Git is available at https:
//wiki.debian.org/Salsa.

GNRNT Git ARE, ERT W Git BFE; B—ENBELCERLN, HAIEFEEE—F itk RGEAM
REAY Git B R E.

26.1.2 &R web JI5TRTELENF

HEBSHELRRTE @ T Weblate KE1E, ESEESA https://hosted.weblate.org/projects/
debian-edu-documentation/debian-edu-buster/,

BIREEA D),

27 Appendix A - The GNU General Public License

Note to translators: there is no need to translate the GPL license text.
Translations are available at https://www.gnu.org/licenses/old-licenses/gpl-2.0- <
translations.html.

27.1 Debian Edu 10+edu0 314 Buster B9

Copyright (C) 2007-2018 Holger Levsen < holger@layer-acht.org > and others, see the Copyright chapter for
the full list of copyright owners.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY:; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write
to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

27.2 GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA. Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.
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27 APPENDIX A - THE GNU GENERAL PUBLIC .. 27.3 TERMS AND CONDITIONS FOR..

27.3 TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MOD-
IFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program”, below, refers to
any such program or work, and a "work based on the Program” means either the Program or any derivative
work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim
or with modifications and/or translated into another language. (Hereinafter, translation is included without
limitation in the term "modification™) Each licensee is addressed as "you”.

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running the Program is not restricted, and the output from the Program is covered only
if its contents constitute a work based on the Program (independent of having been made by running the
Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of
any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on
the Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

= a) You must cause the modified files to carry prominent notices stating that you changed the files and
the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived
from the Program or any part thereof, to be licensed as a whole at no charge to all third parties under
the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under these conditions, and telling
the user how to view a copy of this License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you distribute them as separate works.
But when you distribute the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works based
on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:

= a) Accompany it with the complete corresponding machine-readable source code, which must be dis-
tributed under the terms of Sections 1 and 2 above on a medium customarily used for software inter-
change; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable copy
of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

52



27 APPENDIX A - THE GNU GENERAL PUBLIC .. 27.3 TERMS AND CONDITIONS FOR..

c) Accompany it with the information you received as to the offer to distribute corresponding source
code. (This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any asso-
ciated interface definition files, plus the scripts used to control compilation and installation of the executable.
However, as a special exception, the source code distributed need not include anything that is normally dis-
tributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source
code, even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited by
law if you do not accept this License. Therefore, by modifying or distributing the Program (or any work based
on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms
and conditions. You may not impose any further restrictions on the recipients’ exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance
of the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the
free software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in
or among countries not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail
to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version”, you have the option of following the terms and conditions
either of that version or of any later version published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any version ever published by the Free Software
Foundation.
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10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions
are different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PRO-
GRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST
OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE
OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

28 Appendix B - no Debian Edu Live CD/DVDs for Buster yet

A Debian Edu Live CD/DVDs for Buster are not available at the moment.

28.1 Features of the Standalone image
= XFCE desktop
= All packages from the Standalone profile

= All packages from the laptop task

28.2 Features of the Workstation image
= XFCE desktop

= All packages from the Workstation profile

= All packages from the laptop task

28.3 Activating translations and regional support

To activate a specific translation, boot using locale=11_CC.UTF-8 as a boot option, where II_CC.UTF-8
is the locale name you want. To activate a given keyboard layout, use the keyb=KB option where KB is the
desired keyboard layout. Here is a list of commonly used locale codes:

Language (Region) Locale value Keyboard layout
Norwegian Bokmal nb_NO.UTF-8 no
Norwegian Nynorsk nn_NO.UTF-8 no
German de_DE.UTF-8 de
French (France) fr_FR.UTF-8 fr
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Greek (Greece) el_GR.UTF-8 el
Japanese ja_JP.UTF-8 ip
Northern Sami (Norway) se_NO no(smi)

A complete list of locale codes is available in /usr/share/i18n/SUPPORTED, but only the UTF-8 locales
are supported by the live images. Not all locales have translations installed, though. The keyboard layout
names can be found in /usr/share/keymaps/i386/.

28.4 Stuff to know

= The password for the user is "user"”; root has no password set.

28.5 Known issues with the image

A There are no images yet '

28.6 Download

The image would be (but currently isn't) available via FTP, HTTP or rsync from ftp.skolelinux.org under
cd-buster-live/.

29 Appendix C - Features in older releases

29.1 New features for Debian Edu 9+edu0 Codename Stretch released 2017-06-17
29.1.1 Installation changes

» ¥FRE Debian Stretch BIFTAR debian-installer, B AT SIF L ZEF,

= The "Thin-Client-Server” profile has been renamed to "LTSP-Server” profile.

= New artwork based on the "soft Waves” theme, the default artwork for Debian 9 Stretch.

29.1.2 Software updates

= Everything which was new in Debian 9 Stretch, eg:

— Linux kernel 4.9

— Desktop environments KDE Plasma Workspace 5.8, GNOME 3.22, Xfce 4.12, LXDE 0.99.2, MATE
1.16

x KDE Plasma Workspace is installed by default; to choose one of the others see this manual.
— Firefox 45.9 ESR and Chromium 59
* |ceweasel has been re-renamed to Firefox!
— Icedove has been re-renamed to Thunderbird and is now installed by default.
— LibreOffice 5.2.6
— Educational toolbox GCompris 15.10
— Music creator Rosegarden 16.06
— GOsa 2.7.4
— LTSP 55.9

— Debian Stretch includes more than 50000 packages available for installation.

— More information about Debian 9 Stretch is provided in the release notes and the installation
manual.
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29.1.3 Documentation and translation updates

Translation updates for the templates used in the installer. These templates are now available in 29
languages.

The Debian Edu Stretch Manual is fully translated to German, French, Italian, Danish, Dutch, Norwegian
Bokmal and Japanese. The Japanese translation was newly added for Stretch.

— Partly translated versions exist for Spanish, Polish and Simplified Chinese.

29.1.4 Other changes compared to the previous release

Icinga replaces Nagios as monitoring tool.
kde-spectacle replaces ksnapshot as screenshot tool.
The free flash player gnash is back again.

Plymouth is installed and activated by default, except for the '"Main Server’ and 'Minimal’ profiles;
pressing ESC allows to view boot and shutdown messages.

Upon upgrade from Jessie the LDAP data base has to be adjusted. The sudoHost value 'tjener’ has to
be replaced with 'tjener.intern’ using GOsa? or an LDAP editor.

The 32-bit PC support (known as the Debian architecture i386) now no longer covers a plain i586
processor. The new baseline is the 686, although some 586 processors (e.g. the "AMD Geode") will
remain supported.

Debian 9 enables unattended upgrades (for security updates) by default for new installations. This might
cause a delay of about 15 minutes if a system with a low uptime value is powered off.

LTSP now uses NBD instead of NFS for the root filesystem. After each single change to an LTSP
chroot, the related NBD image must be regenerated (ltsp-update-image) for the changes to take
effect.

Concurrent logins of the same user on LTSP server and LTSP thin client are no longer allowed.

29.2 New features for Debian Edu 84+edu0 Codename Jessie released 2016-07-02

read the release announcement on www.debian.org: Debian Edu / Skolelinux Jessie —a complete Linux
solution for your school.

29.2.1 Installation changes

New version of debian-installer from Debian Jessie, see installation manual for more details.

29.2.2 Software updates

Everything which is new in Debian 8 Jessie, eg:

Linux kernel 3.16.x
Desktop environments KDE Plasma Workspace 4.11.13, GNOME 3.14, Xfce 4.10, LXDE 0.5.6

* new optional desktop environment: MATE 1.8

x KDE Plasma Workspace is installed by default; to choose one of the others see this manual.

the browsers lceweasel 31 ESR and Chromium 41
LibreOffice 4.3.3
Educational toolbox GCompris 14.12

Music creator Rosegarden 14.02
GOsa 2.7.4
LTSP 5.5.4
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— new boot framework: systemd. More information is available in the Debian systemd wiki page and
in thesystemd manual.

— Debian Jessie includes about 42000 packages available for installation.

— More information about Debian 8 Jessie is provided in the release notes and the installation manual.

29.2.3 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29
languages.

= Two manual translations have been completed: Dutch and Norwegian Bokmal.

= The Debian Edu Jessie Manual is fully translated to German, French, Italian, Danish, Dutch and Nor-
wegian Bokmal. A partly translated version exists for Spanish.

29.2.4 Other changes compared to the previous release

» squid: Shutdown and reboot of the main server takes longer than before due to a new default setting
shutdown_lifetime 30 seconds. As an example the delay could be set to 10 seconds by appending
the line shutdown_lifetime 10 seconds to /etc/squid3/squid.conf.

= ssh: The root user is no longer allowed to login via SSH with password. The old default PermitRootLogin
yes has been replaced with PermitRootLogin without-password, so ssh-keys will still work.

» slbackup-php: To be able to use the slbackup-php site (which uses root logins via ssh), PermitRootLogin
yes has to be set temporarily in /etc/ssh/sshd_config.

= sugar: As the Sugar desktop was removed from Debian Jessie, it is also not available in Debian Edu
jessie.

29.3 New features in Debian Edu 7.14+edu0 Codename Wheezy released 2013-09-
28

29.3.1 User visible changes

= Updated artwork and new Debian Edu / Skolelinux logo, visible during installation, in the login screen
and as desktop wallpaper.

29.3.2 Installation changes

= New version of debian-installer from Debian Wheezy, see installation manual for more details.

= The DVD image was dropped, instead we added a USB flash drive / Blu-ray disc image, which behaves
like the DVD image, but is too big to fit on a DVD.

29.3.3 Software updates
= Everything which is new in Debian Wheezy 7.1, eg:

— Linux kernel 3.2.x

— Desktop environments KDE "Plasma” 4.8.4, GNOME 3.4, Xfce 4.8.6, and LXDE 0.5.5 (KDE
"Plasma” is installed by default; to choose GNOME, Xfce or LXDE: see manual.)

— Web browser Iceweasel 17 ESR

— LibreOffice 3.5.4

- LTSP 5.4.2

— GOsa 2.7.4

— CUPS print system 1.5.3

— Educational toolbox GCompris 12.01
— Music creator Rosegarden 12.04
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— Image editor Gimp 2.8.2
— Virtual universe Celestia 1.6.1

— Virtual stargazer Stellarium 0.11.3

Scratch visual programming environment 1.4.0.6

— New version of debian-installer from Debian Wheezy, see installation manual for more details.

Debian Wheezy includes about 37000 packages available for installation.

More information about Debian Wheezy 7.1 is provided in the release notes and the installation
manual.
29.3.4 Documentation and translation updates

= Translation updates for the templates used in the installer. These templates are now available in 29
languages.

= The Debian Edu Wheezy Manual is fully translated to German, French, Italian and Danish. Partly
translated versions exist for Norwegian Bokmal and Spanish.
29.3.5 LDAP related changes

= Slight changes to some objects and acls to have more types to choose from when adding systems in
GOsa. Now systems can be of type server, workstation, printer, terminal or netdevice.

29.3.6 Other changes
= New Xfce desktop task.
= LTSP diskless workstations run without any configuration.

= On the dedicated client network of LTSP servers (default 192.168.0.0/24), machines run by default as
diskless workstations if they are powerful enough.

= GOsa gui: Now some options that seemed to be available, but are non functional, are greyed out (or
are not clickable). Some tabs are completely hidden to the end user, others even to the GOsa admin.
29.3.7 Known issues

= Using KDE "Plasma” on standalone and roaming workstations, at least Konqueror, Chromium and Step
sometimes fail to work out-of-the box when the machines are used outside the backbone network, proxy
use is required to use the other network but no wpad.dat information is found. Workaround: Use
Iceweasel or configure the proxy manually.

29.4 |HIRAMAHEEE
The following Debian Edu releases were made further in the past:
= Debian Edu 6.0.74+r1 {$="Squeeze”, &#F 2013-03-03,
» Debian Edu 6.0.4+r0 X5 "Squeeze”, &% F 2012-03-11,
= Debian Edu 5.0.6+edul {5 "Lenny”, &%F 2010-10-05,
» Debian Edu 5.0.44+edu0 XS "Lenny”, &% F 2010-02-08,
= Debian Edu "3.0r1 Terra”, &#F 2007-12-05,
= Debian Edu "3.0r0 Terra” &#F 2007-07-22, EF&%TF 2007-04-08 A Debian 4.0 Etch,
» Debian Edu 2.0, &%F 2006-03-14, ETF 2005-06-06 & ##J Debian 3.1 Sarge,
= Debian Edu "1.0 Venus” &#F 2004-06-20, EF 2002-07-19 &I Debian 3.0 Woody,

A complete and detailed overview about older releases is contained in Appendix C of the Jessie manual;
or see the related release manuals on the release manuals page.
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29.4.1 XTIHRITIHRFHESER

FIHRITHRAEXEZFEEFATE http://developer.skolelinux.no/info/cdbygging/news.html
%2,
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